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- AR EEH
i HiE | i EIER A 7D
=8 haﬁﬁﬁ E TSR S5H-2 higErE PR
- piet] LAFRLER T4 () 1
- Telnet D:"Program fileshprivate. ppk ST ()
_ Rl]?[gi It ﬁ}%ﬂ\iﬂi#ﬁﬂ%ié
ME
P
X1
R
- TR -
 EZEFw | 15 @) BLA ()

Kl 1-13 AR ZSSHE J i

R, BT AT S SR, WORA TR B O E RS RS R s, RSP 2
o W KRR,

£ 192.168.0.1 - PuTTY =)

Kl 1-14 GaragHinl
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TL-SH6428 AR MM:S: R W =y ok =GV 3 [T g e o i

AT

CLIFZZhReRI 7 LA AP AR, Bt e Rl B, 12 DC B A A VLANRE B AR K,
Ferb D BC B 3L o3 9 LUK I g 11 G B A A S s T G B QA 4, A [

OB
Interface gigabitEthernet

Interface ten-gigabitEthernet

R

Interface link-aggregation

\ 4

Interface range gigabitEthernet
Interface range ten-gigabitEthernet
Interface range link-aggregation
REpUEE —  REEEA Interface vlan

VLAN P & 15 =0

\ 4

TR TSRV 7R SRR AT LS ] BT B A

i N exitdy & Wi 5
o BLOiE
P | 558 e b1 7 % B2 B gk N A (Console 142 \ I
TENEN TL-SH6428> T

i Nenablefiy %, i
NFFAUR

i Nexitay &, 1 [
F P
TL-SH6428# # N\ configure iy
A, HEN 4 R iC B AR
Ko

i N\ exity 2 5end
fr A, BUHE BN
Ctri+ZZH &5, R
225 n . FERUE

BoE EAFBUELA T, i)l configure TL-SH6428(config)# i N interface type
pisk | ™ Nz numberds %, A
?ﬁﬂﬁﬂﬁiﬁﬁ
fAvlanty 4, A
VLANPC & 7 o

b | BT, (i enabled 4
Bk | izt

1"



TL-SH6428 AR MR L= =y ok =5k [N s e W= o iy

RO
AR EE A TEA
interface gigabitEthernet/
ten-gigabitEthernet portd,
interface port-channel /agidik
interface range
gigabitEthernet/
ten-gigabitEthernet port-lista}
interface port-channel /ag-list

i F] switchport iy
SN ZEORE
P

E; HENZA. TL-SH6428(config-if)j# =\ | 4 Aendfy %, B
Bt = TL-SH6428(config-if-range)# | A\Ctrl+Z4H &4, iR
SN R DR BT o RO
switchport iy &3k A i Hi ity 1 i \exitmi#mr 4, %
s [m] 4 e e B A
fE4 AL BN Hinterface
vlan vian-id iy 4 i3t A VLAN £z
PR
Za T o = TV A N W S
interface loopback id i A\ ¥f
EEZANE S
f Nendfin 4>, o
VLAN N A Ctri+Z4H 24235 [
i fiiifjii;%f%mn TL-SH6428(config-vianj# | st
i N\ exitol# a2, iR
[ 4 o e B AR
i .
1. i Console 1 Telnet 7 45 e H b/l g 45 f5 RITgE AN FH AR
2. BAMAAE S AR A, BT AR A A Ao B ZUE Sk N R

ERERN: RUERICENGS, W AR, B E,

B OB ERR:

IFRNEANED, AR DG & B AR A2

a) interface gigabitEthernet/ten-gigabitEthernet: Bt & —AN LA M 0S4, a0 TR

b) interface range interface gigabitEthernet/ten-gigabitEthernet: Bt & 2 > LA K k3 1)

M
28

c) interface link-aggregation: & - Kim OIS E, W) #EXELE.
d) interface range link-aggregation: it & /ML 2 K 25 .
e) interface vian: FACEVLANEZ 1S4,

VLANFE B :

BIEVLAN, 0% H 2145 € VLAN.
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TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y
3. Hmd e, fEHTA AR N AT AT

e show: T/RTHHLEAELE, . GiHELR. WHEE. VLANG R,

1.3 WRITRESSR

THMA N 7R HEHPS. SRR BERMERY .. mTRlE XZ2HH P 2%,
FE RN P 48 RV RS ¥ B R B FIRUBR 200 o« ANREBLR 28 53] m] BAT IRl iy &= A B AR, %4
IREBCESR " A BRI . P AR PR B 715 2% user name (password)#l user

name (secret),

AT, BRI 4 enable 3 AFFRUE . BB T, AFREEN., £2RERK
T, ALLiEE enable password @& W B E A EN . WEELG, f5ERMANEHYEEA RN
BB

1.4 TR LIE

1.4.1. HEEEX45E

ARG A0 CLI i 4 F AR A LT 20 5E -

> TS [] FHARA S ERGE TR .

> EREES {} TEUEMTSEHZ L TR

> WURA 2T, W R BRI
#l1: speed {10|100 | 1000 | 10000 }

> REEE (A AR, B AURER I ) DA A H I
fil4n: show logging

> WE MR, HERgEH) DRaE T AE .
ftm: mode { dynamic | static | permanent }

> AR (AL PME T B AR B ) DLRMATE A 3.
#il4n: bridge aging-time aging-time

1.4.2. [BRFERF

HRENTRTERILA, WMAREER:

> 7 o< > 0\ & BANTFRIRARRIAM.
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> EHFEREPEEEN, MR RERRMEL] 578X 55", W’hello world’. "hello world”.
BEEF RSG5 RIS (B2 RSN — N/ RSN WA IG5, AT
SRS (B F5 .

1.4.3. Z2HkR

AR TP e SR A R E 5 A 20 :

> MACHEHE % 457 LXK XX XXX XX A% N

> N4 (port-list)s —4LVLAN ID(vian-list)it, AT AN — sk EAME, 45AME 2 1]
EERRIF, S — AT LB -R . B11011/0/1,1/0/3-5,1/0/7 %% 111/0/1, 1/0/3,
1/0/4, 1/0/5, 1/0/7.
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B2E R Fm

2.1 enable

i & P ML B AR

[ile

enable
B

HEDAKT SN
KL SR

T
R~

W T M P R 1 RS B
TL-SH6428>enable
Password:

TL-SH6428#

2.2 service password-encryption

A e R AR ne, B4 E S0 ek 5 NECE SCERE, Al RS ARV A 3T I .
2 I RE

D RE W] LA L C B SO B R RS . B no i F T AR AR N T Re -
LilSe
service password-encryption
no service password-encryption
B
4 Jeyic B A
RARLEER
WA SR I F P AT DA i i 4
~pl

fif e 42 Ry e T g -

TL-SH6428(config)# service password-encryption
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TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

2.3 enable password

i H T i B BB SN P AR AU BURF BUS RS B RS, EfInofr @ Fl T2 %5, 1l
RE s IO Bon 5 5005

LilSe
enable password {[ 0 ] password | 7 encrypted-password }
no enable password
2
0 — MNERM, 0 FoRFE T R NRALINE R ED . BRI R85 0.
password —— 1~31 {50, BH7EE, HPMFF AR FHX 0 RKNE, Tk
A I HAREE B iR 5o BRAEIL N &S A7
7 —— IERM, FOREET R E RN A E AR R AR RR N 1 .
encrypted-password —— [l 5& K 5 (280 SRR N2 i 265, ml DA A SZ b L ) e B
ARG BB CMEEWN G, BHUOEA S, TR R ARG
RS .
L]
U SRAE ML B 1 RS AN ) B S, {H 2@ 1 service password-encryption i 4
M7 &R BN TRe, A SSHRALEC B SCIE H EE RRE 25 s X MR 2 A% 2
B
4 e B A X
KL SR
HAGE T SRR P ] A % 2
A~

¥ FH P A Q7] 40 B AR AT T P 3 400 2 0 152 B AN I % idadmin:

TL-SH6428(config)# enable password admin

2.4 enable secret

i T i B BB P B SR BRI B Y, B nodr & M T =% 5. 1)
REAE FAIMDS N 53 .
kg

enable secret {[ 0 ] password | 5 encrypted-password }

no enable secret

0 — INERM, 0 R PRI ARZEINE P BOAKIINERR N 0.

16
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password —— 1~31 L)%, HFEE, HPMFFFHEM. FHX 9 RNE, Tk
BRI AR S . BOIMEIL TSN . MR S B BC B S B
MD5 Jin ik X

5 —— IR, FRoREE FRFERAN—AEEKEMZT MD5 hns i #6m .
encrypted-password —— [f] i€ K & I 0l S AR (K65, AT DL A2 HepL o i B
ARSI BE TINEENZE, AR, 7B A R R &

2D
i
W ECE 7 enable password fll enable secret, Il 4% A7E enable secret |
BEMH.
K
4 JR e B AR
AU R
WG R AR P oa] DU i 2
il

K H P B3 B R AU QS (1048 B Y 5 B O AN N3 S i admin,  H #7252 ik
HUA T B S AMDS N 1 A% 2 i -

TL-SH6428(config)# enable secret 0 admin

2.5 configure

i T MR B A\ 22 BB B .

LilSe
configure
B
R
RARLEER
RAAEH G BAF oA R SR AL AT B T % &
R~

AR 2 N 4 R i B A 5
TL-SH6428# configure

TL-SH6428(config)#
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2.6 exit

A R 2 AT B GR ] - — R A B AR

kg
exit

B
T IiC B A

RARLEER
x

NG
M G EAR IR 0] ) 4 R o, PR (] B R B
TL-SH6428 (config-if)# exit
TL-SH6428 (config)#exit
TL-SH6428#

2.7 end

Zdn & M T IR EIRAUR .

LilSe
end
B
T IiC B A
RARLEER
WA SRR F P AT DA 2% i &
R~

A TG B A 5 B 2R [R] B R AU =
TL-SH6428(config-ifj#end

TL-SH6428#

2.8 show history

e M T Bos RYUR 30 PR AT T B A 1205 i 2 .
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LilSe
show history
B
AU ORI BT E B X
RARLEER
p
~pl

SN E Dbl IRC S Ll vl A AN oy
TL-SH6428(config)#show history

1 show history

2.9 clear history

S HTHET R B EE LA M AL w4, Tk Hshow historydn & A2
TN LERTE T (P A A

[ile

clear history

B

R BB L
RRER

SRR BRI AR GR P 2R AT B A % 4
i

BRI FH P 2 8 24 AT A AN ) iy

TL-SH6428(config)#clear history
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TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

BIE HBREMS

WS (Stack) R 2 G aEE THHES MHERGEKR, #TBENEKES, BIMLR—& “7
A7 HEHIHEBHORT LSEEL 2 & Bk IO R TAEA G — & B, X OMRIAUE — & i —Ff.
AT TR E S A AL S HE B RS K

3.1 switch priority

i H TAE OS2 R R AR SR K. & no ir & I T-K i AL SE R S N ERIMEA 5.

switch unitid priority priority
no switch unitid priority

S
unitid — R R YR o
priority —— HEZ AN, JEH 1-15.
B
4 JR e B AR X
TERLE R
RAEEHA . HAE S P A F P v DU i 2
i

% unit 1 4R 2% A 10:

TL-SH6428(config)# switch 1 priority 10

3.2 switch renumber

BTt e HEB K T IS5
[ile

switch unitid renumber { newid | auto-numbering }

unitid —— FLRAGR T -

newid — ¥iéhs, HUETEH 1-8.

auto-numbering —— & A B H 3RS .
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B

AR E A
FPRLEER

RAOAEHG . BlE GG R -l U i 4
R~

S AR 1 B S 2:

TL-SH6428(config)#switch 1 renumber 2

3.3 switch stack-port

i 4 P TR EHER R P o 00 no iy & F 0 % 1R B LUK I
i

switch stack-port interface ten-gigabitEthernet port

no switch stack-port interface ten-gigabitEthernet port

S
port —— HEZ i 15,
s
AR B A
TERLE R
RAEE G 5 RBP4
i

FERRAL TG e R 2 )5, K 10G 11 1/0/25 BB Iy HEE

TL-SH6428(config)# switch stack-port interface ten-gigabitEthernet 1/0/25

3.4 switch provision

Zin M TR E R B HES R . ANREAE NN B 2 AT B2 AT HC B Al I Y 2 i & TiE B AL
(¥ unit SAIHLA. WTRAF QI A E R AEE, BCEAACHAUINASEZ R, B ) 0/ 30 H i A e
Bo MHEB KRBT, WREE S REEHES T .

[ile

iy

C

swtich unitid provision fype

no switch wunitid provision
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2%
unitid — 795 .
type —— SCHALHLAL
B
4 R B AR
FPRLEER
RAAEHE O BfE SR P R P T LU Y iZ a2
NG

A — AP B AN, unit 5y 2, HLAYJY TL-SHE428REV2:

TL-SH6428(config)# swtich 2 provision TL-SH6428REV2

3.5 show switch

BRI HTHESAE R .

4
show switch [ unitid | detail | neighbors | stack-ports ]
S
unitid —— %7 45
detail — T RHEAIMER(EE, QIEMESRR, S DML EEEESE.
neighbors —— B RHESALEE .
stack-ports EaRHESOER.
S
R R A e B AR
RERLE R
pn
Nl

W AT HER TR S

TL-SH6428(config)# show switch detail
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#4% |EEE 802.1Q VLANFCE iy 4

VLAN (Virtual Local Area Network, FEURIIMN) & —FpreE— MBI 2% 18Il 43 2 A8 58 N 4% 1 45
K, BHEEG HEEHE, Mamm g et nTLLRIEEIE B TAEHZ A,

4.1 vlan

Z a4 H T NVLANPD B A IE A 2 IEEE 802.1Q VLAN, ‘B Hnoir 4 M T-HIFRIEEE 802.1Q
VLAN.

kg
vlan vian-list
no vlan vian-list
2
vian-list —— VLAN ID List, HUHE{EFI2~4094, LR H A AE R —/MEBGE — M UE
B
B
4 JeyiC B A
RARLEER
RAAEH O BfE SR 7 M P T LU Y iZ a4
NG

Il VLAN 2-10LL & VLAN 100:
TL-SH6428(config)# vian 2-10,100
MERVLAN 2:

TL-SH6428(config)# no vian 2

4.2 interface vian

iz T EIEVLANES LR #EAVLANSE DR, B Inodr & H T IHBRVLANSZ .

interface vlan vian-id

no interface vlan vian-id

vlan-id —— VLAN ID, HUEEH[1-4094.
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B
4 Jeyic B A
RARLEER
RAAEH G BAF oA R SR AL 7T B T % &
R~
G VLANSE [12:
TL-SH6428(config)# interface vlan 2
4.3 name

Zar 4 H T EIEEE 802.1Q VLANHR 745, B HInofr 4 H TiE S iR 745
i

name descript

no name
ZH
descript—— VLANIE R 5, KEH1-160 55,
S
VLANEC B (vian)
R SK
HAEEHO BlE GO s P B0 F P AT LU 2 4
T~

Fvid=2)VLANF IR % “VLAN002”:
TL-SH6428(config)# vian 2

TL-SH6428(config-vlan)# name VLANO002

4.4 switchport general allowed vlan

Z%fn 4 H TitgeneralZ& 84 (1) LR N EJIEEE 802.1Q VLAN,  FFAC & i 8 H FE . B ffinodr &
F 435 11 AEEE 802.1Q VLANH K%

4
switchport general allowed vlan vian-list { tagged | untagged }

no switchport general allowed vlan vian-list
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B

RFRUEL R

NG

vian-list 5 €|EEE 802.1Q VLAN ID, HUA7E[2-4094, W £k, #X 4. 2-3, 5.

tagged | untagged —— H OH#LN|, taggeddi# untagged.

O ER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

RAAEH G FAF oA R SR AL 7T B T % &

B UK i 1475 I B VLAN2+H,  FE48 5 H EN fytagged:
TL-SH6428(config)# interface gigabitEthernet 1/0/4

TL-SH6428(config-if)# switchport general allowed vian 2 tagged

4.5 switchport pvid

2 T i B AL RIPVID.

RFRUEL R

R~

switchport pvid vian-id

vian-id —— VLAN ID, HU{E7E[FE1-4094 .

O ERA (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

RAEH G BAF o3 R SR AL 7T B T % &

W B i H 3HPVID 1 :
TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# switchport pvid 1
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4.6 show vlan summary

%4 FI T iR IEEE 802.1Q VLANHIZEHE £

LilSe

show vlan summary
B

R G BL K i A i B A
RARLEER

p
~pl

E/~IEEE 802.1Q VLAN S iHE -

TL-SH6428(config)# show vlan summary

4.7 show vlan brief

%4 AT 5~ IEEE 802.1Q VLANAFE(= &,

LilSe
show vlan brief
B
RO QUL K i e B A
RARLEER
T
R~

¢/~ IEEE 802.1Q VLAN#EEAE B

TL-SH6428(config)# show vian brief

4.8 show vlan

Zin 4 H T WoRTE 2 IEEE 802.1Q VLANKIVHAHAE & .

show vlan [ id vian-id ]

vian-id —— VLAN ID, JUEEH41-4094. %2 HEE I, WoxFTAIEEE 802.1Q VLAN
HIfEE.
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B

AU LU i A e B A
FPRLEER

¥
R~

BoRFTE VLANFI NS 2.
TL-SH6428(config)# show vian
2 IRvid=2[F)VLAN I FEGH(E B -

TL-SH6428(config)# show vian id 2

4.9 show interface switchport

P & T SR DK R 43 .

[ig
show interface switchport [ gigabitEthernet port | ten-gigabitEthernet port |
port-channel lagid ]
¥
port —— VIR i 145,
lagid — LAGS .
B
REBURE A DAL P A e B A X
KL R
p
7~
SR P Ui 1 VESRAE B

TL-SH6428(config)#show interface switchport
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#5% MAC VLANECE &4

5.1 mac-vlan mac-address

4 T 812 MAC VLAN % H, ‘B no @4 I FIF MAC VLAN % H .

mac-vlan mac-address mac-addr vlan vian-id [ description descript |

no mac-vlan mac-address mac-addr

ZH
mac-addr —— i MAC Hilik, #53 XXXXXXXX: XX XX
vian-id }8 € |IEEE 802.1 Q VLAN ID, HU{E3uk 1-4094.
descript 251t MAC VLAN 2k HilsIn— MR, mZ a5 8 M4,
B
AR B A
ILER
WAEHRA . BE AP P SRR P v DU i &
7~

f1% vid=2, MAC Hitik > 00:11:11:01:01:12 ) MAC VLAN % H, w4~ RD:
TL-SH6428(config)# mac-vlan mac-address 00:11:11:01:01:12 vlan 2 description

RD

5.2 mac-vlan

Z A TR A6 2 i 1 MAC VLAN ZRE, "B (1 no fir& I T45HI s 5 i 1 1) MAC VLAN JE,
SRAE I AE P i 1 45 MAC VLAN i -

e
mac-vilan
no mac-vian
B
FEOREMR S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
AU R

RAAEH O BfE GO 7 R P T LU Y iZ a4

o
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A~
FFJS U 11 1/0/3 {7 MAC VLAN iy

TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# mac-vlan

5.3 show mac-vian

Zfi 4 25 MAC VLAN & HAEE . 7T DUR RIRYE MAC Hihtal VLAN ID i 315 2

4
show mac-vlan { all | mac-address mac-addr | vlan vian-id }
Z2¥
mac-addr Fa & MAC Hilik, #2004 XXXXXX XX XX XX
vlan-id — %% VLAN ID, BUETEFE 1-4094.,
S
RS R A T B AR 2
FRBUE SR
I
7~

27T MAC VLAN % HAE B

TL-SH6428(config)# show mac-vlan all

5.4 show mac-vlan interface

A4 T 8 MAC VLAN [#35 8 IR A

fré

show mac-vlan interface
B

FERUE RN BT A i B AR
LR

T
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NG
7k MAC VLAN IR i 1 4 RER A -

TL-SH6428(config)# show mac-vlan interface
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F6x= PHVLANEE M4

THLVLANZ S IR P SOR RIS VLAN —Ff 5 o AN OGRS —ANVLAN D, 52 # A L45 oi Y R
TetagMmiFI4R S Ftagiii 73 B tEVLAN 1D

6.1 protocol-vian template

i H T O AR . B HInofir& Fl TN R PSR .

w4
protocol-vlan template name protocol-name frame { ether_2 ether-type fype | snap
ether-type type | llc dsap dsap_type ssap ssap_type }
no protocol-vlan template template-idx
S
protocol-name —— PH 4 FK, H 1-8 M FRFH K.
type —— DAKMIPMERY, B 4 ANl EH pl
dsap —— H MRS Vi s, A7 S22 R
ssap —— PEARS Vi &, B PAL 7S 32
template-idx —— HSUEHRT 5. 1 Fishow protocol-vlan templatefir & 3KH 4% 75
X L FRIAREAR o
S
2 JR e B AR
AR K
RAEHE G e BB PR T DS % 4
7~

B — PR H0X2024 I BMSAR, JEdn 4l “TP”.

TL-SH6428(config)# protocol-vlan template name TP frame ether_2 ether-type

2024

6.2 protocol-vlan vian

Zan TR E, Efnofr & W H TR A% H
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LilSe
protocol-vlan vlan vian-id template template-idx
no protocol-vlan vlan group-idx
¥
vian-id —— VLAN ID, HU{E7E[FE1-4094 .
template-idx —— HSUHR)T 5. T Fishow protocol-vlan templatefir & 3KH 4% 75
X L R o
group-idx —— X755 . Al Ffishow protocol-vlan vianfiy 435 US55 %5 B Bl
HkH.
B
4 Jeyic B A
RRLER
ARSI FAE A 2R B AL 7T DU T Z i &
A~

Alvid=2, PR 5 3 A H -

TL-SH6428(config)# protocol-vlan vian 2 template 3

6.3 protocol-vian group

A B T AER R R v I ZE VML, & inofir 2 B T S A R 123 11 .

protocol-vlan group index

no protocol-vlan group index

¥
index — XA F 5.
B
FEOREMRS (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
RRLER
ARSI #AE A T B AL 7T B T Z i &
7~

W I IS B B -
TL-SH6428(config)# interface gigabitEthernet 1/0/5
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TL-SH6428(config-if)# protocol-vlian group 1

6.4 show protocol-vlan template

Pt 4 T B P SRR B 45 .

LilSe

show protocol-vian template
B

R ORI BT E B X
RARLEER

T
R~

BRI BCEAE S -

TL-SH6428(config)# show protocol-vlan template

6.5 show protocol-vian vlan

ZAr ST R K HE R

[ile

show protocol-vian vian
B

R B A BT A S B AR X
KL SR

T
R~

R ISR B 5% H -

TL-SH6428(config)# show protocol-vlan vilan
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7% VLAN-VPNEZE 44

VLAN-VPN (Virtual Private Network) s&—#fij ., RyGH JZVPNEAR, il 1Eis 8w H N i
KN PR S 2 ANEVLAN Tag, 4R SCHEH P ZVLAN Tag 4 ikiz & g CARD.

7.1 dot1g-tunnel

Zan 2 T2 )55 FIVLAN-VPNIJfE, & finofir 4 T45HIVLAN-VPN g .
kg

dot1g-tunnel

no dot1g-tunnel

B

ESE1W RS
KL SR

RAOAEH G BE GG R -l U i 4
R~

2 J5 )3 FHVLAN-VPNIJ g :
TL-SH6428(config)#dot1g-tunnel

7.2 dot1g-tunnel tpid

%2 HTHCEVLAN-VPN2 /R TPID, Efnofir % H T EEIATPID.

[ig
dot1qg-tunnel tpid num
no dot1qg-tunnel tpid
ZH
num — 4 RTPID. WAUN4N /Nt B HE L. BRIAE 98100
B
2 R B AR
KL R
HAEH A BAE NPT P R mT LU %
A~

fic & VLAN-VPN4:J5 TPID/48200:
TL-SH6428(config)#dot1q-tunnel tpid 8200
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7.3 dot1g-tunnel mapping

G M T2 R R FIVLANBUN DIRE, € HInody & M T4 FHIVLANBUN D) g .
(g

dot1g-tunnel mapping

no dot1g-tunnel mapping

L5

A R B
RRER

SRR BRI AR SR P 2R AT B % 4
i

25 5 FHVLANBLS D fg -
TL-SH6428(config)#dot1qg-tunnel mapping

7.4 switchport dot1g-tunnel mapping

24 H T AEAR E I LN VLAN BREFS 25 H B R no ir &M BR 45 72 3im 1 L VLAN B 2% H

switchport dot1qg-tunnel mapping c-vian sp-vlan [ descript ]

no switchport dot1qg-tunnel mapping c-vian

Y
c-vlan —— Customer VLAN ID (H1/* VLAN ID) , HUEJEHI 1-4094.
sp-vlan —— Service Provider VLAN ID (k4575 VLAN ID) , HU{EuH 1-4094.
descript —— VLAN BUR 2% H IRR(E S, Alik. &% 16 M4

B

BORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

TERLE R
HEEHG . BE QR B - B0 F P ) LU 2% 4
T~
fEd 11 2 _EAI—2 VLAN WU 26 H, C-VLAN 24 2, SP-VLAN 4 3:

TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)#switchport dot1g-tunnel mapping 2 3
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7.5 switchport dot1g-tunnel mode

N

2 T BB b 2, oy BT, RIS RS R ARIE R e 1, W RO TN, RIS P S AR
E 3 o B no fir& F TR A 3 11 D i ]
e
switchport dot1q-tunnel mode { uni/nni }
no switchport dot1g-tunnel mode
¥
uni ——The port connected to the clients.
nni ——The port connected to the ISP.
B
FEORER S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
AU R
WAEHRA . BAE ORGP R P vl DU i
7~

We B LUK W 11 3 J9VPN NN [«
TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)#switchport dot1g-tunnel mode nni

7.6 show dot1qg-tunnel

1z A H T /RVLAN VPN A S RCE S S .

[ile

show dot1qg-tunnel
B

R BN BT A iE B AR X
KL SR

T
~pl

7RVLAN VPN Rt B (S B
TL-SH6428(config)# show dot1qg-tunnel
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7.7 show dot1g-tunnel interface

12 H TR VLAN VPN 1287,

LilSe

show dot1qg-tunnel interface
B

AU ORI BT E B X
RARLEER

p
~pl

7RVLAN VPN ity 2870 .
TL-SH6428(config)#show dot1qg-tunnel interface

7.8 show dot1qg-tunnel mapping

Zan 2 H T ERVLANBUR 2 HE B .

[ile

show dot1qg-tunnel mapping
B

R BN BT A e B AR K
KL SR

p
~pl

SERVLANBE 25 H -

TL-SH6428(config)# show dot1qg-tunnel mapping
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¥8E ETVLANRE MRS

TEE VLANGZ Jy i3 Bs it % 1187 FIVLAN . 3833 %7y Voice VILAN RG24 15 2 e 2 B0 2 LI
Voice VLAN, FJLUNTEHHHE AL EQoSSHL, 1Mk B Bl iimit e, RBEIE TR

8.1 voice vlan

%4 H T JF 5 Voice VLANIIEE, "B fnofin 4 B T25 H Voice VLANISE

LilSe
voice vlan vian-id
no voice vian
¥
vlian-id —— VLAN ID, HUE7u[2-4094.
B
4 Jeyic B A
RARLEER
ARSI FBAE A 2R B AL 7T B T Z i &
~pl

JF iavid=10f11Voice VLAN I fit :

TL-SH6428(config)# voice vian 10

8.2 voice vlan aging

% fr 4% H Tl B Voice VLAN ZALI[A], & fnofr & T B BRINZALIS 6], BRIMA 9144055
Cig
voice vlan aging time

no voice vlan aging

2%
time —— ZALITA], HUE I 1-432007) %t
B
4 R B AR
FPRLEER
RAAEH O BfE SR 7 M P T LU Y iZ a4
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i
fic. & Voice VLAN ZALHS 8] 4288041

TL-SH6428(config)# voice vlan aging 2880

8.3 voice vian priority

Zan 2 TR EEEVLANKITE G, ERInofr & M TIKEERALES . EEVLANRIBOAE N
6.

LilSe
voice vlan priority pri
no voice vlan priority
¥
pri— %4k, BUETEHI0-7,
B
4 JeiC B A
RARLEER
ARSI FAE A 2R B AL 7T B T i &
~pl

M & 75 & VLANI 26 92 5

TL-SH6428(config)# voice vlan priority 5

8.4 voice vlan mac-address

iz H T a1 2 R Voice VLAN OUI. ‘& Hnodir 4 HI - M Ex 45 € i Voice VLAN OUI.

voice vlan mac-address mac-addr mask mask [ description descript |

no voice vlan mac-address mac-adadr

ZH
mac-addr —— QU & MACHEHE . H% 20 AXX XX XX XX XX XX
mask —— MACHIBERERS . % XXX XXXX: XX XX
descript —— OUIIA, 1-16 74, BRATHEN T A,

B

4Ry B AR
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AR K
WAEE R BE AP PR vl DUMEH Z a2

7~
BIEMACHLE400:11:11:11:11:11, #Eh5% NFF:FF:FF:00:00:00#]Voice VLAN OUI, ¥
HAH IR ATP- Phone:

TL-SH6428(config)# voice vlan mac-address 00:11:11:11:11:11  mask

FF:FF:FF:00:00:00 description TP- Phone

8.5 switchport voice vlan mode

2t A T HCE LUK M 111 Voice VLANFR AR .

e

switchport voice vlan mode { manual | auto }
ZH

manual | auto iy 11 PR R DA AR
B

EORER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

AR K

WAEHRA . BE ORGP R P mT DU i
7~

fic & LA M55 1 3 voice vianfi 7 A% 3% ymanual:

TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# switchport voice vlan mode manual

8.6 switchport voice vlan security

%t A F T B B AKX 11 Voice VLANZZ 25 .
i

switchport voice vlan security

no switchport voice vlan security
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B
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RRLER
ARSI FBAE A R R AL 7T B T Z i &

7~

J F BAK WX 5 11 3 Voice VLANZZ 445 5K
TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# switchport voice vlan security

8.7 show voice vlan

Z% A4 F T i~ Voice VLANZ JRCE .
i

show voice vlan
B

R BN BT A S B AR X
RARLEER

RAEH G BAF o3 R SR AL 7T B T % A &
A~

7Rk Voice VLANA: 5 it B 15 B.:

TL-SH6428(config)# show voice vlian

8.8 show voice vlan oui

Z% A4 F T i 7~ Voice VLAN OUIRC B (2 B .
i

show voice vlan oui

B
R R BT A E B

RRER
SRR BRI AR GR P 2R P AT B % 4
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i
i, 7xVoice VLAN OUIRL & 13 &

TL-SH6428(config)# show voice vian oui

8.9 show voice vian switchport

A A F T S LA K X 11 Voice VLANRL B 15 5.

Cig
show voice vlan switchport [ gigabitEthernet port | ten-gigabitEthernet port |
port-channel lagid ]
¥
port —— LK . iZZHEkE R, Bosrf i R EE R .
lagid — LAGS .
B
RO A BT TiE B AR X
RRLER
ARSI FAE A 2R B AL 7T B T i &
7~

BRI EVLAN T i 1 BC ELAE -

TL-SH6428(config)# show voice vlan switchport
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9% Private VLANEC B 474

Private VLAN (Private Virtual Local Area Network) KM —JZVLANZ:#: Primary VLANAI
Secondary VLAN. _E17##% H#&iH5IPrimary VLAN, i A4 3%0>Secondary VLAN, Mg L2
WA MIVLANG 5.l MACHIIE & HIH AR, G 24 Rk E 7 207 R B 5e BEiiR o, W4

e
i T R

9.1 private-vlan primary

%A T B 45 € VLAN Ky Private VLANFPrimary VLAN, notir4- M 24 5 VLANFPrimary
VLANJ& 4 .

4
private-vlan primary
no private-vlan primary

B
VLANECE B (VLAND

FRBUE SR

WA B G AR SR P AT DA %%
7~

P EVLAN 3 APrivate VLANf{Primary VLAN:

TL-SH6428(config)#vlan 3

TL-SH6428(config-vlan)#private-vlan primary

9.2 private-vlan community

Z 4 H T E Private VLAN ff] Community VLAN, no 4 - F#IER 2417 VLAN ] Community
VLAN J& .,

4

private-vlan community

no private-vlan community

B
VLAN it & # 7 (VLAN)
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AR K
WA B AR SRR A P AT DA %
7~
# VLAN 4 ¥ &4 Private VLAN ] Community VLAN:

TL-SH6428(config)# vian 4

TL-SH6428(config-vlan)# private-vlan community

9.3 private-vian isolated

Zar A T HCE Private VLAN [ Isolated VLAN, no 72 H T-HH 241 # VLAN K Isolated VLAN

JE 1 o
w4
private-vlan isolated
no private-vlan isolated
R
VLAN A& (VLAND
ILER
A E L RANRAE G SRR F P AT LU A i f
Nl

4 VLAN 4 % B N Private VLAN [1 Isolated VLAN:

TL-SH6428(config)# vian 4

TL-SH6428(config-vlan)# private-vlan isolated

9.4 private-vlan association

%A T % BEPrimary VLANAICommunity VLAN, nofir 4T BUH 24 1 <8k

private-vlan association vian_list

no private-vlan association vian_list

vian_list—— Community VLAN[#*JVLAN ID, HUEuF2-4094.
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B
VLANEE B 15 (VLAND

FRBUE SR
WA B G AR SRR P AT DA % a2
il
FKBEPrimary VLAN 3f1Community VLAN 4, ff g N—/-Private VLAN:

TL-SH6428(config)#vlan 3

TL-SH6428(config-vlan)#private-vlan association 4

9.5 switchport private-vian

i 4 He B AL 1 I Private VLANJ&E L, nofir & HI Tl B -1 ) Private VLANJE 1

switchport private-vlan { promiscuous | host }

no switchport private-vlan { promiscuous | host }

promiscuous | host ——ic B A #e AL 1175 Private VLANH (13 12878

FEOREMR S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

ILER

WA R AR GRS P AT U 2
7~

fic & ¥t [ 3ffIPrivate VLANJE 14 host:

TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)#switchport private-vlan host

9.6 switchport private-vlan host-association

Zfr A T ¥ hostZE Bl i L1 N2 Private VLAN, notir 2 FH 1K 11 M Private VLANFS Hi .
i

switchport private-vlan host-association primary vian_id secondary vian_id

viantype
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no switchport private-vlan host-association

S
primary_vlan_id — 53 L i N[ Primary VLAN ] VLAN ID, HU{E7EH 2-4094.
secondary_vlan_id —— 35 i I [] Secondary VLAN #] VLAN ID, HU{E i
2-4094 .
vliantype ——Private VLAN 258, ALy community 54 isolated

B

FEOR AR (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

ILER
WA P AR DR F P AT US4

7~
F host 35 A f) 3 1 3% in 2] Community 25 4 /) Private VLAN, /1 Private VLAN)
primary VLANFIsecondary VLAN 4 5]4VLAN 3F1VLAN 4:

TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)#switchport private-vlan host-association 3 4 community

9.7 switchport private-vlan mapping

%4 FH T ¥ promiscuousZ AL i 178 N F|Private VLAN, nofir 4 FH T-#4 3 I MPrivate VLANF i

switchport private-vlan mapping primary _vian_id secondary_vlan_id

no switchport private-vlan mapping primary_vlan_id secondary _vian_id

¥
primary_vilan_id —— Y5 55 iKY Primary VLAN ) VLAN ID, BUEEH 2-4094.
secondary _vlan_id —— 35 NN Secondary VLAN ] VLAN ID, HU{H s
2-4094 .

K

EORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

FPRLEER
HAGE B GO ERAE 61 SR AL AT BUE T % &
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P
4 promiscuous 8 1 11 4 8N 2 Private VLAN, A Private VLAN ] primary VLAN
H secondary VLAN 73724 VLAN 3 £ VLAN 4.

TL-SH6428(config)# interface gigabitEthernet 1/0/4

TL-SH6428(config-if)#switchport private-vilan mapping 3 4

9.8 show vilan private-vian

Zan A T B %% L Bt B private-vianZ %
fir s

show vlan private-vlan

B

RERUE A BT A e B AR X
AR K

FA L GURRAE S RT F P mT DU i &
7~

EoRAZ AL U E [ private-vian S 4 :

TL-SH6428(config)# show vian private-vian

9.9 show vlan private-vlan interface
24 H T R 8 € I ) private-vian 28, AN E H AR 174 i HEOAH SR RC B E -

kg

show vlan private-vlan interface [ gigabitEthernet port | ten-gigabitEthernet port ]
ZH

port —— VIR 5 145,
B

RO A BT T B AR X

ILER

FA L GURRAE SRR R P AT DU i &
7~

BN ML FTA i EUACE A private-vian S5

TL-SH6428(config)# show vlan private-vlan interface
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10 GVRPIEE 44

GARP (Generic Attribute Registration Protocol, 8 J& i M i), GVRPINHESR 1% WS {1 —Ff
A, i 7 s DB AE A VLANAG Eokik 2 6 @ sl MBRVLANE) H 1), JREH#RZE B3I HE
ZHHF, B B VLANIRHG B 50 A .

10.1 gvrp (global)

Zm AT 2R B HGVRPYIRE, Effinofr 4 H T4 HHGVRPIIfE

LilSe
gvrp
no gvrp
B
4 Ry i B A
RARLEER
ARSI #AE A R B AL 7T B T Z i &
~pl
4 J7) 3 FHGVRP L) g :

TL-SH6428(config)# gvrp

10.2 gvrp (interface)

Zan A T ESR E i H _E R HGVRPIIRE, & Inodr & M 145 HZi H I GVRP I BE .
kg

gvrp
no gvrp
B
FEORER S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
RRLER

RAAEH O BfE GO 7 R P T LU Y iZ a4

pil
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A~
J FH 3 11 2-6 ) GVRP L i -

TL-SH6428(config)# interface range gigabitEthernet 1/0/2-6

TL-SH6428(config-if-range)# gvrp

10.3 gvrp registration

4 H T HC B E i HIGVRPIEME R, B fInodr & M TR E BOAKITE AR 2

gvrp registration { normal | fixed | forbidden }

no gvrp registration

normal | fixed | forbidden —— VEMEE, BRI Anormal.

EORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

AR K

RAEERG . AE RS 20 P 288 F - m] DA i i &
7~

fict & 3 11 2-6 11 GVRPE M X Hfixed:

TL-SH6428(config)# interface range gigabitEthernet 1/0/2-6

TL-SH6428(config-if-range)# gvrp registration fixed

10.4 gvrp timer

Zam 2 H TR EGVRPEN 2%, ‘Effinofr & H Tk E BN E .

gvrp timer { leaveall | join | leave } value

no gvrp timer { leaveall | join | leave }

leaveall | join | leave —— 435l Rleave All, joinfilleave =g 8% . &N 5 3h
GARPJG, [FIN & 3LeaveAllE I &5, i 44X FMEFR ik LeaveAllVH . LA & 3 H
HFE M TA 1 JE A 2 . GARPG [ 1] LLAEREASJoin B4 0, 7] 71 1 I VR CRATETH 2.
F AT SE AR, T YRR 3% 2 18] R 18] 1) B Join i I 28 Sk i3 1 . #2003 Leave B 44 11
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B

RFRUEL R

NG

GARPYi [ jE ZliLeave Bl 2%, W1 7E 1% 7€ I #8582 BB A U Join i 60, UEESAH
o7 J& 1A 2

value —— TEN23{H, leave AlIFH{E YL H 1000-30000(E ), ERiAE ~1000; joinfrIHL
{EEHI20-1000(E ), ERIAME N20; leave I HUH Y E 60-3000(JE ), ERIAEA60.

BORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RAAEH G FAF oA R SR AL 7T B T % &

B 16K leaveall i B 2515 92000, FHjoin & i 85 Tk & BB E -
TL-SH6428(config)# interface gigabitEthernet 1/0/6
TL-SH6428(config-if)# gvrp timer leaveall 2000

TL-SH6428(config-if)# no gvrp timer join

10.5 show gvrp global

Z % M T 5BRGVRPA R A

[ile

B

RFRUEL R

NG

show gvrp global

AU ORI BT E B X

T

ERGVRPAJFRE:

TL-SH6428(config)# show gvrp global

10.6 show gvrp interface

ZAn 4 F T 5o DUK W3 I GVRPHL B (5 2.

kg

show gvrp interface [ gigabitEthernet port | ten-gigabitEthernet port ]
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2%
port —— LUK 15, A I Bom B A i 1 I GVRPEL B &
B
AU AT T A E B
FPRLEER
e
NG

BN b I FIGVRPICE(E B -

TL-SH6428(config)# show gvrp interface
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#11%F EtherChannelfit B4

EtherChannelfic & #ir & F T ELAGHILACPI) g .

LAG (Link Aggregation Group, i 1S40 2K 2 AL 22 AW 3 105 s — AN 3@ 4 vy 1A 2
A, AIDAME I gE, PEmnERn M.

LACP (Link Aggregation Control Protocol, #f#%iI_ & HI1M) 2T IEEE 802.3adbrfk FH >k S
BRI REMIUT B REE R, BT i R A —R o EdE, B
AR AR RIS T A e

11.1 channel-group

A 0 DA BN R A, IR E A Efnodr & TR AC R HBER .

channel-group num mode { on | active | passive }

no channel-group

ZH

num — JRHAA S, BUETEE-14.,

on — JFAFHSLAG.

active —— JFa £3IEALACP.

passive —— /i #3IHLACP.
B

FEORERS (interface gigabitEthernet / interface range gigabitEthernet/ interface

ten-gigabitEthernet / interface range ten-gigabitEthernet)
RRLER

ARSI FBAE A 2R B AL 7T DU T Z i &
7~

N 2-420 5 H1, FEF A FASLAGHEL R :
TL-SH6428(config)# interface range gigabitEthernet 1/0/2-4

TL-SH6428(config-if-range)# channel-group 1 mode on

11.2 port-channel load-balance

A PR B R AR @ % . v iinom S AT EEAE, Elsrc-dst-mac.
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LilSe
port-channel load-balance { src-mac | dst-mac | src-dst-mac | src-ip | dst-ip |
src-dst-ip }
no port-channel load-balance
¥
src-mac —— VEMACHENE . SV FE TURMACHIIE S IR 7 315 .
dst-mac — HHIMACH:E. SFEKHET HFIMACH:IE ST 7 8 54 .
src-dst-mac —— Vi H IIMACHIE . 525 35 75 H IIMACHBIE S I 7 B 251 .
src-ip —— JRIPHuAE . SR 3L T URIPHhE ST 97 2035047
dst-ip — HIPHihE. SFEKET HIPHhE Bl 8.
src-dst-ip —— Vi H fIPHuhE . S T8 H 1Pk SS30 67 838 1
B
4 e B A X
KL SR
RAEH G BAF oA R SR AL 7T B T % A &
A~

FLAGH #5251l 595 % & Asre-dst-mac:

TL-SH6428(config)# port-channel load-balance src-dst-mac

11.3 lacp system-priority

Zar S M TR E2RMLACP RS . Efnofr & H TREEIME.

[ile

lacp system-priority pri

no lacp system-priority
¥

pri— RGRSe, BUHTERI0-65535. ERIAH 32768.
B

4 A ic B A X
KL SR

RAAEH G BAF oA R SR AL AT B T % &
R~

e B LACPHI R 4056 20 091024:
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TL-SH6428(config)# lacp system-priority 1024

11.4 lacp port-priority

%2 M T ECELACPH %64, EfInofr &l TR EBRIMA.

Cig

lacp port-priority pri

no lacp port-priority
ZH

pri o AR SE 2, B I FE0-65535. BRA{E 732768
B

FEOR AR (interface gigabitEthernet / interface range gigabitEthernet/ interface

ten-gigabitEthernet / interface range ten-gigabitEthernet)
KL R

ARSI FAE A AT B AL 7T B T Z i &
7~

W I 1R L SE 200 B 91024
TL-SH6428(config)# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)# lacp port-priority 1024

11.5 show etherchannel

i T ERICRARGR .

e
show etherchannel [ channel-group-num ] { detail | summary }
S
channel-group-num —— JL.5HMA S, BUETEHEI1-14. ZSHOEREN, Soxirfa HIE
B
detail — FRE L.
summary — R B
B

AU ORI BT E B X
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RRER
x
i
ARCRA VRS B

TL-SH6428(config)# show etherchannel 1 detail

11.6 show etherchannel load-balance

Zir A T R LAGH 51 8 35 1 005

[ile

show etherchannel load-balance
B

R BN BT A S B AR X
KL SR

p
~pl

BRLAGH f B A 5

TL-SH6428(config)# show etherchannel load-balance

11.7 show lacp

P4 I T B R ALIILACP S .

Cig
show lacp [ channel-group-num ] { internal | neighbor }
ZH
channel-group-num — 15, BUETERE1-14. ZSEEAN, ERFTELACPAAA
HIfE B
internal — AUFLACP{E &,
neighbor —— XikLACP{E ..
B
e A BT TiE B AR X
RRLER

T
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A~
SR AT A SELACPE B -

TL-SH6428(config)# show lacp 1 internal

11.8 show lacp sys-id

Zdn 2 T 5BRLACP R Gk e

Cig
show lacp sys-id
B
AU ORI BT E B X
RRLER
p
7~
E/RLACP R G2 -

TL-SH6428(config)# show lacp sys-id
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$128 AP EEREmS

F P B E RS BLE Web . CLIBRSSHY B S HMLI A5 2, LUK R GRS SHALEC B H Y

12.1 user name (password)

2 A TN — A8 P I P BUE B CAFE R P IR P RIS S, B nod & TR CARE K

Fo S 4 AT DA SRR 2 SR N E B P B SR R

4
user name name [ privilege admin | operator | power_user | user ] password { [ 0 ]
password | 7 encrypted-password }
no user name name

S
name — M %, 116078, Hag i, SRR RIZA .
admin | operator | power_user | user —— F 258, admin: %P 0; operator: #AE
i1; power_user: = user: WEA . WIIE SR, ERIA Nadmin. IR
LORIRGIVEAE R, 1ES A 2 T RE R 77
0 —— M#RA, 0 RN T RINRLINE AT, BROAKIINERAR 0,
password —— 1~31 f )%, H7EE, HPMFF A FHX 9 RKANSE, aTaH
ey, Jrrs (X RANED, FRIGMH SRR R (8%~ -
7 —— INER, FOREE TR E A A E K B A R BRI
encrypted-password —— [ & & 5 i 280 SRR N2 i 265, m] DA A SZ e L ) e B
AP EHARE] BB VISR S, SRR PR, 7SR R RS
TN 1R 2

B
4 R Tie B AR

ILER
WA B G R Y AT DU 1% i 2

i
U SRAE S B 1) RS A R I E (1 #50S, {H 2l id service password-encryptioniiy 4 i
H T &R E I TIRe, A STHRALEC B SO A R 3 R 25 R X FRm 2 4 2

7~

A IE H—ASH P 44 Mtplink, B 65 9 AN iy admin e 2K P«
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TL-SH6428 (config)#user name tplink privilege admin password 0 admin

12.2 user name (secret)

A0 é\ﬂﬂ?{f‘bu*/\%‘ﬁﬁﬁFU“&F?ZTW&BT?EE’J%FU‘&F fIfE e, Efnodr 4 HI - MIER CAAERIK
Fro W B TSI, EHWEHPEBEIFFEPJAT#}MD57J[I7|§’J$%3Q

e
user name name [ privilege admin | operator | power_user | user ] secret { [ 0 ]
password | 5 encrypted-password }
no user name name

¥
name — R4, 1-1617FF, REEh#s. SO0 R T RIZGA .
admin | operator | power_user | user —— F 28, “admin” FH A DAgniE . 1BXOR
HEANFDIRERI A E . “operator” I A LAZwH . BHMEE K2 HA R DIRER &
H. “power_user” H A Lhgnt . BAAEE LA FIIREN B E . “user” H P H i
BE AR E, TiEmESEE. A KA “admin”. A RRFAUER
BREIITEANE R, G SR 2 R RS )
0 —— IN#ERA, 0 FARE T REMARSINE K. BRI 2EAA 0.
password —— 1~31 fiff%RY, HEbh, P MfF s, SMX s KANg, e
Her, JFRE (KRS, FRILAME NIRRT (18%'() -/ - WHRESR
HALRIHC B S 7Ry MDS s i A% 2.
5 —— MNERM, FOREE T KRG EmMA DI E KL L MD5 I §) 2 i5.
encrypted-password —— [ 5& & 5 (83 SRR N2 i 265, nl DA A A2 e b L e B
AP EHIEE. BCE CINEEEZ S, SRR, 7R A B R 2
TN B .

B
4 JRi e B R

RRLER
A 5 SRR Y AT LU %

L

R [F I fE user name (password)F user name (secret) 1 E 7 &5, W A &HH
B B 2 A2 30
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NG
IR —NEELAK P, 2 0tplink, 285 A% ffiadmin, IS 7E A2 He Al
Pic B SO PR A% R s -

TL-SH6428 (config) #user name tplink privilege admin secret 0 admin

12.3 user access-control ip-based

i 4 F T A I 2E T PR i 3 PR, A AR T i P I B e 6 4 RT LAV ) A SS bl B fIno
i F B0 P B 4 PR 1 o

-

[ig
user access-control ip-based { ip-addr ip-mask } [ snmp ] [ telnet ] [ ssh ] [ http ]
[https [ [ping ] [all ]
no user access-control

ZH
ip-addr / ip-mask —— JRIPHULEFIIPHERD . A AT st P B 1 ¥ % 7 AT LA R A3
Bl
[ snmp ][ telnet][ssh][http][https][ping]all] feevimi, BINE I
Ji e

B
2 R B AR

KL R
FUA L GURNMHERAE AR P AT DU P % i &

A~

Ja FHIPHhEA192.168.0.14811) £ 47 B il :
TL-SH6428 (config) # user access-control ip-based 192.168.0.148

255.255.255.255

12.4 user access-control mac-based

1Zar 2 T B A TFMACHE ) S R &), R Ry Tk i MACHE B I Web i 3 22 # Ml . ‘& ffIno
w4 T B P S0 BRI

i

-
=t

user access-control mac-based { mac-addr} [ snmp][telnet][ssh][http ][ https]

[ping ][all]
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no user access-control

ZH
mac-addr —— JEMACHHE .  RAT I ZMACHE (115 2% 7 0] LAY 1) AR 3Z bl o
[ snmp ][ telnet][ssh][http ][ https ][ ping][all] BEVIREEL, BREN TP
=P
B
4 JR i A
FRBUE SR
WGP ORI ERAE 01 B R P AT DM i dn &
il

J& FHMAC #: 411 7500:00:13:0A:00:01 1 5 473 PR 1) :

TL-SH6428 (config) # user access-control mac-based 00:00:13:0A:00:01

12.5 user access-control port-based

A T A T o 0 S BRI, R SRR e prse s B EHLEEWEB; [ &2 #bl. i
F user access-control port-based interface nonefiy 4, T < B4R & f# Fno user
access-control i 4 F T HUH F 7 & 473 FR il o

LilSe
user access-control port-based interfface { gigabitEthernet port-list |
ten-gigabitEthernet port-list } [ snmp ] [telnet] [ ssh ][ http ][ https ] [ ping ] [ all ]
no user access-control
¥
port-list —— VUKMw 512, 2 Al 452 54 i 1 .
[snmp][telnet][ssh][http][https][ping][all] feE Vim0, BiMEH I
Jio
B
2 R B AR
KL R
FUA B GUNMERAE SRR P AT DU P % i &
A~

JE P 2-6 1.4 i 11 ) B 473 B A
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TL-SH6428 (config) # user access-control port-based interface gigabitEthernet

1/0/2-6

12.6 telnet

i TR Bk A S D fg . BOAJT R .

LilSe
telnet enable
telnet disable
B
4 Jeyic B A
RARLEER
FUAE L SURMHAE AR I P AT DA % i %
~pl

KMIERE S SR IfE:

TL-SH6428 (config)# telnet disable

12.7 show user account-list

i 4 T o 240 A P P 3102
i

show user account-list

B
R R BT A E B

FPRLEER

RAE B G RA R A P AT LA % i &
R~

R HTH K AR

TL-SH6428 (config)# show user account-list

12.8 show user configuration

Zar M TR el E, SES RG], SRR, BT ES.
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Cig

show user configuration
B

AU ORI BT E B X
RRLER

I
7~

VN AR &N W=§

TL-SH6428 (config)# show user configuration

12.9 show telnet-status

Zin A M T RoRE R G R EE R .

[ig

show telnet-status
K

R BN BT A S B AR X
KL R

T
A~

VN Rk Wk

TL-SH6428 (config)# show telnet-status
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$13%F HTTP A1 HTTPS BB 4

#£ HTTP(HyperText Transfer Protocol, # SCAAE i 3O B HTTPS(Hyper Text Transfer Protocol
over Secure Socket Layer, %72 2852 P SCAE RO FRIE, 0T BUE I —ANFRE 3%
I N . HTTP & T2 e AR I SCA A A H L o

SSL(Secure Sockets Layer, Z&E#HZ) & — M2 Wi, €T TCP M HEH (W HTTP)
PRt e R . SSLRHAEXARINE AR, B TS BN E 2, FHN B2 (|
FLEET D) F— MR R . WG LR S BIAIE T (ASRIET) fxtMFAHE, HP
0 R] DLIE I IE /3 N D R 4 BRI B X

13.1 ip http server

e T ARIT A HTTP IRS-4Th6E, B/ no e T2 ZIhaE. BUAE LT B H kT fg.
HTTP 1 HTTPS JIk%5 s AR Rl 45

Cig
ip http server
no ip http server
B
2 R B AR
RRLER
FUA B GUNMERAE SRR P AT DU P % i &
A~

KM HTTP jge:

TL-SH6428 (config)# no ip http server

13.2 ip http max-users
2o T B R VPR SIHTTPAR S5 45 B K P 2L, B iInodr & F T HUH BR 1 .
w4

ip http max-users admin-num operator-num powerusr-num user-num

no ip http max-users

admin-num — VVE B S 5 B HTTP RS 4 i R 3E, R 1 2] 16, 430
R S BN % 16
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B

FPRLEER

NG

operator-num —— VIERAE B 53 &3] HTTP RSS2 ik REcE, JEE M 0 315, 4
B P RSB N T 16,

powerusr-num —— VA P S S s B HTTP IS5 28 s R EeE, JEFEIM 0 2 15,
SEER PR BB N T 16,

user-num —— LIMHE P B S 3 HTTP RSS2 i KR, JERA 0 3 15, 430
H P SN N T 16,

4 R B AR

FUEE B O ERAE D3RR TP AT BUE 2% i &

FCEE RO #RAE R RIS R B HTTP IR s i KBy 5. 3. 2
1 3:

TL-SH6428 (config)# ip http max-users 532 3

13.3 ip http session timeout

ZAr T HCE HTTP JIRS5 a5 FIERGE N N 8] B no fy&m] MKE | BN RN I 1E],  BRA
E’JEHTHTIEﬂjﬂO piniiP

Lilse

B

FPRLEER

NG

ip http session timeout minutes

no ip http session timeout

JIE), JEEI 5 3] 30 7rdh. BRAELL T, Z{EA 10,

4 R B AR

FUA B GUNRAT LSRR A F P mT BUGE i

Bt & HTTP ZEHER R A 15 7%

TL-SH6428 (config)# ip http session timeout 15
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13.4 ip http secure-server

G T2 RIFR SSL Ui, E M no fr T A AL, BN R M Ag. HTTP A0
HTTPS Jik %5 & A RE A 25 H

[ig
ip http secure-server
no ip http secure-server
B
2 R B AR
KL R
HAEH A BAE NN R v LU %
A~

4R 1) SSL Thfig:

TL-SH6428 (config)# no ip http secure-server

13.5 ip http secure-protocol

Za A HTEE SSL hiliiAs, T no i H FIKEERIN SSL WA, BRAEM T, AZHHL L Fr
SSLv3 f1 TLSv1.

LilSe
ip http secure-protocol {[ssI3 ][tls1]}
no ip http secure-protocol
2
ssl3 ——SSL 3.0 #pil.
tls1 —TLS 1.0 #rid.
B
4 e B A X
RARLEER
ARG FAE A 2] R B AL 7T DU T Z i &
R~

Fo . SSL IERAE A Ch SSL 3.0:

TL-SH6428 (config)# ip http secure-protocol ss|3

13.6 ip http secure-ciphersuite
Z A TR E A HL SRR R SSL BN E L EM, E1 no A H TIKEINELEL.
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LilSe
ip http secure-ciphersuite { [ 3des-ede-cbc-sha ] [ rc4-128-md5 ] [ rc4-128-sha ]
[ des-cbc-sha ]}
no ip http secure-ciphersuite
¥
[ 3des-ede-cbc-sha ] [ rc4-128-md5 ][ rc4-128-sha | [ des-cbc-sha] —45 & SSL &%
A8 FH AR n 2 SR AR R
NNt N I &S TR S A BRI LS
B
4 e B A X
RARLEER
ARSI FAE A 2R R B AL 7T B AT Z i &
A~

BB SSL EHAFH &£ N 3des-ede-cbe-sha:

TL-SH6428 (config)# ip http secure-ciphersuite 3des-ede-cbc-sha

13.7 ip http secure-max-users
2o T B R VFEERBIHTTPS IR S5 4 1 R P 2, B Inodir & FH T UM BR 1 .
4

ip http secure-max-users admin-num operator-num powerusr-num user-num

no ip http max-users

S
admin-num —— UL R 03 B4y B 3 HTTPS RS ss i fc K8, JaE M 1 3 16,
F P B s v iz 16,
operator-num ——UL1AF 7 B4 B 5 3 HTTPS A4S 2 K e, JuEM 0 31 15, 4
P HLS BN N T 16,
powerusr-num —— UL 2 P &4 B 5 B HTTPS 252 s K2R, JulEM 0 £ 15,
A RN N T 16,
user-num ——UI B 7 G0 B 5 E) HTTPS RSS2 i KEE, M 0 3] 15, 4=
P S BON /N T 16,

[ Eay
4 e B AR X
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RRER
SRR BRI AR SR P 2R P AT B % 4
i

FCEE B O BRAE . AU ARG E A P SR B HTTPS AR5 as i KA N 6. 3.
2 1 3:

TL-SH6428 (config)# ip http secure-max-users 53 2 3

13.8 ip http secure-session timeout

Zan A T HECE HTTPS IR 55 & ERSE N I (8] . "B 1) no #ir 4 AT LAVKEZ Hh ) BRONF NI 1a], ERA
(IR BN 8] 09 10 23 Bk

ik
ip http secure-session timeout minutes
no ip http secure-session timeout
¥
minutes RN A], YEREAA 6 2 30 708, BROATEAL T, 1ZME N 10.
B
4 Jeyic B A
KL SR
ARSI FBAE A 2T R AL 7T DU T Z i &
~pl

NCE HTTPS JERENT N 8]y 15 705

TL-SH6428 (config)# ip http secure-session timeout 15
13.9 ip http secure-server download certificate
A H Tl TFTP 5% A SSL k5.

ip http secure-server download certificate ss/-cert ip-address ip-addr

ssl-cert —— EFE AN SSLAEHAFR, AN 1~25 NF4FF. UEH L4049 BASE64
TN R

ip-addr —— TFTP &5 2310 IP Huhik . 5257 IPv4 AT IPv6 ik . 151 1 IPv4 331k 192.168.0.10
o} fe80::1234.
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B

AR E A
FPRLEER

RAAEHG . BAE GNP B 7 ar B %6 2
R~

I 1P Hidiky 192.168.0.148 1 TFTP k%545 ‘F A4 ssl.cert i) SSL iiE$5:
TL-SH6428 (config)# ip http secure-server download certificate ssl.cert
ip-address 192.168.0.148

I 1P ikl Ay fe80::1234 ) TFTP %535 5 A4 ssl.cert [#) SSL k-

TL-SH6428 (config) # ip http secure-server download certificate ssl.cert

ip-address fe80::1234

13.10 ip http secure-server download key

Zan A AT TFTP 7705 A\ SSL % .

[ig
ip http secure-server download key ss/-key ip-address ip-addr
¥
ssl-key —— IEFFEF K SSL HH LR, "IN 1~25 DNFERF. HHLAUN
BASE64 Zifidig 2.
ip-addr —— TFTP 55 2% 1 1P Hutik . SCHF IPv4 F1IPv6 Hitik o 451 4 IPv4 Hitik 192.168.0.10
Y fe80::1234.
B
4 e B A
KL SR
ARSI #BAE A 2T R R AL 7T DU T Z i &
~pl

I 1P ikl 192.168.0.148 1) TFTP JIR %525 3 A4 9 ssl.key (1] SSL % 4H:
TL-SH6428 (config)# ip http secure-server download key sslkey ip-address
192.168.0.148

M IP bk A fe80::1234 1) TFTP k452 5 AN 444 ssl.key ft] SSL %4/

TL-SH6428 (config)# ip http secure-server download key ssl.key ip-address

fe80::1234
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13.11 show ip http configuration

AR BRI HTTP RS BN EE S, OFIRE. 215 E . Viadss] . R P 5
FOZ PR B I I ) 455

[ile

show ip http configuration
B

R BN BT e B AR X
KL SR

T
R~

2R HTTP 55 48 B B A5 S

TL-SH6428 (config)# show ip http configuration

13.12 show ip http secure-server

Zam AT R SSL AR ERE R .

[ile

show ip http secure-server
B

AU ORI BT E A X
KL SR

p
~pl

ZoR8 SSL &Rt B AE B -

TL-SH6428 (config)# show ip http secure-server
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B14E HedRILEwmS

P47c4hE Dhhe v] LLKE S s ok EHLAIP L . MACHERE . VLANAISG CHEAT405E, IPYRFT ThRE
He At FA VY T8 5E 2% H O Bt e EAT 1 8

14.1 ip source binding

Zan A T F s InIP-MAC-VID-PORT Y e 4h e 4% H - Wik ©& 548 7 JRdg i A tHEALA P A 5%
fZ 8, GHEIPHAE. MACHEHE. VLANDL R & #1045, T LFE U edh e . & noar 2 ik
IP-MAC-VID-PORT VU 7t 46 5E 4% H M A2 F i B

Cig
ip source binding hostname ip-addr mac-addr vlan vian-id interface
{ gigabitEthernet port | ten-gigabitEthernet port } { none | arp-detection |
ip-verify-source | both } [ forced-source {arp-scanning | dhcp-snooping} ]
no ip source binding index jdx

ZH
hostname —— T E4REM ENLA, 1-20FFF.
ip-addr —— JREIPHLLLE,
mac-addr — JEMACH:1L .
vian-id — T EYPEFIVLAN, HUETEH 1-4094.
port —— 75 E 4R E B WA L 115
none | arp-detection | ip-verify-source | both —— %4 H #4417 ) ACL 3h1E,
arp-detection 7~ ARP [i#7; ip-verify-source %7~ IP 5B 3 both FxP A #152E
% none FKRARLHBIH
forced-source A2 4. forced-source T a iR HA N 2% H RIS Mmanualf
M arp-scanning&i# dhcp-snooping, LAtiAllarp-scanilidhcp-snooping#s gk e % H
AR TG0 E 2 H T LARAFIC & .
idx e EMBK% B RFS. alf# 44 show ip source binding#k Bl %% H v
S . R, XERFSRFZFHERERTF S, #R R A g% I8 b
(AN BIRGEBIE B TR 7R 25k B ERE R I SEbR P 5 .

B
4 JRi e B R

RRLER

RAAEH G BfE GO 7 8 Pl LU Y iZ a4
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NG
FHHRM—%0WxgE%kH, EH 4L Nhost!, IPHiLEH192.168.0.1, MAC HihikHy
00:00:00:00:00:01, VID#N2, il 1545, FHRiZak H RN TIPS

TL-SH6428 (config)# ip source binding host1 192.168.0.1 00:00:00:00:00:01 vlan 2
interface gigabitEthernet 1/0/5 ip-verify-source
A BRunit1 146 32 H 55 95 HI1IP-MAC —VID-PORT% H

TL-SH6428 (config)# no ip source binding index 5

14.2 ip dhcp snooping

iz T2 mIF EDHCPHr ThaE, B fInodir 4 H T 25HIDHCPNT Dife. @it DHCPNT Life,
AZHALAT LA HT P shZAS G IPHUIE RS, R s R it AL IPHAE . MACHIE. VLAN
PR iR A5 R, A ST U edhE .

LilSe
ip dhcp snooping
no ip dhcp snooping
B
4 Jeyic B A
RARLEER
RAAEH G BAE oA R SR AL AT B T % A &
R~

%= J& 7T 5 DHCPii W D g

TL-SH6428 (config)# ip dhcp snooping

14.3 ip dhcp snooping vian

% fr 4 1 T T SVLANH IDHCP BT 1S fnodi 4 T 1% it

[ig

ip dhcp snooping vlan vian-range

no ip dhcp snooping vlan vian-range
¥

vlan-range 6 72 VLANTT J5E DHCPiiir Thig, #%:0h1-3,5,
B

4Ryl B AR
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RFRUEL R

RAAEH G BfE SN R 7l U i 4
i

J¥J5VLANA 4,6-7 IDHCP T D -

TL-SH6428 (config) #ip dhcp snooping vilan 1,4,6-7

14.4 ip dhcp snooping information option

%4 HTJT 5 DHCPiir (¥ Option 82T)kE, & finoir 4 H T 55 Option 82L)jfE .
[ig

ip dhcp snooping information option

no ip dhcp snooping information option
B

EORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RRLER
ARG FAE A 2] R B AL 7T DU T Z i &
7~
£ %4 11/0/1 1 FF J5 DHCPAii Uit () Option 82 fi¢ :
TL-SH6428 (config)# interface gigabitEthernet 1/0/1

TL-SH6428 (config)# ip dhcp snooping information option

14.5 ip dhcp snooping information strategy

% fir 2 F I £ 28 38 i) 62 Option 8238 Tl sK R SC T B AL BRI, & iInofr & H TR E BRI
iﬁlﬁ o
4

ip dhcp snooping information strategy strategy

no ip dhcp snooping information strategy

strategy —— X #1615 Option 823 Wil i SRl SC I BC B AC SR mE , AHE = Fhe iy,
keep: fRFEFIZIRCH I Option 823 AL I AT H#E K o ERINIET

replace: 1% B HC & (I IE N 253 78 Option 8211, Ff% #e il S+ )5 45 ) Option 82317
AT R
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drop: ZF &1 Option 823%& T [ 3 .
s

FEOREMR S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

KL R
HAEH A BAE NPT P R v LU %
A~
He USRI 1 RIS 7 Option 823G WU o Fl 7 H € HIIE TN 25, I MA/0/1 3 11 %
K
TL-SH6428 (config)# interface gigabitEthernet 1/0/1

TL-SH6428 (config)# ip dhcp snooping information strategy replace

14.6 ip dhcp snooping information remote-id

%1 Hl Tl & Option 82/ FEID T A & . nodir & HI KB BRIAE .

Cig
ip dhcp snooping information remote-id string
no ip dhcp snooping information remote-id
ZH
string —— F 7 H € VR EFEFEID RN 2. KB N1-32NF4F .
B
EORCE A (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
RRLER
ARSI FAE A 2T R R AL 7T DU T Z i &
A~

7E %4 11/0/1 |- it & Option 821 #21D ¥ 1 Atplink:
TL-SH6428 (config)# interface gigabitEthernet 1/0/1

TL-SH6428 (config)# ip dhcp snooping information remote-id tplink

14.7 ip dhcp snooping information circuit-id

4 Fl T Hd B Option 821 FLERID TN 7. nofir & HI TR E ERIME.
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LilSe

ip dhcp snooping information circuit-id string

no ip dhcp snooping information circuit-id
ZH

string —— F /B E X E B HID RS . KEN1-320N 74
B

EORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

TERLE R

RAEE A HAE RS g P2 A0 P vl DU A i 2
il

7645 [11/0/1 |-t & Option 8211 H1 41D F1% 15 Jtplink:

TL-SH6428 (config)# interface gigabitEthernet 1/0/1

TL-SH6428 (config)# ip dhcp snooping information circuit-id tplink

14.8 ip dhcp snooping trust

A B B OIS I, R RS 4 BRSOk H DHCPAR 585 3m O B, B Inofin &
B A5 i DO E

[ig
ip dhcp snooping trust
no ip dhcp snooping trust
K
BORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
RRLER
ARG FAE A 2] R B AL 7T DU T Z i &
7~

J& I AZ AT L3 111/0/2 933245 o 11 <
TL-SH6428 (config)# interface gigabitEthernet 1/0/2

TL-SH6428 (config-if)# ip dhcp snooping trust
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14.9 ip dhcp snooping mac-verify

%4 T8 M H FIMACTKHIET BE, "B HInodir & H T25HIMACHIE . DHCPH B H A P~ B A
fiti A 2 7 o FOMACHE3IE,  MACERAUE DI RE 20 XIS BUSAT LEAL, A SRANE, P B3
Cig

ip dhcp snooping mac-verify

no ip dhcp snooping mac-verify
B

FEOREMRS (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RRER

SRR BRI AR P 2R P AT B A % 4
P

Jo4 FEL 3 111/0/2IMACHIE T B -

TL-SH6428 (config)# interface gigabitEthernet 1/0/2

TL-SH6428 (config-if)# ip dhcp snooping mac-verify

14.10 ip dhcp snooping limit rate

% T HCE i R ], B R 2 FIDHCPEUE B i =38, ERInodn & HI TR E B
N R

LilSe
ip dhcp snooping limit rate value
no ip dhcp snooping limit rate
ZH
value i R H], AIETUNOL 5. 104 15, 20, 25. 30, Hfipps (packet per
second). ERINMENO, FoRZEM.
B
EORCE A (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
KL R
ARSI FAE A 2T R R AL 7T DU T Z i &
7~

e 1 203 B 47 1) 5 9 20pps:
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TL-SH6428 (config)# interface gigabitEthernet 1/0/2

TL-SH6428 (config-if)# ip dhcp snooping limit rate 20

14.11 ip dhcp snooping decline rate

Zdn4 F T8 H H i decline itV Dhfig, & KInodi< M1 +45 i declinefiir .

ip dhcp snooping decline rate value

no ip dhcp snooping decline rate

S
value ——DHCP Declinefljmi =, wJiET 0. 5. 10, 15, 20. 25. 30, Hfipps
(packet per second). ERIME N0, FIRZEHA.

S

FEOREMRS (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

AR K

WAEEA BAE A PR B H Fon] DU % 2
7~

J& %5 111/0/2 ) decline it W B fig «

TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if) #ip dhcp snooping decline rate 20

14.12 show ip source binding

N

%4 T R IP-MAC-VID-PORT MY JT48 & %

[ile

show ip source binding
B

AU ORI BT E B X
KL SR

T
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A~
7R IP-MAC-VID-PORT U 7t 45 52 %+

TL-SH6428 (config)# show ip source binding

14.13 show ip dhcp snooping

P 4 11T 5 RDHCP B 0 24 AR 15 .«

LilSe
show ip dhcp snooping
B
AU ORI BT E B X
RARLEER
p
~pl

2 7RDHCPHTIT 1) A ATIRAE B -
TL-SH6428 (config)# show ip dhcp snooping

14.14 show ip dhcp snooping interface

REBTA LUK /4% 58 5 HIDHCP AT ) 11 BC ELA5 2 -

i A R B AR WY /B R

Cig
show ip dhcp snooping interface [ gigabitEthernet port | ten-gigabitEthernet port

| port-channel lagid ]

28

port —— LI 5, SR I s B A i A EC LA

lagid — R AHIID S
B
R R BT A E B
FPRLEER
x
R~

R A HIDHCP I AC B A5 B -

7R AT i /B B
TL-SH6428# show ip dhcp snooping interface
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27t 111/0/5 DHC Pt By e 45 &«

TL-SH6428# show ip dhcp snooping interface gigabitEthernet 1/0/5

14.15 show ip dhcp snhooping information interface

e H T ot B AR Y 11 78 1% 58 4 B9 LK I 1/ 6 2% 45 ODHC P45t T (i option: 82T REY

[ig
show ip dhcp snooping information interface [ gigabitEthernet port |
ten-gigabitEthernet port | port-channel lagid ]
ZH
port —— AL 15,
lagid — HERRIREHIIDS .
B
R B A BT A iE B AR X
KL R
T
A~

B IR S 11 /85 % 2 & FIDHCP it fjoption 82T BE HBC B 15 & -

TL-SH6428#show ip dhcp snooping information interface
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#15% ARP i ECE drd

K5 ARP J9 B 2y 5 T LA X6F JRi g o e i AL B8 0 SR 3 B A o 1) N B0 55 ARP SR BwBEAT B4, A 253l
R ) ARP B o

15.1 ip arp inspection vian

24 H T RYE VLAN JH)E ARP B4 Difg, BRI no #r4 T80 ARP B4/ T gE.

ip arp inspection vlan vian-list [ logging ]

no ip arp inspection vian

Z2¥
vian-list —— ZITJS ARP B3R IhRE) vian, BIfEH “-” FoRXIE, HH “,” BT,
fil: vian 3-5, 8.
K
4 JR e B AR
AU R
WAHER R BAE RS R P R B A T DS % dr 4
il

JFJE vian 3-5 ) ARP i3, FIF)S log ThiE:

TL-SH6428(config-if-range)#ip arp inspection vilan 3-5 logging

15.2 ip arp inspection validate

ZAr 2 T I E ARP IR A TIfE, B no fr & T KM% 6.

Cig
ip arp inspection validate { src-mac | dst-mac | ip }
no ip arp inspection validate
¥
src-mac | dst-mac | ip —— EFEIF S KPR A iE RSO ) send mac 5 sre mac
54, dstmac 5 dest mac AFF4, @i IP 7BHE.
B

4Ry ic B AR
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AR K

RAERLG . AE R 20 P 28 F - m] DA i i &
7~

FFJa Src Mac f 2

TL-SH6428(config)#ip arp inspection validate src-mac

15.3 ip arp inspection trust

Zan 2 HTHECE ARP B SRS L, &8 no ar & H Tl E R D41 BRG]
LS LAG i IS5 Rp R i 1145 N C B 9 A5 AR 1o £E )5 HIB ARP KB DIREZ AT, MSGHCE ARP {F1E
B 1, RAGREE N IE 8 A -

[ig
ip arp inspection trust
no ip arp inspection trust
B
BORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
KL R
ARG FAE A 2] R B AL 7T DU T Z i &
7~

Bic B i 1 2 9 ARP B4 {5 AT 11 <
TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# ip arp inspection trust
15.4 ip arp inspection limit-rate

% F T B ) ARP BBEIE R, B/ no dr & I E BRAGEEHE R .

ip arp inspection limit-rate { value [ burst-interval seconds ]| none }

no ip arp inspection limit-rate

HUE e 1-300, 47 pps (packet/second). ZRIME A 15.
seconds —— & & i L O] B R (PN [H],  HUELVER] 1-15.
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K
FEOREMR S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

KL R

HAEH A BAE NN R v LU %
A~

BB 5 AR :

TL-SH6428(config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# ip arp inspection limit-rate none

15.5 ip arp inspection recover

ZAr T A AT ARP I8R5 KR Y ARP 3 AR -
ks

ip arp inspection recover

B

FEOREMR S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RRLER

HAEH A BAE NN R v LU %
A~

i 1 5 BN ARP #2ROIRES -

TL-SH6428(config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# ip arp inspection recover

15.6 show ip arp inspection

e M T 2o ARP Biir & RIECE, AR FARESAVE i H 514K .

[ile

show ip arp inspection
B

R BN BT A S B AR X
KL SR

¥
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A~
‘27~ ARP P4 R & -

TL-SH6428(config)# show ip arp inspection

15.7 show ip arp inspection interface

Zar A AT o8 ARP Bidru LB (E B

LilSe
show ip arp inspection interface [ gigabitEthernet port | ten-gigabitEthernet port ]
2
port —— AT LI 5, BAE I R BT S RGBS R .
B
UL R BT E B X
KL SR
p
~pl

R FTA UG T ARP B RCE (S S
TL-SH6428(config)# show ip arp inspection interface
BRI 2 P E

TL-SH6428(config)# show ip arp inspection interface gigabitEthernet 1/0/2

15.8 show ip arp inspection statistics

Zan 2 H T R ARP AR5 S 1

[ig

show ip arp inspection statistics
B

R BN BT A e B AR K
KL R

T
A~

7 ARP JEEIR S 1]

TL-SH6428(config)# show ip arp inspection statistics
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15.9 clear ip arp inspection statistics

Zan 2 H 5t ARP ARER ST TR % o

LilSe
clear ip arp inspection statistics
B
AU ORI BT E B X
RARLEER
ARSI FBAE A 2T R AL 7T DU T Z i &
~pl

Xt ARP ARIEAR G HEATIE % -

TL-SH6428(config)# clear ip arp inspection statistics
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$16%= IP EHPEENS

IPYR 7 5T IP-MACHE & 5% H I JEIPEHRE L, R A AL IP-MACERE FU 8 Bdf 45 SCA el Ak 2,
M RT DA ey ity SE A 3

16.1 ip verify source

Zdin A M T ECE R E i L 1P B R. E ) no dy& 45 b

ip verify source { sip+tmac }

no ip verify source

RALHE 1P bk J5 MAC Hhohk A 13575 & DU oG48 2 5 B 5 .

sip+mac

FEORERS (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

FPRLEER
RAAEH G BAF oA R SR AL AT B T % A &

R~
JA P 1 5-10 1P JRB 3 Dhae R BCE B8 OV AR BRI 1P ik, I MAC kA
It 15 UL HE IP-MAC 257 FiLI) ) 25080 .«

TL-SH6428(config)# interface range gigabitEthernet 1/0/5-10

TL-SH6428(config-if-range)#ip verify source sip+mac

16.2 show ip verify source

P4 T DL P DR B (5

LilSe

show ip verify source
B

R R BT E A X
RARLEER

T
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i
o P YRB R E S R

TL-SH6428(config)#show ip verify source
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172 DoSEiP drd

DoSTili & 1 M 2%t Mrihi 3 B B SRR 7 7] H AR ENUARIE KBRS R, RN TEE. A
FIDoSHi# ' ThRt)a, SCHAUR R R4 IR B B KR E 7 BOEEAT T, JFEH R IR 845 I (B4
it AT PRI JES 3R] ) 1 H I8 4T

17.1 ip dos-prevent

Zan A AT 55 FDoSKi#H Uife, ‘& fInofir 4 H 145 F DoSKi 7 Tfe .

[ile
ip dos-prevent
no ip dos-prevent
B
4 e B A X
KL SR
RAAEH G BAE oA R SR AL 7T B T % &
R~

4> J7 5 FIDoS K4 Th RE -

TL-SH6428 (config)# ip dos-prevent

17.2 ip dos-prevent type

% TR FIDoSHUk B #7KM, E Hnodr & ] T2 FIAH R I B 47 28
[ile

ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 | blat |

ping-flood | syn-flood | win-nuke }

no ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 |

blat | ping-flood | syn-flood | win-nuke }

land — LandXi .
scan-synfin —— Scan SYNFINX ;.
xma-scan —— Xma ScanX{ i .

null-scan —— NULL ScanX{ii.
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port-less-1024 —— i [1/MF1024 FISYNHR .
blat —— Blat¥% .

ping-flood —— Ping flooding Xt

syn-flood —— SYN/SYN-ACK flooding % .

win-nuke —— winNuke (5 .

B

A R B
RRER

SRR BRI ARG P 2R P AT B % 4
P

J& FPing flooding B3 B4 Th g -

TL-SH6428 (config)# ip dos-prevent type ping-flood

17.3 show ip dos-prevent

Widn 4 P T 5L RDOS B4 R E 5 K, AHER PR HCahbismss.
LilSe

show ip dos-prevent

A

REBUE AN BT L B
RERUEER

x
N

BRDoSH i i e RBL EAE B -

TL-SH6428 (config)# show ip dos-prevent
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$18%E RGHEMEWS

ARG H EAG B SHNKIE EASAT AT 7208, O IR R RIS AT IR NS W ise & i s 1R 152
o

18.1 logging buffer

Zi S HTHRER RGN ESARGEHEEMX, Efnof & TR ARG HEZ MW XIIEE. RIF
FEAW# LRI RS H S5 BN H &, A H A WMt 75 17 CRIAT BLERAE B PN AR 37D -
HEZM XA H G HEZM KRR T RAE RS H SR — SRR, Z2oi X pfE B s
show logging bufferi & & F, LMoL HJH /5 IXEE B2 TR Kb HRE B H B

X
[ile
logging buffer
no logging buffer
B
4 e B A X
KL SR
HUEE B O ERAE D3R T AT BUE 2 i &
NG

A H B IX

TL-SH6428 (config)# logging buffer

18.2 logging buffer level

Wz THCE R4 HEZh X BE B ES, Ernotr &l TR E BOARIE B A%
e
logging buffer level level

no logging buffer level

level — =G, $L73 N0~7T)\AEES, FOoMER/N, KRB . KR
T EEETIZE 0 H EE B RAR H B X . BRIME AT, Fonirf HEE B R 2 H
EZEM X
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B

LRI B
RER

SR GRS P0 F P AT ABE F i% %
i

BEE H S S X AIE BN EON6:

TL-SH6428 (config)# logging buffer leverl 6

18.3 logging file flash

Za S HTHRER KRG HESANHEXM, Einotr & H T XM RS HE XTI E*i#%
Flash f)—Hufifif X k. HESCFH1E B it show logging flashir & & F, 7EWTHLH JH 51X
BEAZZEK.

LilSe
logging file flash
no logging file flash
B
4 Jeyic B A
RARLEER
FUA L GURNMHAE AR P AT DU P % i &
R~

JA I H &S Re

TL-SH6428 (config)# logging file flash

18.4 logging file flash frequency

Zar S M TRELRGHENRGH S X FP GBI RG5HEAFRHER, Efnodr <MK
IR

logging file flash frequency { periodic periodic | immediate }

no logging file flash frequency

periodic —— 4t HE M H G IX [FE 8 2 5 H S ARSI, BUE T E 1 ~487)
o BRNEOLT, [FD ERfEaR24/ N AT — K.
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immediate — RS HEESTHNHEEN X FEL R 2% HE . ERIELE>
flash f) %1, ANHEEAL .

B

A R B
RRER

SR BRI A 5 S P00 F P AT ABEF i% %
i

BB IR 10N

TL-SH6428 (config)# logging file flash frequency 10

18.5 logging file flash level

Zin S M THE RS HE X HE RS, &N TSR RGERBSPFEARGHE
A EfInotr 4 TR E BOANIAE B &

Cig
logging file flash /evel
no logging file flash
¥
level — = HEG, L7 N0~T)\AEEG, FOoMER/N, KRB . KR
TEEETZAE M H A5 B2 H E S . BRMEN2, FRom e 90~2/ H &1
BORAFE| H B
B
2 R B AR
KL R
FUA B GUNMERAE SRR P AT DU P % i &
A~

Ja FH H &SP v B ™ EHNT -

TL-SH6428 (config)# logging file flash 7

18.6 logging host index

Zir e T E H SRS, Efnof S TETRE HERSHENRERERE . HERS &%
WAL B SOER RS H SR, 8 EE H B AR SS85 7T DO A S LA e & LA AT RS AT
RE I o
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LilSe
logging host index idx host-ip level
no logging host index idx
ZH
idx — HEMRSEHIFS, BUEEE1~4,
host-ip —— H E RS2 IPHE .
level — =G50, Lo N0~ )\AEER, FOEBN, RS . R REFgoh
TR T H A8 B ROERNZRGS 55 . BRMENG, Fom U N0~611 H A5 R
RIEBNZIRS 2 o
B
4 Jeyic B A
RRLER
FUA L GURNMHERAE AR P AT DU % i &
A~

B HERS A2, JFREZRSHERIPHINE192.168.0.148, [ HE ) N5:

TL-SH6428 (config)# logging host index 2 192.168.0.148 5

18.7 logging monitor
w2 AL B % LRARRGHE. Efinodir & TR RxR.

[ile
logging monitor
no logging monitor
B
4 e B A X
KL SR
HAGE B GO ERAE 61 SR AL AT BUE % &
NG

KM FRGH &Lk

TL-SH6428 (config)# # no logging monitor

18.8 logging monitor level

it 4T RS R BN B A IO, RO B AT TR BB P SR L A L

no fir & A T Ik Z BRME /KT BB IME -
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logging monitor level /evel

no logging monitor level

28
level —— it 3| 2 s 5 2% 1O H B B A HARE . 30009 0~8 )\AEEG, FoEl),
KRR . KA B AR R s ™ A 1 H S i B2 e g BOAEDN
5, IR 0~5 SNAEEG H A5 B Ao 2 2 om 5%

B
R C B

KL SR
RSB GORERAT 1 SR AT AT BUE % i

R~

BCE T ELIN T

TL-SH6428 (config)# logging monitor level 7

18.9 clear logging

i HHE 1 unitslE BN HER A H B2 X Bl H S P IfE B

4
clear logging [ buffer | flash ]
S
buffer | flash —— ZiE= W% 71, Abuffer (HEZMHX) Fiflash (HEE) #
MBI, BRI FR I S RS T
B
4 R Tie B AR
ILER
A GURRAE S8R FH P AT LAAE %
7~

YR T T AL 28T H SR X PR G H S5 S

TL-SH6428 (config)# clear logging buffer

18.10 show logging local-config

Zar T BoR A H G CEFEHEZ XA HEH) KREER .
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LilSe

show logging local-config
B

AU ORI BT E B X
RRLER

x
~pl

BoRAMHERER R

TL-SH6428 (config)# show logging local-config

18.11 show logging loghost

i 4 S F G BB £

LilSe
show logging loghost [index]
¥
index — ERIRACEE B M H MG &S, ShE N Bonirf H SRS SR ERER .
B
UL ORI BT E B X
RARLEER
p
~pl

BoR HEMRFS A2 EE R

TL-SH6428 (config)# show logging loghost 2

18.12 show logging buffer

i A H T WoR S HE S A B A HES B H B e X P H SRR, AR ™ S AT e

7N o

[ile

show logging buffer [level level] [ unit unit-id]

level —— F=E 5] (0~7), RERPHNTEEETZENHEMEE, svErErHE
G XA HEEE.
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unit-id fREHEE A LR R BRI H S X P HEE . shan, BN
BHU H S X A i H S SRR R

B

R AN T BE B
KL SR

¥
R~

TR HES thunit2 ) H S gz X 200 90-51) H B 45 B -

TL-SH6428 (config)# show logging buffer level 5 unit 2

18.13 show logging flash

i A T RN B B A B AN HE B ) H SO i H EAE R ATARSE ™ AT I N R OR

show logging flash [level /evel] [ unit unit-id]

28
level —— J*E 5] (0~7), REREH/NTEETZEMHEMEE, sEnBrHE
AR HEER
unit-id REHEE A LR R ERHEF I HEER . s, BAHER RS H
PLEY H ESCAE A i H EAE B AR .

B
AU ORI BT E B X

FPRLEER
x

R~

R HER Funit2 ) H S SO T 45 90~3 H S5 B

TL-SH6428 (config)# show logging flash level 3 unit 2
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#19% SSHELE M4

SSH (Security Shel) KA MZFNUEDIRE, 7T LTRSS A ER AL 22 R, DURIEE BAE S
()24

19.1 ip ssh server

Zan 2 M T E FHSSHIRS 48 Dhfe, & finofin & T25 FHSSHIR 5 4 The -

LilSe
ip ssh server
no ip ssh server
B
4 JeiC B A
RARLEER
RAAEH G BAE oA R SR AL AT B T % A &
R~

Je IS SHIRk 55 % Tt -

TL-SH6428 (config)# ip ssh server

19.2 ip ssh version

a2 H T E FHSSHI M A, & finofir & FH T-25 FI SSHIM A .

[ile
ip ssh version {v1|v2}
no ip ssh version {v1 | v2}
¥
vl | v2 — ZUEHMISSHIMURAS, 4 X% RISSH v1FISSH v2.,
B
4 JeiC B A
RARLEER
RAAEH G BAE oA R SR AL AT B T % A &
R~

E)EHSSH v2:
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TL-SH6428 (config)# ip ssh version v2

19.3 ip ssh algorithm

Za A A THECE SSH ThRerI &L, B no frd F T4 4a e M EE.

Cig
ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MD5 }
no ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MD5 }

ZH
{ AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC | Cast128-CBC |
3DES-CBC | HMAC-SHA1 | HMAC-MD5 } fRE M SSH Hi%.

B
4 JRi e B R

RRLER
ARSI FAE A 2T R R AL 7T DU T Z i &

7~

i€ SSH 5%y AES128-CBC:

TL-SH6428 (config)# ip ssh algorithm AES128-CBC

19.4 ip ssh timeout

iz TR ESSHIIEHEIN K, & fnofr & M TR B &

LilSe
ip ssh timeout value
no ip ssh timeout
¥
value — BRI, UL RN R P im ARG SRR, EE BT, A8, B
EIEHI1~120, BRIME 120,
B
4 e B A X
KL SR

RAAEH G BAE oA R SR AL AT B T % A &

96



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

A~
Hic B SSHi# BRI K 93044

TL-SH6428 (config)# ip ssh timeout 30

19.5 ip ssh max-client

% M T H B SSHIY S AERE, Effnofr @ HI TRk BN HE .

kg

ip ssh max-client num

no ip ssh max-client
2

num —— SSHE KEHEAL, BUETERI1~5, BRINMEAS.
B

4 e B A X
KL SR

RAAEH G BAE oA R SR AL AT B T % A &
NG

Fic B SSHf KE KN 3:

TL-SH6428 (config)# ip ssh max-client 3

19.6 ip ssh download

P4 F B TETP /7 28 8 ASSHEHI S 1.

LilSe
ip ssh download { v1 | v2 } key-file ip-address ip-addr
2
vl | v2 — EHFESFAREHRY, vIFIRSSH-1, v25£/R"SSH-2.
key-file —— EFEEFNKVEYPICIATR, FTHIAI~250FFF . SRS AU % 9
K }y256~3072 L RFIISSHA H .
ip-addr —— TFTP R 55 #3 i IPHu L
B
4 Jeyic B A
KL SR
ARSI FAE A 2T R R AL 7T DU T Z i &
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NG
I IPHiNE192.168.0.148 K TF TP/l 55 4 5 A\ 4 Hyssh-key HISSH-1% P13 14

TL-SH6428 (config)# ip ssh download v1 ssh-key ip-address 192.168.0.148

19.7 remove public-key

%t 2 T B L R A I SSH A .

LilSe
remove public-key { v1 | v2}
¥
vl | v2 — EFEEMERIE R, vIFIRSSH-1, v27%&/RSSH-2.
B
REBUAC B A
RARLEER
WA SR I F P AT DA % i %
~pl

IR A AL I SSH-1 24

TL-SH6428# remove public-key v1

19.8 show ip ssh

Zm AT BRSSHI AR ERE .

Cig
show ip ssh
B
R BN BT A e B AR K
RRLER
T
A~
ERSSHA R EAE &

TL-SH6428 (config)# show ip ssh
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202 |EEE 802.1XE. B &4

IEEE 802.1XAEJ R M THEMLIEHINTETRE, FFARIE LSS XS 5242 00 1 AR BUIR A #EAT 1241,
F2 T AR I N DAIE A 22 48 7 T ) 1] AL

20.1 dot1x system-auth-control

4 4R P IEEE 802.1X)fE, ‘Tffnodr4 A T4%FHIEEE 802.1XIhfE.
e
dot1x system-auth-control

no dot1x system-auth-control

B

ESE1W RS
FPRLEER

RAAEH G BlE GG R 7l U i <
R~

FFJHIEEE 802.1XTf¢:

TL-SH6428 (config)# dot1x system-auth-control

20.2 dot1x handshake

802.1x #FEF-TF .

iy
dot1x handshake

no dot1x handshake

B

A R B
RRER

SRR BRI AR R P 2 P AT B % 4
i

fiThe 802.1x 18 F:

TL-SH6428(config)# dot1x handshake
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20.3 dot1x auth-method

%2 M THECBIEEE 802 AXHIWIET %, EfInofr &1 TR EEIARCE .

Cig
dot1x auth-method { pap | eap }
no dot1x auth-method
ZH
pap | eap — AiE ik, EFEpaphf, H7 S [MEEITEAPHML, S HALKEE
EAPH B L EIAMEYY (WIRADIUS), &3 FMES BAIMERS % R5t. &
Freap-md5i, ZHMLGINIEARST 4% Z [AIIZTEAP ML, EAPMUTHZKE R IES S, #5
ZIMSORETE I B SRR UM (IRADIUS), DA 27 R A 2% (1) I 2% 211k UIE AR 55 2 o
B
4 JRi e B R
KL R
ARSI #BAE A 2T R R AL 7T DU T Z i &
7~

% B IEEE 802.1XIAiE /734 Jypap:

TL-SH6428 (config)# dot1x auth-method pap

20.4 dot1x accounting

i TR T IR S As T SR ThRE, e/ no fr T AT S Thg.

LilSe
dot1x accounting
no dot1x accounting
B
4 JeiC B A
RARLEER
ARSI FAE A 2T R R AL 7T DU T Z i &
~pl

FFJH |EEE 802.1X i1 2 Life:

TL-SH6428 (config)# dot1x accounting
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20.5 dot1x guest-vian (global)

%A 4 AT 4RI A Guest VLANIIRE, "B HInofin 4 H T 425 Guest VLANISRE
iy
dot1x guest-vlan vid

no dot1x guest-vlian

28
vid — J4 JlGuest VLANFIVLAN ID, Hfif{ti[H12~4094. Guest VLANF (1l 7T BV
Te] 45 7 FI P9 245 B
B
ESE1W RS
FPRLEER
RAAEEG BfE GO 7 8 P T LU Y iZ a4
P

J& FHVLAN 54 Guest VLAN:

TL-SH6428 (config)# dot1x guest-vian 5

20.6 dot1x quiet-period

Zin 2 H T A IEEE 802 1XKHE M ERTIRE, & HInofir 42 H T KM IIRE.
w4
dot1x quiet-period [ time ]

no dot1x quiet-period

B
time —— THHERI <. P IIESRIBUR , ZETHERES 18] py /N FF-Ah 32 ) — P [ IEEE 802.1X
VAR . TG 1~999F), BRIMME N 10D,
B
A R B
RER
SRR BRI ARG P 2R P AT B % 4
i

JTJHIEEE 802.1Xi# B Dy e -

TL-SH6428 (config)# dot1x quiet-period
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JFJEIEEE 802 1XE#ER DI fiE, FREAIN K BLE N5RD:

TL-SH6428 (config)# dot1x quiet-period 5

20.7 dot1x timeout supplicant-timeout

%A T ECE IR G, 2P SISO G, B0 no fr 4 AT TR ST R E .
i

dot1x timeout supplicant-timeout time

no timeout supplicant-timeout

28
time —— 7 7 S i LB N I K, BS54RS F) B K S5 AR I ] o 5 S LA
BOE W R B R P im i R R, W R BUEVER 1~9 (D), BRIME N 3.
B
4 JR I B AR
FPRLEER
RAAEH G Bfb GO P R P T LU Y iZ a4
R~

Pic B S i) S R I O 9 D

TL-SH6428 (config)# dot1x timeout supplicant-timeout 9

20.8 dot1x max-reauth-req

Zin 2 TR E R P s KR OCE B RIE R, B fnom A H TIKE B E.
4
dot1x max-reauth-req times

no dot1x max-reauth-req

¥

times —— AR SCH R B AL AR U, BUBTE1~9U, BRIMI A3,
e

LRI B
RER

RAAEH G BfE GO 7 8 Pl LU Y iZ a4
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7~

e B i K R R IEIRHUNS:

TL-SH6428 (config)# dot1x max-reauth-req 5
20.9 dotix

a4 7 8 i D FIEEE 8021 X4k, & Hnofr 4 H 28 it I IEEE 802.1 X4 4:
fré
dot1x

no dot1x

B

FEOREMR S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RFRUEL R

RATEELI . Al A G 7 AL P i] LA % i &
NG

JFJE 3 T11/0/1 9 IEEE 802.1 X1 :

TL-SH6428 (config)# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)# dot1x

20.10 dot1x guest-vlan (interface)

ZAn4 AT )5 5 B Guest VLANIHRE, ‘& Fnotin 4 A T-22 H 56 H i Guest VLANIHRE . (EFF )G i
FIf¥IGuest VLANIIBEHT, 7 i CRAH RLo 1 12 A #2525 Y R port-based, 7 . dot1x port-method.

kg

dot1x guest-vian
no dot1x guest-vian

K
FEOREMRS (interface gigabitEthernet / interface range gigabitEthernet/ interface

ten-gigabitEthernet / interface range ten-gigabitEthernet)

FPRLEER
RAAEH G BfE GO P R P T LU Y i 4

7
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i
TF 8 3 121 Guest VLANTHBE

TL-SH6428 (config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# dot1x guest-vlan

20.11 dot1x port-control

%4 M HC B IEEE 802.1X7EHE € i H IR AIZHIA, Efnodr & M TR E BN E. .

dot1x port-control { auto | authorized-force | unauthorized-force }

no dot1x port-control

2
auto | authorized-force | unauthorized-force —— ¥l #i, fHauto (H3h) .
authorized-force (3&#i L IAIE) . unauthorized-force CHRHIASIAIE) =ANE T, %k Ffauto
B, S B AT MR ik Ffauthorized-forcef, i AN S5 U E B AT 37 ) P 2% 1 9%
unauthorized-forcel, i I K TLFENIE. BRINIETT Aauto.

B

EORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

KL SR

RAAEH G BAE oA R SR AL AT B T % &
A~

B I 11 1/0/5 1y N Tl O s ] CAEE -

TL-SH6428 (config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# dot1x port-control authorized-force

20.12 dot1x port-method

% H T BIEEE 802.1XAEH & i I KIHEAIZHIZER, Efnodn &M TIKE BB E .
[ig

dot1x port-method { mac-based | port-based }

no dot1x port-method
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¥
mac-based | port-based 2R, Hmac-based (#:FMAC) Hlport-based (J
FPort) B kT, PFEmac-basedif, i%im HEREKFTA LS FIAE; E#H
port-based, Zuit IER AN P IEE VARG, FAt A 2 IEAAERT AT 5 1] X 4%
BRINET ymac-based.

s

FEOREMR S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RARLEER

ARSI FBAE A 2T R AL 7T B T Z i &
~pl

BEE I 11 1/0/5 1 E Nz 28 L A5 T Porti\iiE :

TL-SH6428 (config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# dot1x port-method port-based

20.13 show dot1x global

iz % M T 5oR801. X4 Rl BlE B .

LilSe

show dot1x global
B

R ORI BT E B X
RARLEER

T
R~

E7801. X4 Rl B 15 B -

TL-SH6428 (config)# show dot1x global

20.14 show dot1x interface

1z A TR R801 . X R B A5 E .
e
show dot1x interface [ gigabitEthernet port | ten-gigabitEthernet port ]
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2%
port —— VLR 15 o SRk I 8= BT A i I BCELAS S
B
AU AT T A E B
FPRLEER
e
NG

27x801. X HFL A 5 -
TL-SH6428 (config)# show dot1x interface
7~ F11/0/511802. 1 XL B A5 &.:

TL-SH6428 (config)# show dot1x interface gigabitEthernet 1/0/5
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F21E HbACE 4

Mo bk i B3 i 2 A Ve BN IE R BRI i 28 2 4, A EBIESE S

21.1 mac address-table static

wan 2 H T IS INERSHAE R B, ERnodr & MR 26 H o d St b i - 3 Tasin AR,
A EAIT TR BR A o X X 28 S0 S AH T[] 52 PR A6 IR SS R o P 2 ik 40 5 T DA v S 4 L
DS &4 & S R 2 R Sl A =8

[ile

B

FPRLEER

NG

mac address-table static mac-addr vid vid interface { gigabitEthernet port |

ten-gigabitEthernet port}

no mac address-table static { mac-addr | vid vid | mac-addr vid vid | interface

{ gigabitEthernet port| ten-gigabitEthernet port} }

mac-addr — EININEHuhES B FIMACHEE .
vid — k4 H @ fIVLAN ID, BUETEE1~4094.
port —— ik 5% H % R 1%

4 R B AR
RAAEHG BfE GO 7 R P T LU Y iZ a4

INMERSHEE K H, %4 HEMACHLEE00:02:58:4f:6¢:23. VLAN1F3 11455 «
TL-SH6428 (config)# mac address-table static 00:02:58:4f:6c:23 vid 1 interface

gigabitEthernet 1/0/1

21.2 mac address-table aging-time

% T B a2, E#Inodr & 1 TR B ERARCE .

kg

mac address-table aging-time aging-time

no mac address-table aging-time
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¥
aging-time —— ECE L Z AT R], HUEYE FE 90810~630 (F5), NOW R RA S
HBzhZIEE. BRAE 30050,
K
2R E
FRBUE SR
HAEH A BAE NN R v LU % 2
il

WE HUhE A ] 95007

TL-SH6428 (config)# mac address-table aging-time 500

21.3 mac address-table filtering

Zan A TN sE LA B, e inofir & H TN Rk H o sl A B JEs L, RVFSSIRLT
ASHER I e (AR WA T I8 . U A A, R BEFah AT I E A ER o
Cig

mac address-table filtering mac-addr vid vid

no mac address-table filtering { [ mac-addr] [vid vid] }

ZH

mac-addr —— ZEA LS H FIMACHLHE

vid — k25 H FrEIVLAN ID, HUE 5 1~4094 .
K

4 JR e B AR
AU R

WAHERLGR . BAE RS A P R B A P T DS ) i dr 4
il

i g% H . i UEVLANTMACH:1E00:1e:4b:04:01:5d:

TL-SH6428 (config)# mac address-table filtering 00:1e:4b:04:01:5d vid 1

21.4 mac address-table max-mac-count

w2 T i Ein 2228, Efinot & M FIREBOABCE . S 22 2 i PR S 110 5K 5 2
MACHH , KB JEMACHIE SO Az il i 1 (0 X 2% o G R 1 /R i 1 22 2= D fg, R E 3h5 5

108



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

PN FIMACH L, 242 2] oA B R BT 1E52 5T . I0)G, MACHRIE A 2% > I N 2% &
A E AR 20w RIS, fRIEZ 41k
kg

mac address-table max-mac-count { [max-number num] [mode { dynamic | static |

permanent } ] [ status { disable | enable } ] }

no mac address-table max-mac-count [ max-number | mode | status ]

Uiy [ 8 22 ] LA 3] IMACHBYE R H . BUETERI0~1024, A 91024.

s D b2 > #538, FHdynamic (3h75). static (#45) Flpermanent (7K A )
=ANEIT. EHEdynamiclt, MACHUIESE 2] 3220 RN BR S, 2t 5, Frsm
MACHU IR Ml s ik B staticht, MACHLhES: S A2 Z AL (A (R F], R AEF sl T
kR, (EAZHALE S J5 22 S B2 HEE 2 it Fpermanentts, MACHLLL: > A 2 %2
PRIt T R, R BT shadb AT MR, SCHMLE S 55 2 B % B IR A . BRI N
dynamic.

status —— & 758 ik 24 ThEs, BRIANZER (disable).

num

mode

B

FEOR AR (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RRLER
HAEH A BAE NPT P R v LU %

A~
JE S AR 22 4 Thae, B IAONRE, ok 2 SIMACHEIE#0930:
TL-SH6428 (config)# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)j# mac address-table max-mac-count max-number 30 mode

static status enable

21.5 show mac address-table

i M Ros ik HEE .

show mac address-table [ dynamic | static | filtering ]

dynamic | static | filtering —— ZE R FIHhIERR . BRINE LT T A 2R 4% H AR 4 5

7N o
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B

AU AT T A e B
FPRLEER

¥
R~

STNIEER: b JERERSE

TL-SH6428 (config)# show mac address-table

21.6 show mac address-table aging-time

i 4 M Ros bk A A

[ig
show mac address-table aging-time
B
R B A BT A iE B AR X
KL R
T
A~
R E A I ]

TL-SH6428 (config)# show mac address-table aging-time

21.7 show mac address-table max-mac-count

i TR L) 2 el E, BV 1K AT 2 S MACHEHE R 27 ST 45K

show mac address-table max-mac-count { all | interface { gigabitEthernet port |

ten-gigabitEthernet port } }

all — ORI H i 2 2R E A 2 .
port —— ERIR AR E G B S,
B
UL R BT E B X
KL SR
e
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7~
LR A5 Z AR E S R
TL-SH6428 (config)# show mac address-table max-mac-count interface

gigabitEthernet 1/0/5

21.8 show mac address-table interface

24 T 2o i A ke B A R

[ig
show mac address-table interface { gigabitEthernet port | ten-gigabitEthernet port
| port-channel /agid }
¥
port —— FLE R HihEFRAE B 5.
lagid —— ZL R RHHERAE B RAS
B
RO A BT TS B AR X
RRLER
p
7~

BRI 1/0/1 ik RC B AE S

TL-SH6428 (config)# show mac address-table interface gigabitEthernet 1/0/1

21.9 show mac address-table count

i T Bos bR B .

LilSe

show mac address-table count [ vlan vian-id |
¥

vian-id — SRRl X G iHE BAIVLAN ID.
B

UL ORI BT E B X
RARLEER

T
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NG
BORBEANES PR, HVLANSFF

TL-SH6428 (config)# show mac address-table count

21.10 show mac address-table address

a4 M Ros it EMACHLE 115 2.

Cig
show mac address-table address mac-addr [ interface { gigabitEthernet port |
ten-gigabitEthernet port | port-channel /agid } | vid vian-id ]
¥
mac-addr 5 MACHI L .
port fRE G 5.
lagid — -4 5.
vian-id i & S I )& HVLAN
B
RO A BT T B AR X
KL R
p
7~

Z7RVLAN1THMACHHE400:00:00:00:23:0011) 5 H1E &

TL-SH6428 (config)#show mac address-table address 00:00:00:23:00:00 vid 1

21.11 show mac address-table vlan

Zfr % T 5oR 1R 2 VLANFIMACH IEAC B .

LilSe

show mac address-table vlan vid
2

vid fEVLAN ID,
B

UL R BT E B X
KL SR

T
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i
oRVLANT It C 15

TL-SH6428 (config)# show mac address-table vian 1
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B2 RGWEWS

AGREMNKREERSGER . IPHbE, BECEMEESCHAEE R, I H AT DS LT S
AL THR RGBT

221 system-time manual

A T FEh i B AL R G ]

[ig
system-time manual time
¥
time —— TN EAZHNLKI RGN H], % IMM/DD/YYYY-HH:MM:SS -
B
4 e B A X
RARLEER
FUA B GUNMERAE SRR P AT DU P 1% i &
A~

W E AN R Gl 18] 903/20/2013 17:30:35:

TL-SH6428 (config)# system-time manual 03/20/2013-17:30:35

22.2 system-time ntp

i 4 T BB AL 25 HNTP e 55 & L 3RECUTCHR 1] .

4
system-time ntp {time-zone} {ntp-server} {backup-ntp-server}{fetching-rate}
¥
time-zone —— JEFEAZWMLTE MBS X o BUIE B X ], UTCHT ] 4% X0 -
UTC+02:00. HUfEaH2UTC-12:00%|UTC+13:00,
ntp-server —— W B EHIENTP RS 25 I IPHAL o
backup-ntp-server —— 5 B % ENTPAR 55 25 [P HbdE .
fetching-rate —— ¥ B MNTPR 5% 28 35 BN A (14515 .
K

4Ry B AR
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RFRUEL R
R B R R R 7 mT LA i &

i
BB A AL RGN KR ROINTP, B (X HUTC-12:00, #HENTPR S 85 IP ity
133.100.9.2, #ENTPRS 2 1IPHuLE79139.78.100.163, FRIUIIH A 11/

TL-SH6428 (config)# system-time ntp UTC-12:00 133.100.9.2 139.79.100.163 11

22.3 system-time dst predefined

i T MTE R SRRk 2 S E, BCE PR .

Cig
system-time dst predefined [ USA | Australia | Europe | New-Zealand ]
ZH
USA | Australia | Europe | New-Zealand —— B AW £ 0. A AN ATIE(E, 505 AUSA,
Australia, Europe, New-Zealand, £kl NEurope.
PUAMBE AR R A 1k X () 0
USA: —HZEZ-AEHM2: 00am ~ +—HE A HK2: 00am
Australia: +HE—AEH2: 00am ~ PUHZE—A4F H3: 00am
Europe: =Hig/a— 1 H1: 00am~ +H /54 EH1: 00am
New-Zealand: fLH &5 — A H2: 00am~ PUHE—/MEH3: 00am
B
4 JR e B AR
AU R
FUA L GURMHRAE AR P AT DU P % i &
7~

BB AL A B L (R A Europebn it :

TL-SH6428 (config)# system-time dst predefined Europe

22.4 system-time dst date

wan 2 T E IR E A0, T BRI BN ST . B AR IE X R UM —4,
S ERE
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Cig
system-time dst date {smonth} {sday} {stime} {emonth} {eday} {etime} [offsel]
ZH
smonth —— JF4& A, BUE LI R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec.
sday —— JFiaH, BUEIEHE 1~31, % H RECARAME, 1EHRE SR EHES .
stime —— JFAAIZ], #3008 hhimm.
emonth —— 45 H, BUE T R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec.
eday — il H, BUATEHE 1~31, & REBARMRE, ERIELRENIES.
etime —— ZiRIZ], % 4: hh:mm,
offset —— TIIEZH, HEHAMEFEE AN, BUETEEIY1-1440. BRIAN607 Bl
K
2R E
RRLER
FUA B GUNMERAE SRR P AT DU P 1% i &
il

TL-SH6428 (config)# system-time dst date Apr 1 00:00 Oct 1 00:00

22.5 system-time dst recurring

%4 M TR B AR R A RCE . TSR E
[iss

system-time dst recurring {sweek} {sday} {smonth} {stime} {eweek} {eday} {emonth}

{etime} [offsef]

sweek —— JTFUEE, BUEUR: first, second, third, fourth, last
sday — JFtAH, BUEIF: Sun, Mon, Tue, Wed, Thu, Fri, Sat

smonth —— JF4 A, BUA LI R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,

Dec

stime —— JFFUGEZI, #%N: hh:mm
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eweek — 45 E, BUEWIR: first, second, third, fourth, last

eday — Z5#H, BUEINT: Sun, Mon, Tue, Wed, Thu, Fri, Sat

emonth —— %5 H , BUE LW R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec
etime —— &S5RI Z], #:N: hh:mm

offset —— TWiESH, HAWI AT AN, BUETEREY1-1440. BRINH607 4.

L5

A R B
RRER

UG R BRI BRAE 5 2SP0 F P AT ABE F i% %
i

BB A AL E AW RS LB ) B IAA5 H 28— 2K 2:00am B0 A &5 — N 2R
2:00 am:

TL-SH6428 (config)# system-time dst recurring first Sun May 02:00 last Sun Oct

02:00

22.6 hostname

Zm AT RBRALK, B no md TS S R&4HER.

fré
hostname hostname
no hostname
S
hostname —— & & %HK, 1~17 NERH, ERiLH TL-SH6428.
B
4 JR e AR
RPRLEL R
HAE B GUREEAE TR P ] U iz 2
15

WE &% TP-LINK:

TL-SH6428 (config)# hostname TP-LINK
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22.7 location

Zm AT RBERAME, B no A HTEER&NER L.

fré
location /ocation
no location
S
location — & %A E, 1~32 NER, BN SHENZHEN.
B
4 Rl B
FFRLE SR
HAE R GURERAE SR i F P o] DUAE i &
15

wE B B GUANGZHOU:

TL-SH6428 (config)# location GUANGZHOU

22.8 contact-info

w2 T BRI, BRI no ard TS HRNAE R

4
contact-info contact_info
no contact-info
ZH
contact_info —— B & Tk, 1~32 NFFF, BRIAA www.tp-link.com.cn.
S
2 JR e B AR
LB R
WA E L AR 51 R P ] DA a2
Nl

B B R 778 www.tp-link.com:

TL-SH6428 (config)# contact-info www.tp-link.com
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22.9 reset

Zdn M TIEA AL R AL, BAERAG, SCHMALACER IR R | BRVCIRAS P il B e
PAUN

fré
reset
s
FERUR
ERLEL R
HAEE R BRI ] UAE %2
7~
N AE R ALEAT B R AL -
TL-SH6428# reset
22.10 reboot

wan 2 T HE R L. EEFIE, EEEARORH B I, DL e
kg

reboot
[ Eay

AU
FRAUE R

RAEEHE A P T DA a2
i

HHT R SIS

TL-SH6428# reboot

22.11 copy running-config startup-config

i 4 FE AR A7 2000 FEL P B i L S
i

copy running-config startup-config
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B

R
FPRLEER

R B H AR G 2R A mT DA % i &
R~

TRAFHER: R G0 unit? (12 AT G B8 5 3 c B S0P

TL-SH6428# copy running-config startup-config

22.12 copy startup-config tftp

Zan A AT TRTP 77 0% B A

LilSe
copy startup-config tftp ip-address ip-addr filename name
2
ip-addr —— TFTP 45 2% 17 1P Huhik . SCKF IPv4 FTIPV6 Hiuhik o 451 4 IPv4 Hihik: 192.168.0.10
FT1Pv6 Ml fe80::1234.
name i€ T H HOlC B R4
B
R
RARLEER
HAGE B GO ERAE 61 SR AL AT BUE % &
A~

I P Mkl 192.168.0.148 1) TFTP Jik 55 #s T thAC B UM, IR# -3 R & S har 44
A config.cfg:

TL-SH6428# copy startup-config tftp ip-address 192.168.0.148 filename config

W 1P kil Ty fe80::1234 1) TFTP k45 & S HBCE I, JH# T R E S a4
config.cfg:

TL-SH6428# copy startup-config tftp ip-address fe80::1234 filename config
22.13 copy tftp startup-config
Zar A H i TFTP 7S AR B Sk

copy tftp startuup-config ip-address ip-addr filename name
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¥
ip-addr —— TFTP 45 23 17 1P ik . SZFF IPv4 A1 1Pv6 Hutik . %1 2 IPv4 kit 192.168.0.10
F11Pv6 Hitik fe80::1234.
name — EFNKIECE M4
K
R G
RRLER
FUA T EE GRTER F P AT DA P 1% i &
il

T IP itk 192.168.0.148 1) TFTP k%528 5 A4~ config.cfg fRC B ST 14
TL-SH6428# copy tftp startup-config ip-address 192.168.0.148 filename config
T IP Mtk ok fe80::1234 1) TFTP Rk %5-#8 5 A\ 44 config.cfg MIRC B SC A

TL-SH6428# copy tftp startup-config ip-address fe80::1234 filename config

22.14 boot application
i 4 T IRAFEAG S N B B AR B I B AR

[ile
boot application filename {image1 | image2 } { startup | backup } [ unitid ]
no boot application [ unitid ]
¥
image1 | image2 —— M EBARFIIBUE L. BAFEOLT, image.1 &EBIHIE,
imange.2 /& &1 5il% -
startup | backup —— EFHEGIENE: BIBEGEE S mEE.
unitid —— GEFEHES T B E AR unit S ERANIERE, PR HES T B
HAC B FAR
B
4 A ic B A X
KL SR
HAAE SRR P ] A %A 2
R~

¥ image2.bin Bt B vHE S H TA B IR SR -

TL-SH6428 (config)# boot application filename image2 startup
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22.15 remove backup-image

T MER S BiR .

[ile
remove backup-image [ unitid ]
¥
unitid —— HEFEHES P T BN ER A Oy BB SR unit 5o IRANESE, LRI R A B
FITA 1 3 R A B AR S A
B
RS
KL SR
A 5 SRR I n] LU A %
~pl

OB B AR T BT AT BB e B 1R -

TL-SH6428# remove backup-image

22.16 firmware upgrade

Zan A M TEE TFTP 77 X 4 & Gk

w4
firmware upgrade ip-address ip-addr filename name
ZH
ip-addr —— TFTP R 55431 |P Huhik . 572 7 IPv4 AT IPv6 Huhik . 451 4 IPv4 Hihik 192.168.0.10
A1 1Pv6 Hitik fe80::11234.
nam E Ko
K
R
ILER
RAE G F P AT U P i a2
Nl

1P HihkA 192.168.0.148 1) TFTP RSS2 S KRG HIFTA R, 4R
firmware.bin, 535N

TL-SH6428# firmware upgrade ip-address 192.168.0.148 filename firmware.bin
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It will only upgrade the backup image. Continue? (Y/N):y

Operation OK!

Reboot with the backup image? (Y/N): y

Rk 1P il fe80:1234 ) TFTP JRST&THRHER RGHIFTA A, THRCIE4 N
firmware.bin, 4 IANE
TL-SH6428# firmware upgrade ip-address fe80::1234 filename firmware.bin

It will only upgrade the backup image. Continue? (Y/N):y

Operation OK!

Reboot with the backup image? (Y/N): n

22.17 ping
i 2 F TR U AN AZ ST 13— P 246 1 s 2 [R] PR B 2 e 750 B
e
ping [ip | ipv6 1{ip_addr}[-n count][ -l count][ -i count]
¥
ip —— PR SE T R AIPV4 .,
ipv6 —— H AP HLHEZE T R N IPV6 .
ip_addr ——ERT I E H bR s fIPHE . WiERSEp | ipveRBEIERE, FAIPvARIIPVE
Mok ¥y T
-n count —— RIATRCHIEL, BUATEHEI1~10, BRINME 4.
-l count —— KIARCHIRKSE, BUATERE1~1024 (775D, BRIMME N64.
-i count —— RIER LA (] [E]R%, HUETEE100~1000 (ZF), ERINMEH1000.
K
F P R R AR 2
RRRUE SR
y
il

KAz bl 5 IPHUAE9192.168.0.131 ) W 45 g it 3 aH,  He il il SC K 2 9512
T, ARSCEERR 10002 M KA — K, A5 ROR8UUR AR EIR &, R R

TL-SH6428# ping 192.168.0.131 —n 8 -1 512
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*"(ﬁ'ﬂx?ﬁ%m 5 1P J9fe80::1234 1) WY 2% L 2 75318, H il ik ST 95127
s RSCEFRE1000Z AP K08 — K, A RIEBUG AW RIEIE, WHERKI:

TL-SH6428# ping fe80::1234 —n 8 -1 512

22.18 tracert

i & P T AN XA S M AZ A% 34 21 H ¥ e i i I SR (R S

[ig

tracert [ ip | ipv6 ] ip_address [ maxHops ]
¥

ip —— PRSI A IPV4 .,

ipv6 —— H AP HLHEZE T R IPV6 .

ip_address —— ELRGIT) H 1545 1 IP L.

maxHops —— KB HBkEL, HUETER1~30, ERIAE V4.
B

F AR IR AUS X
RARLEER

ARSI FBAE A 2T R B AL 7T DU T Z i &
~pl

or il AZ e b5 IPHb AL 79 192.168.0.131 () W 48 50 £ e 1513, 45 2 ad 208k % H1 )5 75 K&
i, R

TL-SH6428# tracert 192.168.0.131 20

T 22 A5 1P hiE Afe80::1234 1) N 458 ¥ £ s TR I, 452481 20k % HH Ja 47 R 718,
W32 R I

TL-SH6428# tracert fe80::1234 20

22.19 show system-info

Zim TR RRGHE . RELW. RGAE. WARTNE, BIECE. WIRAE. RGN ALz
(R ICIE VS

[ile

show system-info
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B

AU AT T A e B
FPRLEER

¥
R~

BRRGER

TL-SH6428# show system-info

22.20 show image-info

Zdn M T B AL R G B SCHHE B

4
show image-info [ unitid ]

Y
unitid WESH, HTHEE SRR RASGOUHE RIS SR . HAEE, W
IR HER L BB O B

B

AU ORI BT E B X

SR HEE RGP T B0 S R G B BERSCHHE S

TL-SH6428 (config)# show image-info

22.21 show boot

i T SR B G AR SR
e

show boot

A
REBUE A BT L B A

FPRLEER
RAE B ORI A P AT LA % &
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NG
W HER RS K S S LR

TL-SH6428#show boot

22.22 show running-config

i 4 P o R GRS A  2 ABRE
i

show running-config

B

AU ORI BT E B X
FPRLEER

RAE B ORI A P AT LA % i &
NG

WRHER RS MROA R ATCE AR

TL-SH6428# show running-config

22.23 show startup-config

2 TR R SR L RGBS B . X LT B AR AW LE A 2 R R
kg

show startup-config
B

R BN BT A e B AR X
RARLEER

HAGE T SRR P ] U % 2
R~

BRHES RGUTA BRI TR EAE R -

TL-SH6428# show startup-config

22.24 show system-time

i 4P TSR A B BRGS0 1 £ .
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LilSe

show system-time
B

AU ORI BT E B X
RARLEER

p
~pl

BRI R G 1)

TL-SH6428# show system-time

22.25 show system-time dst

Widn 4 P T SR A B A

LilSe

show system-time dst
B

R B BT A e B AR K
RARLEER

I
R~

BN EAIE B

TL-SH6428# show system-time dst

22.26 show system-time ntp

2 T R S ET RGN INTPRCE S B .

[ile

show system-time ntp
B

R BN BT A S B AR X
KL SR

¥
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A~
EARNTPECE(E R :

TL-SH6428# show system-time ntp

22.27 show cable-diagnostics interface

A F - Bos i AT 2 SR A R . 2RO I Zh RERE A I 5 S B UM IE O e B 5
W LR VA, R R D RE R DU H 8 TRE 22312

Cig
show cable-diagnostics interface { gigabitEthernet port | ten-gigabitEthernet port }
¥
port 1 AT LR B M ) o 115
B
RO A BT TiE B AR X
RRLER
T
A~

ot 3 REAT LRGN 45 R -

TL-SH6428# show cable-diagnostics interface gigabitEthernet 1/0/3

22.28 show cpu-utilization

Zin 2l T RoR RGEL 2 5 7/1 7380/5 738 ) CPU XM 2.

[ile

show cpu-utilization
B

R BN BT A e B AR X
KL SR

T
R~

woRHER RS K FICPUE I RAE S.:

TL-SH6428#show cpu-utilization
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22.29 show memory-utilization

Zin A T B8 RGUELE 5 D1 43805 4Bl 1 AT

LilSe

show memory-utilization
B

AU ORI BT E B A X
RARLEER

p
~pl

S HEE R G A A R AE S

TL-SH6428#show memory-utilization

129



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

$£23% |IPv6 b B 4

IPv6 il fic & & f A4 AT e B, A&, LAG A1 VLAN #2100, #ENIX =245 e B A
HAIFBCEH KN IPve 24

23.1 ipv6 enable

a2 H T IR 1) IPv6 DR, & 1) no dr 4 H T 25 H 1) IPve Djke. S8 HLBRN A VLANT
TFIE IPv6 Tifig.

FEBEAT IPVE AL B R, WAUETTE IPv6 Thik. 25 IPv6 IhAE S E s LML IPvE Bl
B, (AR E R IPve itk AL, ATATHET IPv6 Huhk (ALK 2%, filln: SSH, SSL,
TFTPV6 5. Ji3 H IPv6 Thas il Epr ik &2 )5 Se e B 1) 1Pv6 Hidik.

e
ipv6 enable
no ipv6 enable
B
e OHC E AR
AR K
WAEHG . 5AE RS P 2R P T DA i i &
7~

FFJE VLAN1 [#) IPv6 Tfie:
TL-SH6428 (config)# interface vian 1

TL-SH6428 (config-if)# ipv6 enable

23.2 ipv6 address autoconfig

2T T IP 1PV6 BEE AL ) B ZhC E DI RE -

ALHHVERD = 28 OV — g Ak, A B shic EM T BCE P A RCE 7. — B ipve
HEHLIERIHTZE Y fe80::/10. IPV6 it ANRER: A & A A Bk B ol A RO Bl B . BIBHIEE Y Ipv6
R HIER AT EUI-64 4% 3. Oy 1 ORIESERR SBIE ROME—PE, =4 B SO0 B R BERR AL AR RS, T30
C ) B A e g B e

kg

ipv6 address autoconfig

B
P E R

RFRUEL R
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RAAEH G BAE oA R SR AL 7T B T % A &
A~

JFJA VLANT (17 1Pv6 A bk i) B S0 HC B DI fE -

TL-SH6428(config)# interface vian 1

TL-SH6428(config-if)# ipv6 address autoconfig

23.3 ipv6 address link-local

22 F AL T3 B 5 U BB IPve BERS A Huthl, &/ no i@ F T I BR TG & O B %
At bl o

e
ipv6 address ipv6-addr link-local
no ipv6 address ipv6-addr link-local
Z2H
ipv6-addr —— ZZHHLIY) IPVE BERE A Mthl, ZHuhb 200 DL fe80::/10 A ET4E bR
IPv6 Mk, 5 0)iZ% 4 Fo L.
B
O E AR
AR K
WAEHRA . AE NG P R P vl DU i &
7~

i & VLANAT (1] IPv6 i A itiht >y fe80::1234:
TL-SH6428(config)# interface vian 1

TL-SH6428(config-if)# ipv6 address fe80::1234 link-local

23.4 ipv6 address dhcp

%4 H T 5 ] DHCPV6 Client Thag. ZIaeiTaa, Sl @ DHCPV6 k55 53k IPv6 4
BRiuhk. ‘EHJ no fiv % H TR DHCPV6 k55 s Bo sk, =kZ5H] DHCPv6 Client ZifE

[ile

ipv6 address dhcp
no ipv6 address dhcp

B
R E A
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AU R

RAERLG . AE R 20 P 28 F - m] DA i i &
7~

J¥J5 VLAN1 ) DHCP Client Jjfg:

TL-SH6428(config)# interface vian 1

TL-SH6428(config-if)# ipv6 address dhcp

23.5 ipv6 address ra

et A Tt vk 57 23 F0 MBI B 1 RA (Router Advertisement) 31 1. 445 21 it Ho A iC B 2 50060
BARHALE) IPVv6 3kiht, © /) no drd T2 HiZIh ke .

4
ipv6 address ra
no ipv6 address ra
B
O E AR
AR K
RAERLGL . AE RS 20 P 28 F P m] DA i i &
7~

FFJA VLANT (1) “ffH RA JH ST ekl B st E ” Yige:
TL-SH6428(config)# interface vian 1

TL-SH6428(config-if)# ipv6 address ra

23.6 ipv6 address

% T FoicE IPve Bkttt B no fr M TMERACE ) IPve Bkl

e
ipv6 address ipv6-addr

no ipv6 address ipv6-addr

ipv6-addr ——IPv6 Z=BERHubE b hEATSE, 510 3ffe::1/64 .
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B

2 G B A
FPRLEER

RAAEH G BlE GG R 7l U i <
R~

BCE — VLANT (1) IPv6 4 Bkthhl, iZsthhk bl wr 285 3001::1/64:
TL-SH6428(config)# interface vian 1

TL-SH6428(config-if)# ipv6 address 3001::1/64

23.7 ipv6 address eui-64

w2 T T E IPve &Rkl U E —MHIERTE, R AR — Rkt ©r
no x4 FH T-MIBREC B (1) EUI-64 #5311 IPve 4Bkl

4
ipv6 address ipv6-addr eui-64
no ipv6 address ipv6-addr eui-64
Z2H
ipv6-addr ——EUI-64 #4501 IPve ek bk itk grsl, lan 3ffe::1/64.
K
FOmC E AR
FRBUE SR
RAERLGL . AE RS 20 P 28 F P m] DA i i &
7~

BLE — EUI-64 #4301 IPv6 ABkHbhE, 1ZHbhk bk 57 480h 3ffe::1/64:
TL-SH6428(config)# interface vian 1

TL-SH6428(config-if)# ipv6 address 3ffe::/64 eui-64

23.8 show ipv6 interface

Zam A HT RO EMIPVeDIREE R, BIEIPVeTIREIT FUIRAS . BERR Al . kb F1IPve
HAFEHAE .

kg

show ipv6 interface
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B

AU AT T A e B
RPALELR

¥
R~

BN CECER IPvE ThREE B

TL-SH6428(config)# show ipv6 interface

134



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

245 DUKMACE Mo

PAK P E SR E B DAK ™ 1R ) P A, RG] oy S PR 145

241 interface gigabitEthernet

% T REAFE OB a4, X A TR DK P o FHEAT G .

LilSe
interface gigabitEthernet port
2
port —— L E 1 LUK M 11
B
4 e B A X
KL SR
ARSI #BAE A 2T R R AL 7T DU T Z i &
~pl

BEANSE RS E A, o DK 3 1 23047 T B -

TL-SH6428(config)# interface gigabitEthernet 1/0/2

24.2 interface range gigabitEthernet

Zan TR OR B a8, 2 A TIR DRI b L AT RN & .

Cig
interface range gigabitEthernet port-/ist
ZH
port-list —— L E 1) LK W i 13713
B
4 JRi e B R
KL R
ARSI FAE A 2T R B AL 7T DU T Z i &
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Wi B
fEinterface range gigabitEthernetft B T, [F—ar &2 EHBIZIR A BT i 1 F
RN I R A BLASL R, A SR A 7E — Ao AT RIS, A2 s HoAd s 1k
7.

T~

BEANFE OECEAES, RIS AR W3 111,2,3,6, 73EAT AL & -

TL-SH6428(config)# interface range gigabitEthernet 1/0/1-3,1/0/6-7,1/0/9

24.3 interface ten-gigabitEthernet

i TR OB E a0, % 8N TT I8 UK M i 1 3EAT HC B

[ig
interface ten-gigabitEthernet port
¥
port —— ELLE K LR M
B
4 e B A X
RARLEER
RAAEH G BAE oA R SR AL AT B T % &
A~

BEANSE RS E A, O DK 3 1 258E47 i & -

TL-SH6428(config)# interface ten-gigabitEthernet 1/0/25

24.4 interface range ten-gigabitEthernet

i TSR OB E ar 2885, %275 I8 BRI S AT [R] I A

[ile

interface range ten-gigabitEthernet port-list
¥

port-list —— ELRCE F) 73 I8 LUK R 3 1151 3%
B

4 e B A X
RARLEER

RAAEH G BAE oA R SR AL AT B T % A &
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L

R~

fEtinterface range ten-gigabitEthernetfit BN, [Fl—dr &2 EH 25138 1 B A i
Fo AHEA G HR A ALY, R e AE o BT RIMG AS S Rg i HoAd i 1 E
[RIHRAT o

HBEANSZ RS EALT,  [RIIN 0 DL W i 125,26, 27 3147 i & -

TL-SH6428(config)# interface range ten-gigabitEthernet 1/0/25-27

24.5 description

iz T BB I LA, € RInod 4 H T 28 R A .

RFRUEL R

R~

description string

no description

string Ui R ZY, AT AN1~16 125 .

O ER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

RAAEH G BAE oA R SR AL 7T B T % A &

i F11/0/57% I H #iiik Port_5:
TL-SH6428(config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# description Port_5

24.6 shutdown

A A LUK M 8 nofi& F T F8 S A R S

[ile

shutdown

no shutdown
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K
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

KL R

HAEH . BAE SO ZUH P R0 - m] LU 4
A~

R P AR W 3 111/0/3:

TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# shutdown

24.7 flow-control

i 4 R Fm L E S, B RInofr& F T 25 TR B2 RS . I8 RS RE W [R) P i
AN I R, By ik PR A A — 30 SO 2% 40
LilSe

flow-control

no flow-control

B
O ER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

FPRLEER
HAGE B GO ERAE 61 SR AL AT BLE % &

il
TFJa A ity 111/0/3 ()i s 4 )«
TL-SH6428(config)# interface gigabitEthernet 1/0/3
TL-SH6428(config-if)# flow-control

24.8 duplex

Zdn 2 TR B CEEE, Efnodr S H TR EBRINKE .
e
duplex { auto | full | half }
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no duplex

auto | full | half i OR300 E R, AR A X AR

O ER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

FPRLEER
HUEE B R4 D3RR T AT BUE 2 i &

7~
B DR 111/0/3 44X T AR
TL-SH6428(config)# interface gigabitEthernet 1/0/3
TL-SH6428(config-if)# duplex full

249 jumbo

Zan A AT R v B WUE I L S nodr 2 H T A2 TR BRI REERIRES .
jumbo

no jumbo

K
O ER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

KL R

HAEH . BAE OO P R0 - m] DU 4
A~

FeVF BRI i A Y 5 111/0/3 2

TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# jumbo
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24 .10 speed
24 T BB i R, B nodr & TIREEVAKE
LilSe
speed { 10 | 100 | 1000 | 10000 | auto }
no speed
ZH
10| 100 | 1000 | 10000 | auto Ui CE AR, 43 5)7910M. 100M. 1000M. 10000M
DUSRTEN LS
B

EORER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)
RRLER
FUA B GUNERAE AR TR P Al DA P % i &
A~
BEE PR3 111/0/3 1) i3 245X 79 1000M:
TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# speed 1000

24 .11 storm-control pps

Zan e TR B O BRI vpps M EE L), B RInodr & H T Kz,
[ile

storm-control pps

no storm-control pps

B
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

FPRLEER
RAAEH G BAE oA R SR AL AT B T % A &
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HiEe
TEppstR A A H X AZ HI e AR B VEI S5, % a4 M iZ [Flstorm-control g —
LA

7~

W E I 111/0/5 1 M4 H1 3 pps:
TL-SH6428(config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# storm-control pps

24.12 storm-control

2 F TR o LR R AR B R B DhRE R E BIME, B no T4 T AR AR X2
i e -

Cig
storm-control { broadcast | multicast | unicast } { kbps | ratio | pps } { rate }
no storm-control { broadcast | multicast | unicast }
ZH
broadcast | multicast | unicast ——Jii FiJ 4% /2H #5535 I3 il B2 1 o
kbps | ratio | pps a8 KGR 5 1 FRLAT
kbps: f& & TR THE .
ratio: $85E BIE M7 BE I E 43 L
pps: 15 & A EHE LA HME .
rate T € Feies b PR B A0 0 v o B I A ) AR E LR R AL B B . KT
kbps, #ZJEFE M 1 | 10000000 kbps. - ratio, HFJLHEM 1 FE 72 100, X
pps, HFJLMEM 1 F] 14880000 5
B

O E R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

FPRLEER
RAAEH G BAE oA R SR AL 7T B T % &

L
TEML B K127 Kbps 8U# ratio B, ik 1 A7E pps Bt
N

FCE ) b X122 9 1000 kbps 3 [ /2 5:
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TL-SH6428(config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# storm-control broadcast kbps 1000

24.13 bandwidth

i 2 T HC B DR A N 1t SERR ], & Inoi & FH 48 F i 11 98 BR 1 o

bandwidth { [ingress ingress-rate] [egress egress-rate] }

no bandwidth { all | ingress | egress }

ZH
ingress-rate —— ¢ B N 7 Se R, B4 Akbps. HUEYE H 41-1000000kbps -
egress-rate —— HLE H 1A 55 R, #47 Akbps. HUETEH91-1000000kbps .

B
O E R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /
interface range port-channel)

FRBUE SR
WAEHRA . AE NG PR vl DU i &

7~

BC B o 15 H N 7 %2 95120kbps,  H 175 55 9 1024kbps:
TL-SH6428(config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# bandwidth ingress 5120 egress 1024

24 .14 clear counters

% fir 4 F - A RT3 L RILAGHA 215 .

Cig
clear counters
clear counters interface [ gigabitEthernet port ] [ ten-gigabitEthernet port ]
[ port-channel /agid ]

2%

port —— AR M B 1.
lagid —— LAG= .
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B

R ORI BT E B X
FPRLEER

HAGE B GO ERAE 61 SR AT AT BUE % &
R~

THERFTA KW 1 AMLAGHI G itHE B -

TL-SH6428(config)# clear counters

24 .15 show interface status

A T 55 DU Wi D FILAGIREBRR S

[ig
show interface status [ gigabitEthernet port ] [ ten-gigabitEthernet port ]
[ port-channel /agid ]

ZH
port —— FEIRIEFARZEHI LUK M5 11 o
lagid — LAGS .

B
R BN BT A S B AR X

KL R
T

A~

IR BT LUK M I FILAGFEBRIR A :
TL-SH6428(config)# show interface status
R /0 B A

TL-SH6428(config)# show interface status gigabitEthernet 1/0/1

24.16 show interface counters

%4 T R LUK D RILAG RS i3 .
i

show interface counters [ gigabitEthernet port ] [ ten-gigabitEthernet port ]
[ port-channel /agid ]
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¥
port —— FEIRGEHHE B AT LUK M 1 .
lagid — LAGS .
B
e A BT TiE B AR X
KL R
p
7~

R i O RILAGHI & HE B
TL-SH6428(config)# show interface counters
R UK MG D20 G0 HE B

TL-SH6428(config)# show interface counters gigabitEthernet 1/0/2

2417 show interface configuration

i H R oR UK MG DRI EAE S, B FURE . s, P U s R 45

show interface configuration [ gigabitEthernet port ] [ ten-gigabitEthernet port ]
[ port-channel /agid ]

SH
port —— ELEIRELE A B A UK M i 1.
lagid — LAG % .
B
R R A T B AR
R R
yn
A~

R T v O AILAGHI LB B.:
TL-SH6428(config)# show interface configuration
2 AR Wi [11/0/2 (I FC B AR B

TL-SH6428# show interface configuration gigabitEthernet 1/0/2
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24.18 show storm-control

i 4 T SR s g A KR R .

Cig
show storm-control interface [ gigabitEthernet port ] [ ten-gigabitEthernet port-list ]
[ port-channel /agid-list ]

¥
port-list —— £ 5.7 K AN 45 B i 15 /i 11 5112 o
lagid-Isit —— LAGH| % .

B
RO A BT TiE B AR X

RRLER
p

7~

TL-SH6428(config)# show storm-control interface gigabitEthernet 1/0/4-7

24.19 show bandwidth

4 F T R A R BR AE R

Cig
show bandwidth interface [ gigabitEthernet port ] [ ten-gigabitEthernet port-list ]
[ port-channel /agid-list ]

ZH
port-list —— £ 5.7 T BR 1l 45 B i 115 /i 11 5113
lagid-Isit —— LAG%1 % .

B
R BN BT A e B AR K

RRLER
T

A~

7 1170749 8 PR A5 . -

TL-SH6428(config)# show bandwidth interface gigabitEthernet 1/0/4
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$25% QoS E M4

QoS (Quality of Service, k%5 Fi&E) ViR LAY W Z8 AL H i nl S0, AL 5 v T S i N 248 iR 55 .

251 ¢gos

% TR E R Tim 1HICoS, & finofy & TR E 3 1 HIERILCoS.

kg

FPRLEER

iR

R~

qos cos-id
no qos
cos-id Uiy U LR S 2 56 40, nEEFIH0~7, £7RCoS0~CoS7. ERIME A0,

O E R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

RAAEH G BAE oA R SR AL AT B T % A &

S VL 56 2 R s B — N @ AR, ERCE 1 o ALE G, BEm R 5 1 i CoS
ELANIEEE 802.1P 1 CoSHITCZ [ Wit < 28 M ff 72 Bdla it ) th 1 BAF o

e C ROl W C o ot
TL-SH6428(config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# qos 3

25.2 gos dscp

%4 1 5 JHDSCPAL L 2 IDSCPE AN I ASIHIBRES SR, B HInodnr & ] T2z K & .

[ile

qos dscp

no qos dscp
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K
AR B A

ILER
WAEERA E AP PR T DMEH Z a2

Bl B
DSCP(DiffServ Code Point, [X 43k 454ih5 )& IEEEXTIP ToSFEBE & 3, FIH1ZF
Benf LUK IPHR SR o N6AN e B FFJE DSCPAR e 4 5, IPEHE It 2 AR 4t £ A8 11
DSCP1E 2 TCBA 1 2 [] f¥I B ¢ 22 ke s Beafa L 10 tH 1 BAA

7~

J5i HIDSCPAILSE 2 IDSCPE AN H 11 BAF FILG % & -

TL-SH6428(config)# qos dscp

25.3 gos queue cos-map

%% H T BIEEE 802. 1P sk Jitag Mt HIBA SR BRI % &, & Inofir & H T BN E
IEEE 802.1PXfIEEE 802.1Q tag fIPri7Ex2a T 1 HEFE LR E S, H %5 BT DL Bdls ekl 70
8MIEJedk. JEHIEEE 802 1P, HAURYE B (2 %A IEEE 802.1Q tagkffi & firfil
AR T atagfBdE, NAHIEEE 802. 1P, 75 UM 3 F i 1 AR He 2% o
e

qos queue cos-map {tag/cos-id } { tc-id }

no qos queue cos-map

ZH
tag/cos-id —— |EEE 802.1P ¥ BLHLE 18/ M4k, HUEEFIZCoS 0~ CoS 7.
tc-id —— tagxt SR ISR e, PTakyu fEoN0~7, J3 3 % 52 84N AN [ 45 2% 1) i
HBAF| TCO~TC7.

B
4 JR i B A

FRBUE SR
ARSI FBAE A 2T R B AL 7T DU T Z i 4

L

1. BUAIGOUT, tag A T RAB 0 5C F /2. 0-TC2, 1-TCO, 2-TC1, 3-TC3, 4-TC4,
5-TC5, 6-TC6, 7-TC7.

2. P4, TCO. TC1...TC7 th, #wikk, TRk,
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NG
W ECoS 5IfxT B I BAFI L S g N TC2:

TL-SH6428(config)# qos queue cos-map 5 2

25.4 gos queue dscp-map

ZAn 4 T 1% EDSCPE /2 [{IDSCPE AN DI BA SIS 6 R, B finodr & FH IR E BRIA G E .
DSCP (DiffServ Code Point, X% R%54h% ) IEEEXIP ToSTFEME 2 X, FIFHZ 7 BAT L
FIPHRSCRI 5 642 - 3 FHDSCPILAE 4G , in S R I 60 2 1P L, A2 #eL 3 FHDSCP
s R IEIPHR L, A MLINARYE 2 75 8 H T IEEE 802.1PA St 2% LA K i i /& 75 7 A tag K
TR E R W BRI S 2 AsE

[ig
qos queue dscp-map {dscp-list } { cos-pri }
no gos queue dscp-map
¥
dscp-list—— DSCP{H 413, "k — i ANDSCPIE, 4] —4DSCP{H Al LA -
FE530R, NESEMEZ 8] AR 87 HEZ SRS, w1,4-7,1138R81%4%1,4,5,6,7,11.
DSCP{E A 1% d Fl y0~63.
cos-pri—— DSCPAEX M) CoSHL g, TIiETE I N0~7, J35lX R CoS0~CoS7.
B
4 JRi e B R
KL R
ARSI FBAE A 2T R B AL 7T DU T Z i &
L]
BIMEOLT, DSCPEO-7Xf M54 CoS0, DSCP{ES8-15%] %64/ CoS1, DSCP{E16-23
X552 CoS2, DSCP1{H24-31%f M %54(CoS3, DSCP{E32-39%} % %54:CoS4, DSCP
{E40-47%f 552 CoS5, DSCP1E48-55%] h552(CoS6, DSCP1ES56-63%f N554CoS7 .
A~

¥ B DSCP{H10-12%f B f{1CoS it 44 CoS2:

TL-SH6428(config)# qos queue dscp-map 10-12 2
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25.5 gos queue mode

wan 2 M i B OIS ER, Efnotr @ T IKREVALE . EMZIIZER, EH KA S
TR PEE SRAEE R 22> B IR P 5 S P R U B e S e LR AR A 1 B AL S R BA A1 A W\ﬁﬂﬂ%ﬁﬁ&
KAEHNAR LV R IRIT o ARSZTHHLLATCO. TCA... TCT ERARKI SN

[ile

B

RFRUEL R

NG

qos queue mode { sp | wrr | spwrr | equ }

no qos queue mode

sp —— AR PAE. AT, ®mIUESASI S b e, RAERIE
KNS A E, ARPLSe B NS A HEAT R e -

wrr —— B RAR Se i AESREECR,  BrE 1L S e BA 4 BE T4 2 BC B EL TR
B RIEHIEG. TCORTCTHMAEEELT: 2: 4. 8: 16: 32: 64: 127,

spwrr —— spFIwrrf VR A0, 7RSI AT, SHALIREE T spMiwrr B AN A 4L, Hod
spZL FwrreHd 2 [a) IE A I 2 PRI S 2 R BE RN, T wrr2EL A 38 BA B4 1) 2 wrr 1 £ R
D—I\lJa E121EE$7%EQT, TC7E$SPZB; TCO@JTCGE%WW?H’ *Xitlﬁi%'] 2: 4. 8: 16:
32: 64, XFEEE R E S R TCTi4Esp il R E 5 e, AR5 2wrrdl il
ATCO. TC1.. TCOIRMEALELIL1: 2. 4: 8: 16: 32: 64Kt S W% .

equ — TP, BRIAEDT. 7R BrE BB A3 & A 58, BT A BAAI
FIAEELZT: 1: 1: 1: 1: 1: 1: 1.

R C B
RAAEH G BfE GO 7 8 Pl LU Y iZ a4

BEHE 1 BAA R AR O AR W e 2K

TL-SH6428(config)# qos queue mode wrr

25.6 qos queue weight

Ztii 4 F T IC B A BAAIAUE = #9277 5045 2 9 WRR B SP + WRR. S LR AR 4 B B 05
éﬁfﬁ)\ﬁbﬁlB)\ﬁJmJ%]FE%I&%h%U?&IE’J%k&xfo KRAHHLL TCO TC1...TC7 KA RAIM SN

BAF
i

qos queue weight { tc-id } { weight-value }
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B

FPRLEER

R~

tc-id —— TC FAFIHI ID, JEEM 0 2 7,
weight-value —— FCE55E TC BAFIIAL H AR

L IR AR 2y WRR, BUEAERIVEE A 1 2] 127 8 S BAZIREARYE A AT TR EE 431 o
7 %E. TCO, TC1, TC2, TC3, TC4, TC5,TC6 #1 TC7 HBKIME ML N: 1, 2, 4, 8, 16,
32, 64 #1127,

2 A 209 SP + WRR, BUE(ERITE I 0 2] 127. TC7 MIHAUEEAE SP 4
BB 05 FEFARBASY, BAARZMBER, J&T WRR A, f£iX4 SP + WRR &
i, 7E SP ARSI IME (fLstdk TC6>TC5>TC4>TC3>TC2>TC1>TCO). ik H
Hn e e SP KL, 7£ WRR ASIAH 2 ARYE &4 ASI R E A BilE . TC1. TC2,
TCO, TC3. TC4 ERMEE, TC5F TC6 & 1, 2, 4, 8, 16, 4r%lk 32 F164, 1
7 H{E A0, JERTTCE.

4Ry B AR

RAAEH G BAE oA R SR AL AT B T % &

BEE RS IR A A I WA S 2, TCO, TC1, TC2 Al TC3 AR fE &
WA 4, 7, 15 F24:

TL-SH6428(config)# qos queue mode wrr
TL-SH6428(config)# qos queue weight 0 4
TL-SH6428(config)# qos queue weight 1 7
TL-SH6428(config)# qos queue weight 2 15

TL-SH6428(config)# qos queue weight 3 24

25.7 show qos interface

W M B on 2 T DR e L LA 2

show qos interface [gigabitEthernet port-list | [ten-gigabitEthernet port-list ]
[ port-channel /agid-list ]

port-list —— HL 8RBT FAL S 0 B AT B LUK W 3 15 /3 181 36
lagid-Isit —— LAGH| % .
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B

BB L B
RERUEER

x
i

R AT i U RILAGHITC B 15 2 -
TL-SH6428# show qos interface
71 LUK WX 111/0/1-4 {1 Qo S B.A5 15«

TL-SH6428# show qos interface gigabitEthernet 1/0/1-4

25.8 show qos cos-map

Zfn 4 M T R7sIEEE 802. 1P e AL B (7 S Mlcos-id Z [Alte-id MRS ¢ &%
ks

show qos cos-map

e

BRI L B
RERUE R

x
P

ZRIEEE 802. 1P Ya 4 HRC & 15 B Alcos-id Z [Altc-id FT LG % & -

TL-SH6428# show qos cos-map

25.9 show qos dscp-map

%2 T R RDSCPL e 4 R B S B
kg

show qos dscp-map

A
REBUE A BT L B A

FPRLEER
x
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A~
5 7RDSCPLSE MM B A5 2 -

TL-SH6428# show qos dscp-map

25.10 show qos queue mode

% F TR VSR BE R

LilSe

show qos queue mode
B

AU ORI BT E B X
RARLEER

p
~pl

STt BB A BRI

TL-SH6428# show qos queue mode

25.11 show qos status

%4 H 1 RoRIEEE 802. 1P AMDSCPLSE L i1 A APIRZS «

LilSe
show qos status
B
R BN BT A e B AR X
RARLEER
T
R~

2IRIEEE 802. 1P SEJANDSCPLFa gk 1 i3 TR -

TL-SH6428# show qos status
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F26E WO RBEEMNS

L R M R RS ST B 11, (2R DB A MR BT e 4, PR 0 b7
G IS RO, 0026 M RO 9 £

S

26.1 monitor session destination interface

A M TR MmO IE RS, JFIRE I H . B fInofr & T IMER A iE 4 .
kg

monitor session session_num destination interface { gigabitEthernet port |

ten-gigabitEthernet port }

no monitor session session num destination interface { gigabitEthernet port |

ten-gigabitEthernet port }

no monitor session session_num

ZH
session_num — W¥AAS . BUEN T M.
port —— Wi 15,
K
2R E
AU R
FUA B GUNMERA LSRR R P AT BAGE %
il

W B i 119 A 2H 1 A v

TL-SH6428(config)# monitor session 1 destination interface gigabitEthernet 1/0/1
I 3 i 11 20 M 42 2.1 Y M A s 1

TL-SH6428(config)# no monitor session 1 destination interface gigabitEthernet
1/0/2

TR M7 4

TL-SH6428(config)# no monitor session 1

26.2 monitor session source interface
Zan A H T B a0 D RILAG, B Inofy 2 F T B AR N )4 W 425 0 1 FILAG .
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kg

monitor session session num source interface { gigabitEthernet port-list |

ten-gigabitEthernet port-list | port-channel /agid-list } mode

no monitor session session_num source interface { gigabitEthernet port-list |

ten-gigabitEthernet port-iist | port-channel lagid-list } mode

session_num —— WIEHMAS . BUE TN,

port-list —— % Wiz 5138, wEEE— A AN .

lagid-list —— A FIZR, PIEF— D MR

mode —— Wit Hizt. H=FEFE: rx, txBLKboth. rx (NTIMEREER0), Kbl 5
I 30 (0 B B B M 2 1, BEAT AR . tx (M), B o 0 & e 3
M B a1, BT . both, [REIRFEEAT N D WEF A 11 % .

4 R B AR

FUEE B R4 D3RR AT AT BUE % i &

1. R O N2 H AR AR

W P AN EOAMSER 1, (EE AN AT DL RIS O 4% 3 1

M A LRI B A 0 1R BAAE TR — VLAN 1, ] BLASAE T-[A— VLAN
72 S 1 AT B s 1 A BE T 2 o 1 ol 0

A w0 BN

A~
BB i 14,5, 7 9 I A B w1, TR N A
TL-SH6428(config)# monitor session 1 source interface gigabitEthernet
1/0/4-5,1/0/7 rx
TR s 1409 W42 A PR s %0 1, IR ORPAIN I 928
TL-SH6428(config)# no monitor session 1 source interface gigabitEthernet 1/0/4

rx

26.3 show monitor session

Al g R TN ARG AR G Y S
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Cig
show monitor session [session_num]
ZH
session_num fe R dA S, AN T BRI RN G R BUEN T
M.
B
UL R BT E B X
RRLER
p
A~

BN AR ERE R

TL-SH6428# show monitor session 1

155



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

F27H ImDREECEaw<

S 11 8% 125 T B TT DA™ Ak BR ] — i 11 81 53 &b — AL i 11 OB e A, T B i R 4% 1 22 412k

27.1 port isolation

A v B 1 A S T R B DI RE, BRI ST DA Ta) e A i 141 97 38 m )i 11 2 e B8
. Efnodr & M T MR R B E .

Cig
port isolation { [ gi-forward-list gi-forward-list ] [ po-forward-list po-forward-list] }
no port isolation
¥
gi-forward-list —— i L1513, AlEHE— A A .
po-forward-list — JLFRAHFK
B

EORER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

RFRUEL R
R B G AN A G SR B0 L mT DA P i i
NG
Ve B 3 54T PA 3 11,2, 4 FILAG 244 K B4 .

TL-SH6428(config)# interface gigabitEthernet 1/0/5

TL-SH6428(config-if)# port isolation gi-forward-list 1/0/1-2,1/0/4 po-forward-list 2
BCE i 120] DA AR S LV R B, BIRE ) 3

TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# no port isolation

27.2 show port isolation interface

%2 T A F A D ALAGH e K i 1 513 .
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LilSe
show port isolation interface [ gigabitEthernet port | ten-gigabitEthernet port |
port-channel /agid ]
¥
port —— AT B AT R N SR AG B 5.
lagid —— e FEAy A E K N ARAE B RERA S, BUETER1-14.
B
AU RN BT E B X
RARLEER
p
~pl

7RG 1 1/0/ 21 %% vty 11 51) 2%«
TL-SH6428# show port isolation interface gigabitEthernet 1/0/2
7 AR v 1 RTLAG A 2R 11 e g 1 31 3%«

TL-SH6428# show port isolation interface
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$F28FE HEKIAMIEE &S

A 0 D 3 TT ARG HE S 4 U B S 1 Py 32 (R I 2% TR AR T A7 AE R B, DT AR IR 2% mh o A ) 4
PR R RS o

28.1 loopback-detection (global)

Zan TR A RPN ThEE . € BInodir & F 5 P 4 JR 34 6 i T g

LilSe
loopback-detection
no loopback-detection
B
4 Jeic B A
RARLEER
RAAEH G BAE oA R SR AL AT B T % A &
R~

Jo I AE HATL A i 1 00 Ty e

TL-SH6428(config)# loopback-detection

28.2 loopback-detection interval

i & P T BC B2 0 e 1) ()R8, S LA B 300 PAY A3 — A U SR M W 246 52 15 A7 A
ik .

[ig
loopback-detection interval interval-time
2
interval-time —— It & M e 00 PO 1A 3 P 17) - HCAE Vi L1 3100040, BRIA 93040
B
4 e B A X
KL SR
ARSI #BAE A 2T R R AL 7T DU T Z i &
~pl

e B 2 % 0 14 1) o I 1) 9 5080 -
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TL-SH6428(config)# loopback-detection interval 50

28.3 loopback-detection recovery-time

it 4P T TE BL CBLIE R RO ML

Cig
loopback-detection recovery-time recovery-time

¥
recovery-time —— i 1 WU 21 X 26 tH IR BRI, K PHZE v o AERCE KR NS,
BHLZE f0 s R AE W TR, I BB M PR o DA S I T 335 1 B8 g M 00 1) o 1) )
B, IR 9 1~1004 H I ik 1a] 1a] B, BRIA 3.

B
2 R B AR

KL R
ARG FBAE A 2T R B AL 7T B AT Z i &

7~

Pic A SO0 R SR i) A 34 M 0 i) g e 1]

TL-SH6428(config)# loopback-detection recovery-time 3

28.4 loopback-detection (interface)

a4 T A AR i ORI B I D) RE . & BInod & FH T OGP 42 = A e B il D e
w4
loopback-detection

no loopback-detection

B
FEOREMRS (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

AR K
WAEHRA . AE NG P R P vl DU i &

7~

Jet FH i 11 1-3 (R 24 U D -

TL-SH6428(config)# interface range gigabitEthernet 1/0/1-3
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TL-SH6428(config-if-range)# loopback-detection

28.5 loopback-detection config

i 2 FH e B o 1 BH 28 i A AR B R R AR K

Cig
loopback-detection config [ process-mode { alert | port-based } ] [ recovery-mode
{auto | manual } ]
¥
process-mode ——it i I PG I R AL FRBE . A AN IR T
alert: ¥y [ FRIIIEE LR HIREE R
port based: i A IR BRI A HFREAS IS, [ B BH ZE 3 1
recovery-mode —— i 4% FH 2 f5 (KB . AP IED:
auto: it [ PH 28 J5 223 B Bl Pk SN 1) 5 4 B Sl Al P 2E
manual: ¥ 4 FHZE 5 R BE Tl FRPH 28R
B
FEOREMR S (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
KL R
ARSI FBAE A 2T R B AL 7T B T Z i &
il

Fict B i 11 2 R W I AL PR A 2 Aport-based, Pk E 13 Amanual:
TL-SH6428(config)# interface gigabitEthernet 1/0/2
TL-SH6428(config-if)j# loopback-detection config process-mode port-based

recovery-mode manual

28.6 loopback-detection recover

%4 P T4 4 5 AOBELSE FURAL N IE 3R -
Lile

loopback-detection recover

K
EORCE A (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
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RRER
SRR BRI ARTERSR 2 P AT DB % 4

7~
W I 112 1 B ZE IR W 9 1E R
TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# loopback-detection recover

28.7 show loopback-detection global

it 4 I RRA B e R S

LilSe

show loopback-detection global
B

AU ORI BT E A X
RARLEER

T
R~

A I D) RE R 4 R B 24

TL-SH6428# show loopback-detection global

28.8 show loopback-detection interface

i A R os FrA i AR I DN ) BE I B 280U I RS

[ig
show loopback-detection interface [ gigabitEthernet port | ten-gigabitEthernet
port ]

ZH
port feE G 5.

B

R R BT A E B

RFRUEL R
x
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7~
B FITA S 1 AP S 0 o RE T B 2 8 S s FUIRES:
TL-SH6428# show loopback-detection interface
7 Uit S PR R I I D e B S B i RS -

TL-SH6428# show loopback-detection interface gigabitEthernet 1/0/5
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#2975 ACL ILE M4

ACL (Access Control List, jlal#%#%1)3), it & UCECHEIN] . AbFREAE DL A I TR)AL PR Sfe S %t

o it

NP DR 7 oy K il 1 s P E kil IR ok e A U

29.1 time-range

% TN a1 B, B no fiv 4 F T MRS B2 (] Be . 24 1 E B ) ACL FR 75 ZE4Z I [h]

Bt

AT YRS, FTUASEHC BN (B, AR AE AR LKA U 38 T I 1) B AL AR S| Z N TR B, X 25 M

RAEZAG E I T BEN AR R, TS T I 3] BEi) ACL i iig.

B

FPRLEER

R~

time-range name

no time-range name

name —— EININAIR R BLAZFR, "IN 1~16 DNF15F.

4Ry ic B AR

RAAEH G BAF oA R SR AL 7T B T % &

ININ—"~444 tSeg1 I ] B :

TL-SH6428(config)# time-range tSeg1

29.2 absolute

%A

[ile

i TR E I TR BONZE X R, B no & F T 25 4 i 2K

absolute start start-date end end-date

no absolute

start-date — ZxRCN Bk aR H T, 20y MM/DD/YYYY, &y 01/01/2000.

end-date —— 4T RIAR H I, T2 MM/DD/YYYY, 641 24 01/01/2000.
FaycayiE PR TER R B Gl g P ke s ch iy e v
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K
i ) R B A (time-range create)

RRLER
HAEH A BAE RGN P R mT LU %

A~
We N F) B tSeg1 Jaxi s, WS IRSEHEJy 2012 4E 5 F 5 H£ 2012410 H 5 H:
TL-SH6428(config)# time-range tSeg1
TL-SH6428(config-time-range)# absolute start 05/05/2012 end 10/05/2012

29.3 periodic

% F TG B (R BOY R I, B no fr & H T 25 F R R .

[ig
periodic [week-date week-day] [time-slice1 time-slice] [time-slice2 time-slice]
[time-slice3 time-slice] [time-slice4 time-slice]
no periodic

ZH
week-day JaRARE, AN 1-3, 6, A% daily, off-day, working-day. J
1-3, 6 Kol —. A=, JH=MESS; daily £ontiok, BIE—2HH; off-day &=
JAAR, BREZSHIE H; working-day 3278 TAEH, BUJE—20E F. S8 28 E I
time-slice —— 7Nt A] B, 208 HH:MM-HH:MM.

K
i ) R B A (time-range create)

RRLER
HAEH A BAE NPT P R mT LU % 2

A~
Y LRI tSeg IFIRIEE, I IR B A 2K ¥ 08:30-12:00:
TL-SH6428(config)# time-range tSeg1
TL-SH6428(config-time-range)# periodic week-date off-day time-slice1
08:30-12:00

29.4 holiday

i 2 AR 18] B e B S N R i 52 I 8] B B o9 R H AR . B no dr & A 5B H AR K
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w4
holiday

no holiday

s
i) XL B A5 (time-range create)

KL SR
ARSI FAE A 2T B AL 7T B AT Z i &
~pl
Y NN tSeg B[] BU MR H AR
TL-SH6428(config)# time-range tSeg1

TL-SH6428(config-time-range)# holiday

29.5 holiday(global)

A& M T8I time-range ORI B H . €/ no a4 M T MIERARR B H
kg

holiday name start-date start-date end-date end-date

no holiday name

ZH
name — iR HAFR, FHIA 1~16 D75
start-date —— i H 2 aG Hi, # =’y MM/DD, %1 05/01.
end-date — TR H AR H Y], #3y MM/DD, 1 05/03.
K
4 JR e B AR
AU R
WHER R BE SR P R B A P T DS % dr 4
7~

ESCYR H RS, i E IRy 10 H 1 HEI10 A 3 H:

TL-SH6428(config)# holiday nationalday start-date 10/01 end-date 10/03

29.6 access-list create

%2 T84 EIP ACL. 7 IP ACLFNIPVE ACL.
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LilSe
access-list create access-list-num
2
access-list-num —— ACL ID5 .
B
4 e B A X
KL SR
ARSI FBAE A 2T R B AL 7T DU T Z i &
~pl

A —MD5 45231 #EIP ACL.:

TL-SH6428(config)# access-list create 523

29.7 access-list bind acl

%A T T8 ACL BELE-RE L im L 5% VLAN L.

LilSe
access-list bind acl acl-id
no access-list bind acl acl-id
2
acl id —E4 52 ] VLAN [ access-list % 5.
B
e RE BN
KL SR
ARSI FBAE A 2R B AL 7T B T Z i &
~pl

fE3 1 2 - F4EIRE ACL 100
TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# access-list bind acl 100

29.8 mac access-list

%2 H TEIEMAC ACL, "EHnodr 4 I T MR % N FIMAC ACL. MAC ACLR 4 #dE tHIJEMAC
Haht. HIMACHLAE. VLAN. =2 PSR4 — R A5 e VL EC RN, X Bt G E AT AR S ) 20 B
AbFE .
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Cig
mac access-list access-list-num
no mac access-list access-list-num
ZH
access-list-num — Z AN JACL ID5,  HUfH v [ 0-499.
B
2 R B AR
KL R
HAEH A BAE NN R v LU %
7~

Bl —M D5 H23MAC ACL:

TL-SH6428(config)# mac access-list 23

29.9 access-list standard

%7y 4 F FARIFAEIP ACLATI, 22 Mno i 4 IR AL . FRvEIP ACL AT LLAR 4§t 41 1P
B (3 L 5 DC PR A SR G AT A1 43 BT bR

Cig
access-list standard acl-id rule rule-id {deny | permit} [ [sip source-ip] smask
source-ip-maskK] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment ]
no access-list standard acl-id rule rule-id

¥
acl-id — ZER ) ACLID 5
rule-id —— AT IMAIFNE) 1D 5.
op —— I A& DRI Ry i A ) Ab 3 7 K. Horb deny KR & 558088 15 permit
TR RBARAL . BAEEN permit.
source-ip —— FME & HIYR 1P bk,
source-ip-mask —— i IP Hulik fOHERD . 2 5N TR 1P ik, TU]0AZ5U N AR S, B ERL .
destination-ip —— HLUEL (1) H 1 1P Mk
destination-ip-mask —— H ) IP Huhik (3RS . AN T B 1P Hohk, 0242504 A
B2 AR o
time-segment —— FRNI A= G I ] B 44 0K, S48 B S e PR A

B

4Ryl B AR
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RFRUEL R

R~

RAAEH G BAF oA R SR AL AT B T % A &

BN ID 504 120 FR#E 1P ACL, AL IEI 10, For i 1P Hiik v 192.168.0.100,
ittty 2565.255.255.0, FL A= RIS T By tSeg1, Wi 2 LR A HHE €1, A #bl 7
PG 52 -

TL-SH6428(config)# access-list create 120

TL-SH6428(config)# access-list standard 120 rule 10 permit sip 192.168.0.100 smask

255.255.255.0 tseg tSeg1

29.10 access-list extended

Wz H TNy EIP ACLEEI, & iInodir 4 I T M ox S o

kg

access-list extended acl-id rule rule-id {deny | permit} [ [sip source-ip] smask
source-ip-mask] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment]

[dscp dscp] [s-port s-port] [d-port d-port] [protocol protocol] [tos tos] [pre pre]

no access-list extended ac/-id rule rule-id

acl-id — ZE N E ACLID 5.

rule-id —— HHTA I 1D 5.

op —— ACHMLXS T 2 DT JC R I 1) 5cafs B 1y Ak 285 2 Fe b dleny 37 2 78 804 60, : permit
FoRFE REAR AL BN permit.

source-ip —— FHN AL HUE 1P Hiuhk.

source-ip-mask —— Y5 IP Hihk OHERD . 27 44N 7 V5 1P Hdik, T 2 N RH N [ F 6
destination-ip —— FLINEL5 () H () 1P Hdik.

destination-ip-mask —— H 1) |P HiuhE RS . #5057 B89 1P ik, WL i A
IVAERE R

time-segment —— A= RS TR B A2 B, SR B N TE PR il

dscp —— & dscp M, Vu 0-63.

s-port ——4 IP Ppi3i& % TCP/UDP i, IHAREC & AU 65 (1) TCP/UDP i 15
d-port —— 4 IP i % TCP/UDP i, ILARAL B #4651 TCP/UDP H i 114

protocol —— ¥ & VCHC B 7 BE (AR -
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B

FPRLEER

NG

tos —— N EH) IP ToS B S R,

pre —— FFLE 1) IP Precedence FEE R
4 JR T B AR R
HWAHER . B0E QMg P 2RAR P AT DAE %A 2

G — 1D 54 220 (4 J& IP ACL, yH A 10, Herr s 1P #bikJy 192.168.0.100,
ity 255.255.255.0, FLI A RIS T B tSeg1, Wb 2 LR I HicH s €1, A #bl 7
PG Je -

TL-SH6428(config)# access-list create 220

TL-SH6428(config)# access-list extended 220 rule 10 permit sip 192.168.0.100 smask

255.255.255.0 tseg tSeg1

29.11 access-list ipv6

%2 T InPve ACLEEN, & Hnoir & FH MR NZ R o

[ile

access-list ipv6 acl-id rule rule-id { deny | permit } [dscp dscp-value] [flow-label
flow-label-value] [ [ sip source-ip | sip-mask source-ip-mask] [ [ dip destination-ip ]
dip-mask destination-ip-mask ] [ s-port s-port | [ d-port d-port ]

no access-list ipv6 acl-id rule rule-id

acl-id — ZEIMANKACL IDS

rule-id — HHTAHINFIFLN DS o

deny — EFHIRE.

permit — AR HOATREE.

fREdscplffE, JEFEIM0-63.

flow-label-value —— PV br%:, 3t il ) O-Oxffff.

source-ip —— FUNEL & IR IPH kL

source-ip-mask —— JRIPHULEHEND . 5N TYRIPHUEE, T 20086 N FH B, (I FE AT .
destination-ip —— HLUEL S 1) H i IP L

destination-ip-mask —— H [JIPHEHERD . #E5N T H BIIPHbE, 022016 N AR R
(RS o

dscp-value
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s-port ——4IP YR TCP/UDPHY,  JLALEC & #1412 t TCP/UDP S 5.

d-port ——4IP P TCP/UDPHRY, L ALAL B #4045 I TCP/UDP H (13 12

B
4 JeiC B A

RARLEER
ARSI FAE A 2T R B AL 7T DU T Z i 4

L]
1E¥1Pv6 ACLIEH: ] —/NVLANBEE R, 155 HL B SDMELR A “enterpriseve” R A7
AL E . % 7 fi#3H Z2SDMIELE(E B, 1E A Gsdm prefer.

A~
A — D5 360019 EIPv6 ACL, JNEAINAINIA0, HAJdiPtiit A3001:1, #
f°49255.255.255.0, il 2 LA B 6, A HAL T DA A
TL-SH6428(config)# access-list create 3600
TL-SH6428(config)# access-list ipv6 3600 rule 10 permit sip 3001::1 sip-mask
ffff:ffff:ff00:00ff

29.12 rule

a2 M T4 S MAC ACLILI, & nor& F I sAH BRI o

[ile

rule rule-id {deny | permit} [ [smac source-mac] smask source-mac-mask ] [ [dmac
destination-mac] dmask destination-mac-mask ] [vid vian-id] [type ethernet-type] [pri
user-pri] [tseg time-segment]

no rule rule-id

rule-id —— HHTAIMAIFE 1D 5.

op —— ST F2 VT FC B I F) e € ey Ak 28 77 200 Ho b deny 2R 25 345040 60, s permit
TR REAR A . BHA A permit.

source-mac —— LI ELEHIJE MAC Hiudik.

source-mac-mask —— i MAC il RS . #5145 TR MAC Hulik, WA 25t A AH
JSL PR RS o

destination-mac —— UL 5 ¥ H i) MAC ik

destination-mac-mask —— H [ MAC il (RS . &% N T B\ MAC Hihik, 2%
ZRUH AR SL R HERE
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vian-id —— #LUESH VLAN ID 5, HUEIEREA 1~4094.
ethernet-type —— FNALE I LUK AUE B, BN 4 67 16 24
user-pri— R PSR, BUETEEDY 0~7, SR ATCIHRE].
time-segment —— FUI A= 0 I T B A4 0K, 648 B S TE PRl

B
Mac Access-listlii & i3

AU R
HWAAEH G BAE SR P B T U i 4

7~
Zw%% MAC ACL 20 m#0 10, My MAC Hitkhy 00:01:3F:48:16:23, HEfi% N
11:11:11:11:11:00, VLANID 52, H Pl 5, MBI A BN tSeg1, XTI
JESERUN L, LT LR

TL-SH6428(config)# mac access-list 20
TL-SH6428(config-mac-acl)# rule 10 permit smac 00:01:3F:48:16:23 smask

11:11:11:11:11:00 vid 2 pri 5 tseg tSeg1

29.13 access-list policy name

1z A H T nPolicy, ‘& RInofi 4 H THIBRXS B Policy 2k H « Policy DIREIACLFNZIELH A K s
YR — V5 A SRS, XS AE SLACLELU )5 gk AT 1], I p iR E B REm e . iR
Al 1 2 5 1)

[ig

access-list policy name name

no access-list policy name name
¥

name — R NAIPolicy & H%, Al A1~16/1N 715 .
B

4 JeiC B A
RARLEER

ARSI FAE A 2T R R AL 7T DU T Z i &
~pl

I n—A~4 Jypolicy1 fJPolicy:

TL-SH6428(config)# access-list policy name policy1
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29.14 access-list policy action

%2 H T+ Policy#s IMACLIF #E N ActionBit LA DL EBIE, EfInodr & H TR RBIE -

access-list policy action policy-name acl-id

no access-list policy action policy-name acl-id

ZH
policy-name —— B B [JPolicy 475, AT A1~16N 745
acl-id — Policy/E HJACLIID .
K
4 e i B A
AU R
RAEHI . HAE S @R P B F - T U i 4
7~

N4 HNpolicy1f{IPolicy#Zs IIACL 120:

TL-SH6428(config)# access-list policy action policy1 120

29.15 redirect interface

%2 Ty Policy WINEE M 3h1E, BERILE 7 AN ACL HIBWE U K BHR Eim I . "B no
i P TN AR R o 1

Cig
redirect interface { gigabitEthernet port | ten-gigabitEthernet port }
no redirect interface { gigabitEthernet port | ten-gigabitEthernet port }
¥
port iy 1B [ ) L 10 1, B ULIEC 1 A ACL FOECHE 0056 i 3] L b 415 52 4 9
Mo SR I AT i
B
Action it & 55
RRLER
HAEH A BAE RGN P R v LU % 2
A~

479 policy1 [ Policy T mzhfE, xiF& ACL 120 AR FIEE 6, Bk )om 1 2.

TL-SH6428(config)# access-list policy action policy1 120
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TL-SH6428(config-action)# redirect interface gigabitEthernet 1/0/2

29.16 s-condition

& M T Policy #s it i & 2. B no a4 T BRI .

B

FPRLEER

R~

s-condition rate rate osd { none | discard }

no s-condition

rate —— IS E FIAUEE R, BUETERAY 1~1000000 (kbps).

osd —— it WA B OB IR AL EE, BTG G A0 e R AR i A B T 5, A AL EE (none)
MEFE (discard) FEAEI . BB NAALEE.

Action Fic. & #x 2

RAAEH G BAF oA R SR AL AT B T % A &

N4 policyl 1] Policy #inahft, X754 ACL 120 AR AR, Fd i

1000kbps, SZHMLKE T LA EF

TL-SH6428(config)# access-list policy action policy1 120

TL-SH6428(config-action)# s-condition rate 1000 osd discard

29.17 s-mirror

A& M TN Policy # it S50 . B no fr S MERS &N .

kg

28

B

RFRUEL R

s-mirror interface { gigabitEthernet port }

no s-mirror interface { gigabitEthernet port }

port —— BRI & H .

Action it & & 2\,

RAAEH G BAF oA R SR AL AT B T % &
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NG

44 policy1 i Policy W INzhtE, K556 ACL 120 HFH MR I ) #a A0 53 1 213 11 2:
TL-SH6428(config)# access-list policy action policy1 120

TL-SH6428(config-action)# s-mirror interface gigabitEthernet 1/0/2

29.18 gos-remark

%4 124 Policy %Il QoS EARCAIE, BRI no T4 TR RBh1E .

B

FPRLEER

R~

qos-remark dscp dscp priority pri

no qos-remark

dscp —— QoS HiricZ DSCP, JyULHAC 1AM ACL HI# fL45 & DSCP k. HE VulH
N 0~63, R ATCIRM] .

pri—— QoS HARCZ AN S, AULE 7 HIN ACL FI¥s Bl 45 €Ik % . BUETEH
4 0~3.

Action it & & 2\,

RAAEH G FAF oA R SR AL 7T B T % &

N4 policy1 [ Policy #inahff, X454 ACL 120 AN KNI #E L, 4572 DSCP

730, RSN 2:

TL-SH6428(config)# access-list policy action policy1 120

TL-SH6428(config-action)# qos-remark dscp 30 priority 2

29.19 access-list bind acl(interface)

w2 T ACLER E i I, EfInodr & THUHSRE .

access-list bind acl acl-id

no access-list bind acl acl-id

acl-id — 45 5% 3 I ACLS o
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B
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /
interface range port-channel)

RRLER
ARSI FBAE A 2T R AL 7T DU T Z i &

7~

FACL1004% & 23ty 112:
TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# access-list bind acl 100

29.20 access-list bind acl(vlan)

Za AT 9 e ACLEHR € VLAN, & fnofr & H THUHSEE .

Cig

access-list bind acl acl-id

no access-list bind acl acl-id
ZH

acl-id — Z485E 23w 1 ACLS
B

Ol E A (interface vian)

KL SR

RAAEH G BfE GO 7 8 Pl LU Y iZ a4
NG

#ACL 10048 € FIVLAN 2:

TL-SH6428(config)# interface vlan 2

TL-SH6428(config-if)# access-list bind acl 100

29.21 access-list bind (interface)

% 4 F4b 5 Policy BIFEE i 11, B ffinodi 4 I I 485 -
i

access-list bind policy-name
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no access-list bind policy-name

policy-name —— Z45 5 F|uit H FIPolicy % K .

EORER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

KL R

HAEH . BAE OO P R0 - m] DU 4
7~

Fpolicy 145 & 2|y 12

TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# access-list bind policy1

29.22 access-list bind (vlan)

Zn 4 H T 482 Policy #I45 EVLAN, & Knofir & Hl T BUHIRE «

[ig

access-list bind policy-name

no access-list bind policy-name
ZH

policy-name —— 4 5€ F|VLANK]Policy % #x .
K

O ERA (interface vian)
AU R

WAHERLR . BAE RS g B R P AT LU i &
il

Fpolicy145 2 Z|VLAN 2:

TL-SH6428(config)# interface vian 2

TL-SH6428(config-if)# access-list bind policy1

29.23 show time-range

i T R os AT I (e BU O E

176



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

Cig
show time-range
B
RO BT TiE B AR X
RRLER
p
7~
BN BT A I TR B

TL-SH6428# show time-range

29.24 show holiday

i M Ros i e SRR H .

Cig
show holiday
B
R BN BT A e B AR X
KL R
T
A~
woR R HBE

TL-SH6428# show holiday

29.25 show access-list

i M T ERACLEC &

[ig

show access-list acl-id
ZH

acl-id — Z R R E ACL IDS .
B

R R BT E B

RFRUEL R
x
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A~
2/RID 5 A20fMAC ACLITI AL & :

TL-SH6428# show access-list 20

29.26 show access-list policy

%4 T EorPolicy it & .

LilSe
show access-list policy name
2
name — R E Hpolicy FIHiA .
B
R BN BT A S B AR X
KL SR
p
~pl

R4 Npolicy 1 115 B

TL-SH6428# show access-list policy policy1

29.27 show access-list bind

%4 T 5 ~Policy4t 2 it & -

LilSe

show access-list bind
B

AU ORI BT E B X
RARLEER

p
~pl

T~Policy4f e W E :

TL-SH6428# show access-list bind
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#30Z= MSTPECE#4

MSTP (Multiple Spanning Tree Protocol, £ ZfESTPFIRSTPHIZEA I, RIFIEEE
2 EMIEEE 802.1SFRAEEENLIY, 15 RS b i b B b 4k 2% 2= P B ER B R P Lo A2 BCR Hp
VI AR R AR 3 I R 3 — R B 2 AR 1 SRR TR 7 V08 B B TR IR B 1 H 1, RIS SEEUBE % 4% 10 AN
AR EBARAL .

30.1 debug spanning-tree

i 4 T IF I A i S (AT B, anod & TS 1z
i

debug spanning-tree { all | bpdu receive | bpdu transmit | cmpmsg | errors | flush | init

| migration | proposals | roles | state | tc }

no debug spanning-tree { all | bpdu receive | bpdu transmit | cmpmsg | errors | flush |

init | migration | proposals | roles | state | tc }

TR O 1 A RS

bpdu receive —— &7 BT SCAR OB A KA BT (BPDUD (B S o
SRR AR R B OB B R H o (BPDUD IIAME B
cmpmsg —— B i BRI HIAE S

errors —— E/RMSTPH IR 1 IR (E &

flush —— S RHhEFRIHT 10T RE B

init —— R EE S HATIR AL A R

migration — EoRIAIER PIIREE R .

proposals — Z/rMSTPIE TR RS R

roles —— R RMSTPH: O A (e )4 1 U5 B

state —— W/RMSTPE: FUIRZA AL AT E B

tc —— B/RMSTPH M FAFH (G .

all

bpdu transmit

B
RO 3

FPRLEER
R BB G R L T LS i i &
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NG
WA A 1 2 S S

TL-SH6428(config)# debug spanning-tree all

30.2 spanning-tree (global)

i T 2RI R AR ThRE, B RInotr 4 H 125 Fl A= it D g .

LilSe
spanning-tree
no spanning-tree
B
4 JeiC B A
KL SR
ARSI FBAE A 2T R AL 7T DU T Z i &
~pl

1 SCARBLAR) 25 B D RE -

TL-SH6428(config) # spanning-tree

30.3 spanning-tree mode

% T B A B R, B fInofr &l TIRE BN &

LilSe
spanning-tree mode {stp | rstp | mstp}
no spanning-tree mode

2
stp —— BRI, D9z it Hem it
rstp —— BRIE AL B e A AR
mstp —— £ FE A BB

B
4 e B A X

KL SR

RAAEH G BAE oA R SR AL AT B T % A &
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i
WA A A ACIMSTP:

TL-SH6428(config)# spanning-tree mode mstp

30.4 spanning-tree mst configuration

Zan ST AR E A N HEAMSTER BB, & Hinodr 4 H T AH N H) SL 2 N BRIABLE -
w4
spanning-tree mst configuration

no spanning-tree mst configuration

B

4Ry e A
KL SR

RAAEHG BfE GO 7 R P T LU Y iZ a4
NG

HEAMSTRC 8
TL-SH6428(config)# spanning-tree mst configuration

TL-SH6428(config-mst)#

30.5 spanning-tree mst instance

%2 T EBEMSTSRBIRI S, € RInodr & T E RN SEG I ER AL S 2 -

spanning-tree mst instance instance-id priority pri

no spanning-tree mst instance instance-id priority

ZH
instance-id —— 511D, JEHJ91~8.
pri—— MSTURE L, & RAEXS N SLBIIDH, #f i S HA A 75 A0 R 0 B AR
HU{E 5 FEl0~61440, [A]fE4096, HREHS 32768,
B
4 JRi e B A
FRBUE SR

RAAEH G BfE GO 7 8 Pl LU Y iZ a4

o
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A~
JER SR, I8 BMSTIHS54% H4096:

TL-SH6428(config)# spanning-tree mst instance 1 priority 4096

30.6 spanning-tree priority

Zar TR EMR LGS, ERnodr &l TR EEAR &

kg

spanning-tree priority pri

no spanning-tree priority
2

pri— HHlSed. HUETEEI0~61440, GREIN H32768.
B

4 e B A X
KL SR

RAAEH G FAE oA R SR AL 7T B T % &
NG

B EMIL e 94096:

TL-SH6428(config)# spanning-tree priority 4096

30.7 spanning-tree tc-defend

w2 T RCE LS MW 2 RTCHRY, Efinofr & TIKEEVARCE . & ERIBITCHRIC (W
AN EAACHIERR D) Ja, SPATHER IR R . i 2 2% R M TCHR ST i,
PEE M R B 2 25 B i RAR K S, 45 28 AR E Al RAR KBS . TCARY AT LARR 1 — & JA I N
AZHHUFENCTCHR S K E H 5 AT ) R TP ) e e A

kg

spanning-tree tc-defend threshold threshold period period

no spanning-tree tc-defend

threshold —— TCHRYR{E, HBUETER1~100 (BdEE), I ~20. TCHY R1E 2
FETCORY AN, ACHMLBITCHOC B R H « B H 5, ASHpE A A A
FEHEAT M4 bk 2 A B0

period —TCHRY EH, HUEER1~10 (B, SRAEHA5.
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B

AR E A
FPRLEER

RAAEH G BlE SO B -l A i 4
R~

BEETCORYIREN304E L, TCORYHIMIN105D:

TL-SH6428(config)# spanning-tree tc-defend threshold 30 period 10

30.8 spanning-tree hold-count

i M T B AR ER S, ERnofr & H T KRB E .

[ile
spanning-tree hold-count value
no spanning-tree hold-count
¥
value R, BIEREANCLE IS R, S R 22 RS Rk R PSR SO T . L
HYEEN1~20 (pps), BRiME AS5.
B
4 e B A X
KL SR
RAAEH G BAE oA R SR AL AT B T % A &
R~

B A I PR i 9 8pps:

TL-SH6428(config)# spanning-tree hold-count 8

30.9 spanning-tree timer

% 4 T ICE AR B Bk i 18] AL 1), AR, B inod & F TR BRIARLE -
[iss

spanning-tree timer { [forward-time forward-time] [hello-time hello-time] [max-age

max-age] }

no spanning-tree timer
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2%
forward-time —— LHIERS , BITERIZE 0503 I SCHL IR i 1 ARSI A2 FRO S I A 1]
WA TS 94~30 (F0), BRIMAE 15, JFH2x (BHIRER-1) 2240,
hello-time —— HxZ% 18], RIAZHRBUAIE URSGRSCH A, F TR I i A 75 A7 A2 ik e,
BUETEREN1~10 (B2, BUME N2, FFH2x (REEIFA+1) <AL .
max-age —— EALIIE], BIHRSRSCAESSHML A RENS DR A7 1 SR A a0, BUMELYE B
6~40 (F»), ERIME H20,

B
4 JR e E AR

FPRLEER
RAAEHG BfE GO 7 R P T LU Y iZ a4

NG

BE A B (AL AE I D9 1680,  BRZGIS (] 9340, BALI H] 92245

TL-SH6428(config)# spanning-tree timer forward-time 16 hello-time 3 max-age 22

30.10 spanning-tree max-hops

i 2 F e B AR R SR SO R i KB B inofir & T TR EBOABCE .

spanning-tree max-hops value

no spanning-tree max-hops

28
value —— f KIBEEL,  BIBMSGRSCHERE A RO SRR e PR T 25 o AR, BBV
FI91~40 (B6), BRIAE H20.
B
4 R B AR
FPRLEER
RAAEH G BAE oA R SR AL AT B T % A &
R~

WE R KB 30:

TL-SH6428(config)# spanning-tree max-hops 30
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30.11 instance

%A M T HCEVLAN-MSTPSZGIBR S, & HInofr < HI 352 B i 5 28 SO BRAR BLFR S o S48 9
MIERIG,  SiZSEBIA R AT 5% & 2 A2 R -

Cig
instance instance-id vlan vian-id
no instance instance-id [vlan vian-id]
¥
instance-id — SIID, JEHIH1~8.
vian-id ——Z IS FVLAN ID.
B
MSTHC B A5
RRLER
ARG FBAE A 2T R AL 7T B T Z i &
7~
FFVLAN1-1008 5 21 524511 -
TL-SH6428(config)# spanning-tree mst configuration
TL-SH6428(config-mst)# instance 1 vilan 1-100
F& R S48 1 A A VLAN 1-1008 5 -
TL-SH6428(config)# spanning-tree mst configuration
TL-SH6428(config-mst)# no instance 1
H4 524501 f¥IVLAN1-50 \VLAN1-100 B 5 H F2 ik -
TL-SH6428(config)# spanning-tree mst configuration
TL-SH6428(config-mst)# no instance 1 vian 1-50
30.12 name

2 TECEMST B4 . MSTP R LKA # W 25 K1) 73 2 ANk, A6 76 A [T B AT VLAN-
S B 5% R A LA AR T A —MMSTH (Multiple Spanning Tree Regions, £ 42 i)
S L FE G B AL FAET G

[ile

name name
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ZH

name — %, FITAFEAMSTHEL, THIA1~324 7%
R

MSTHC B f5 2
ILER

PRI G R0 ORI R P ST B P AT DS P % 4
7~

fic B MSTP /I8 4 Hyregion1:
TL-SH6428(config)# spanning-tree mst configuration

TL-SH6428(config-mst)# name region1

30.13 revision

Zan T ECEMST SERIRMEIT 200 .

fré
revision revision
22
revision BT, Y5 H0~65535.,
B
MSTH & 1 5
ERLEL R
REEHE O BAE DRSS 280 P mT DS B % 4
15

Pic EMSTPIET 2453 79 100:
TL-SH6428(config)# spanning-tree mst configuration

TL-SH6428(config-mst)# revision 100

30.14 spanning-tree (interface)

Zdin A M TR E b LT R 2E B ThEe, B iInofr & F 145 2R B Zhise -
kg

spanning-tree
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no spanning-tree

B
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)
RRLER

HAEH A BAE NN R v LU % 2
7~

A i 11 2 H6) 25 B T e -

TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# spanning-tree

30.15 spanning-tree common-config

Zan 2 AR DR E, Efnom S HTWEEINEE. CIST (Common and Internal
Spanning Tree, AJLFIPNERA M) & iEFE— NS W28 N BT 3 2% I B 2R B o ARdn 4 HRACE.
ity 1 FEF-CISTHIZ B UL K T A SL B 3L F 50

[ig
spanning-tree common-config [port-priority pri] [ext-cost ext-cosf] [int-cost
int-cost] [portfast {enable | disable}] [point-to-point {auto | open | close}]
no spanning-tree common-config

ZH

pri Uit AR, 8 R RE S I 2 13 A0t il 150 £ 1B Ao 1 PR B AR, RSOk
PR G v e i R A e R S o AEBR/DS, FORILe s . BUA VEHI0~240, [H]
k716, BREIN128.

ext-cost —— HMIHEATTAY . ERIEAFMSTEZ [A1EE L, H TR 5k
RIS EAE, (AR e 120m 15 e i s AR 9 - (B8R, ROt
R, SRENTAEZS).

int-cost —— WHERIETTEY . ERIEMSTEN T B, TR B AT T8
2 ZZAE, [RIINR B E 1%00 2 75 2 s o AR o B8N, RoRtieguike,
RGN E )

portfast —— & 755 il G 1, SAR VISR (disable). 4%kt i BHZERAS 1) 4%
RARFITHRERS, AP, oS5 IR I A .
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B

RFRUEL R

NG

point-to-point —— fUX ST EEBCIRAS , B H 3l (auto) 5 T 5 Copen) Fila il 5% 4] (close )
AN, BRAEBTE BN LR RURE R AR IE R R 1, A S AR v 1B R g
Ay DAPRSHAT F% B e AORAS s IR AN 00 B e i JE AR B[]

O ER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

RAAEH G BAE oA R SR AL AT B T % A &

A H 1 STPIRE, TR E AN N64, WL AMBERAZITA5379100, T 5 12 S
H:

TL-SH6428(config)# interface gigabitEthernet 1/0/1
TL-SH6428(config-if)j# spanning-tree common-config port-priority 64 ext-cost

100 int-cost 100 portfast enable point-to-point open

30.16 spanning-tree mst

%2 I TMSTPSL G D HC &, & MInofr & M T W xR Sl M A ERINEC B o I I AEAS R (9 42
JSR S AT DUEAE AN PR A €, AR i & P SR BC EAN [ SEID A i 1 R 24

[ile

B

spanning-tree mst instance instance-id { [port-priority pri] [cost cosf] }

no spanning-tree mst instance instance-id

instance-id —— 5 BLC & b & 1 1) S ID5, BUETEE1~8.,

pri —— i AR, TORTEXT N ST ID A, f ity 11 A2 75 2 W 0T i 18 4 348 DR iy 11 11
HERYE. BUETERE0~240, [AIFE16, B 128,

cost —— FEAEFTEY . BRARTTRRAEMSTI A IR RIS, F TR B AT kA
THESZ G, RN 2 0 10 12 Tk i Ak . E8N, RoRisedk
s, SREI A E ).

EORER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)
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KL R
HAEH A BAE RGN P R v LU % 2
7~
BEE L5 15620964, #4214 792000:
TL-SH6428(config)# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)# spanning-tree mst instance 1 port-priority 64 cost 2000

30.17 spanning-tree bpdufilter

% T 4R € i 1T 5 BPDUIE JETh €, J5 M 1 BPDUR SO JETh RE A3 11, KA FRFR ORI A
{EfIBPDUIRIL, (HiE& AL B & IMBPDURIC, MM LA #Hebl 52 HIBPDUR LM By, fRIE
STPIF A IEHE. Efnor &M T4 %I fE -

Cig
spanning-tree bpdufilter
no spanning-tree bpdufilter

B
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /
interface range port-channel)

RRLER
ARSI FBAE A 2R B L 7T B T Z i &

A~

Tyt 127 J5 BPDU i€ D fg -
TL-SH6428 (config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# spanning-tree bpdufilter

30.18 spanning-tree bpduguard

%A T 948 2 v H T BPDULRY Thdg, J8 A 7 BPDULRY Dfefa, Wil i3] 7 BPDUHR I,
MS TP A1 6 3y [ 5 P, - [] I3 60 P90 5 T 6 By [ R MIS TP PAT, 49 5 P P i 11 - P R 2 8 LN R
KIS . Elfnofr A H T A ZIIRE .
4

spanning-tree bpduguard

no spanning-tree bpduguard
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K
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)
KL R

HAEH A BAE NPT P R v LU %
7~

i 12FF J5 BPDU R4 T g -

TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# spanning-tree bpduguard

30.19 spanning-tree guard loop

Zan % T8 B ORAP Th e, B finodr & FH T 25 ThAk. PREEOR4P AT LA 11 b 5 B 4 28 5l
BT RS, SECN B TR AR, AT AR B R IR I R
4

spanning-tree guard loop

no spanning-tree guard loop

K
O EH R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

KL SR
RAAEH G BfE GO P R P T LU Y i 4

il
VAN CE I NPAREINF VS AR
TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# spanning-tree guard loop

30.20 spanning-tree guard root

Zan 2 M TR ARV RS, ERInodr & H T2 ZThRE . AR ERY AT LABS L2 T SRR R AR M
ML, T SRR WY 28 P Ph Sl A4 [ EHR A2 3 o
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kg

spanning-tree guard root
no spanning-tree guard root

B
O ER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)
FRBUE SR

WAEHA . AE R P R P v DU i &
7~

TFJE S I 20 AR DR AP -

TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# spanning-tree guard root

30.21 spanning-tree guard tc

w2 T RATCHRY, Efnom &M T4 1ZIhat. FATCRIIIRER, CHHE “TCOHRYH
W7 W, YR BITC-BPDUM R KRB H N “TCIRYBIME” APrst i H, @z H G, KCHLEZ
JES AN FEEAT I M B 5 o TR gl T G G A0 S M I o e A Mt 2R 0

[ile

spanning-tree guard tc

no spanning-tree guard tc

S
O EH R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /
interface range port-channel)

AR K
WAEHRA . AE NG PR vl DU i &

7~

FEJa i T2 TCARY
TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# spanning-tree guard tc
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30.22 spanning-tree mcheck

w4 TR A UL .
i

spanning-tree mcheck

B
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

FPRLEER
RAEH G BAE oA R SR AL 7T B T % A &

7~
J F 3 1 200 BSOS -
TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# spanning-tree mcheck

30.23 show spanning-tree active

2 M T B A 1 ATE AT IR E R

LilSe

show spanning-tree active
B

R ORI BT E B X
RARLEER

p
~pl

WRA R AT E R

TL-SH6428# show spanning-tree active

30.24 show spanning-tree bridge

W 4 T BT R 1 SR (5
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LilSe
show spanning-tree bridge [ forward-time | hello-time | hold-count | max-age |
max-hops | mode | priority | state ]
B
R BN BT e B AR X
RRLER
T
A~

WA SN S AL ELE S

TL-SH6428# show spanning-tree bridge

30.25 show spanning-tree interface

i A R oR AL R i R B S

[ig
show spanning-tree interface [ten-gigabitEthernet port | port-channel /agid ] [ edge
| ext-cost | int-cost | mode | p2p | priority | role | state | status]
ZH
port —— ELEIRELE A B 1 15,
lagid — LAGS .
B
R BN BT A S B AR X
KL R
p
7~

S A S 1 A AR B S S

TL-SH6428# show spanning-tree interface

7R 1 20 A AR BORHE B

TL-SH6428# show spanning-tree interface gigabitEthernet 1/0/20
S 3 120 f A R

TL-SH6428# show spanning-tree interface gigabitEthernet 1/0/20 mode
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30.26 show spanning-tree interface-security

A T RoR AL R o 2 e B R

Cig
show spanning-tree interface-security [ gigabitEthernet port | ten-gigabitEthernet
port | port-channel /agid ] [ bpdufilter | bpduguard | loop | root | tc | tc-defend ]
¥
port —— ELE IR EAE B H 5.
lagid — LAGS .
B
e A BT TiE B AR X
KL R
p
7~

BRI i 2 I EAE R

TL-SH6428(config)# show spanning-tree interface-security

BRI 2 R E R R

TL-SH6428(config)# show spanning-tree interface-security gigabitEthernet 1/0/1
B % bpduid 8 &5 1) 2 AL B AE B -

TL-SH6428(config)# show spanning-tree interface-security bpdufilter

30.27 show spanning-tree mst

i A T B RMST SEGI I AH 545 B

show spanning-tree mst { configuration [ digest ] | instance instance-id [ interface

[ gigabitEthernet port | ten-gigabitEthernet port | port-channel /agid ] ]}
instance-id — B W IRECE (S B LFIID, HUETER1~8.

pOft I EAE%EBE{%‘A%\B@ﬁ% D%o

lagid — LAGS .
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B

AU AT T A e B
RPALELR

¥
R~

7R VLANAIMSTSE A X 4545 S AT B A5 B -
TL-SH6428(config)# show spanning-tree mst configuration
L RMSTSEBI AR IS B

TL-SH6428(config)# show spanning-tree mst instance 1

B RMSTSEH 1 BT A i 5 B -

TL-SH6428(config)# show spanning-tree mst instance 1 interface
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$31% IGMPRITECE 74

IGMP Snooping (Internet Group Management Protocol Snooping, IGMPiil) J&izfTfEsc #Al
WIZAR LR, F TR BRI G 4R . B FIGMP T ThEE AT LA Rtk b 41 3% B /e R 48 v
.

31.1 ip igmp snooping(global)

Zar S TIGMPERECE, € Hnodr &M T2 %Ik .

kg
ip igmp snooping
no ip igmp snooping
B
4 Jeyic B A
KL SR
RAAEHG BfE GO 7 R P T LU Y iZ a4
NG

TFE IGMP 4 = fic & -

TL-SH6428(config)# ip igmp snooping

31.2 ip igmp snooping (interface)

4 H o8 E i 1 B B IGMPTIT Dhfg, B HInof < M T 25 M1 fE

e
ip igmp snooping
no ip igmp snooping
B
O ER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
FRBUE SR
WAEHRA . AE NG PR vl DU i &
il

JEJE s I 3HIGMPA W D fie -
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TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# ip igmp snooping

31.3 ip igmp snooping rtime

%2 T3 IGMP 0Tl 4 Jm i 1 25 3 U TR), 26 no fin & TR BRME . BOARIZ AL TR 2
300 .

[ile

ip igmp snooping rtime rtime

no ip igmp snooping rtime
¥

HE K FIAFDE, BUE TS 60-600 5.

B

4 Jeyic B A
KL SR

ARSI FAE A R R AL 7T DU T Z i & 2
~pl

W IGMP W 2 =) 24 H 2% i IR 8] 249 100 5

TL-SH6428(config-if-range)# ip igmp snooping rtime 100

31.4 ip igmp snooping mtime

1% A T IGMP Wy j 7 g S 18], B ) no A& H TR E BRNE . BRI Z AL [A] 2 260 5.
w4
ip igmp snooping mtime mtime

no ip igmp snooping mtime

25

mtime ——4§ 5 1 ALK DKL, B i 60-600 £5.
B

A R B
RER

FUA B GURRAE 3SR A F P AT LUAE % A
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A~
B E IGMP it 2= J) i 51 3 1 B 5] 29 100 £D

TL-SH6428(config-if-range)# ip igmp snooping mtime 100

31.5 ip igmp snooping report-suppression

%4 T IGMP Report i 3C il 7RI, XFREAAARHE, RAAH A IGMP i 5 B # & 2
% 3 RV, BRI FAIEAN IGMP b oSO £ 58 . B no e M T4 iZIhRE,
ERINAL TR IR

[ile
ip igmp snooping report-suppression
no ip igmp snooping report-suppression
B
4 e B A X
RARLEER
ARSI #BAE A 2T R R AL 7T DU T Z i &
R~

JF )& IGMP Report #3411 -

TL-SH6428(config-if-range)# ip igmp snooping report-suppression

31.6 ip igmp snooping immediate-leave

4 T B LR BT DIRE, B RInofr & M T 25T I RE .

4
ip igmp snooping immediate-leave
no ip igmp snooping immediate-leave
K
O E R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
ILER
RAERLG . AE RS 20 P 288 F - m] DA i i &
7~

T ) 3 11 B BRIE T D RE -
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TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# ip igmp snooping immediate-leave

31.7 ip igmp snooping drop-unknown

i TR RAHFERSCE T IhRE, B fnodr & M 4512 Re -

kg
ip igmp snooping drop-unknown
no ip igmp snooping drop-unknown
B
4 Jeyic B A
RARLEER
RAAEH G BfE GO P R Pl LU Y i 4
~pl

TR RFNH RS EFE I RE -

TL-SH6428(config)# ip igmp snooping drop-unknown

31.8 ip igmp snooping last-listener query-inteval

22 TR KRR e H A Wk ST RSN ], &/ no fir & H T IREBRAME . BROARITAIRR 2 1
o

[ile

ip igmp snooping last-listener query-inteval interval

no ip igmp snooping last-listener query-inteval
2%

interval 858 ROR 2 HEWARCCHI R 8, A1 2] 5.
B

4 e B A X
KL SR

RAAEH G BfE GO 7 R Pl LU Y iZ a4
NG

BEE RO E A WKL) R (8] 4 3s:

TL-SH6428(config-if-range)# ip igmp snooping last-listener query-inteval 3
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31.9 ip igmp snooping last-listener query-count

% fn % T8 KRR E H AW EL, B no fr S F TIREBRIME . BRIARIIREGE 2 X
e
ip igmp snooping last-listener query-count num

no ip igmp snooping last-listener query-count

¥

num — 455 ROXFFE A B REL 1) 5,
e

LRI B
RRER

SRR BRI AR GR P 2R P AT B A % 4
i

BCE AR E A B WA IREON 3:

TL-SH6428(config-if-range)# ip igmp snooping last-listener query-count 5

31.10 ip igmp snooping vlan-config

Zn M T A 15 € VLANIIGMP T DhfE, JHESUILIGMPZE L Kk Bl s S 4Rt % H . B
ffinotr 4 H T 25 H48 2 VLANBIIGMPiT T D fig. IGMPTHT F i 37 F ZH A6 2H 2 5 T-VLANT 3835011,
AFEIVLANTT LLZ BEAFKIGMPZEL, A& H T H B & MVLANIIGMPATNT 244

[ile

ip igmp snooping vlan-config vian-id-list [ rtime router-time | mtime member-time |
rport interface { gigabitEthernet port-list | ten-gigabitEthernet port-list |
port-channel /agid } ]

ip igmp snooping vlan-config vian-id-list static ip interface { gigabitEthernet
port-list | ten-gigabitEthernet port-list | port-channel /agid }

no ip igmp snooping vlan-config vian-id list [ rtime router-time | mtime member-time
| rport interface { gigabitEthernet port-list | ten-gigabitEthernet port-list |
port-channel /agid } ]

no ip igmp snooping vlan-config vian-id-list static ip interface { gigabitEthernet

port-list | ten-gigabitEthernet port-list | port-channel /agid }

vian-id-list — FEZMEHIGMPZELVLAN IDFIEE, HUETEH1~4094, X H1-3, 5.
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B

RFRUEL R

NG

router-time —— % HH &3ty I (8] o £E Fr U 18] A, G SR AT HL AT DR E s 11 #0538
RO, WA IZEE t 28 R 3. BUEERI60~600 (FP), BRIAMEH300.
member-time —— i 53 3 FV (6] o £E BB (8] Y, 40 SR AZ LA B2 IS 3 B DR 11 R
MR RSC, HEANIZR G R 3. BUETEFE60~600 (F5), BRIME N260.
leave-time —— B JG IS [A], B AL ACI% B4R SC BIAC I LA % S WL 1A ZH # 40
T F [ BT ] o EAELYE I 1~30 (B2, BRIME M.

port-list —— i 7 i 151 3%

lagid —— LAG %,

ip —— BRASAHFIPHLbE.

4Ry ic B AR

RAAEH G e AE A G P SRR AL AT DU 2%

J5 FIVLAN 1-3FJIGMPt T DI BE, K5 B AT % i i 1 IS 1) 8¢ & 930040« 8 5 S 11 S 1)
WE 20070, FEAFEVLANT-211 6 B i 5181

TL-SH6428(config)# ip igmp snooping vlan-config 1-3 rtime 300
TL-SH6428(config)# ip igmp snooping vlan-config 1-3 mtime 200
TL-SH6428(config)# ip igmp snooping vlan-config 1-2 rport interface
gigabitEthernet 1/0/1

FEVLAN 29 i I S ik ik 26 B, 2H9%1IP29225.0.0.1, % K b 11 A3 F11-3:
TL-SH6428(config)# ip igmp snooping vlan-config 2 static 225.0.0.1 interface

gigabitEthernet 1/0/1-3

31.11 ip igmp snooping multi-vlan-config

i M TR HIEVLAN, Efinotr& M 1 IHERAH R4 FEVLAN.

kg

ip igmp snooping multi-vlan-config [ vian-id ] [ rtime router-time | mtime
member-time | rport interface { gigabitEthernet port-list | ten-gigabitEthernet
port-list | port-channel /agid } ]

no ip igmp snooping multi-vlan-config [ rtime router-time | mtime member-time |
rport interface { gigabitEthernet port-list | ten-gigabitEthernet port-list |
port-channel /agid } ]
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ZH
vian-id —— FTEBKECEMVLAN ID, HUEEH2~4094
router-time —— % H &t I (] o 5 ATV 1F) A, S SR ATHRAIL AT MR H i 11 #2038
BIRC, BECNZES 2 k%, BUETEEI60~600 (F5), ERIAMHEA300.
member-time —— B 54 Sty VIS (6] o £E BTN [8] Y, 3 A8 AL VS0 AT S0 380 ol DR o 11 K%
MR SR C, B AIZ ARG G R HUE S FE60~600 (F2), ERIME N260.
port-list —— %5 113 .
lagid — LAG5.

S
2R E A

ILER
WAEE R E AP PR vl DUMEH Z a2

7~

THIR A FEVLANIIRE, I B VLAN 31 H 2% i 1IN 18] 9 10085 B 57 i 18] 910040,
AN B i 11 Ay 111/0/3:

TL-SH6428(config)# ip igmp snooping multi-vlan-config 3 rtime 100
TL-SH6428(config)# ip igmp snooping multi-vlan-config 3 mtime 100
TL-SH6428(config)# ip igmp snooping multi-vlan-config 3 rport interface

gigabitEthernet 1/0/3

31.12 ip igmp snooping querier vian

%4 T EFR E VLAN T REIGMPT T &) 2 DR, ‘& Inodir & H T-45 H 48 € VLAN 1 (] IGMP1ii
A IIRE .

e

=

ip igmp snooping querier vlan vian-id

no ip igmp snooping querier vlan vian-id
ZH

vlian-id — VLAN ID, 3 41-4094,
B

4 JRi e B R

KL SR
RAAEHG BfE GO 7 R P T LU Y iZ a4
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A~
FEVLAN1H 5 GEIGMPii T 75 1 25 Th e -

TL-SH6428(config)# ip igmp snooping querier vian 1

31.13 ip igmp snooping querier vlan (general query)

Zan 2 M TR BIGMPAT & W & B & 24, Efnodr &l TIREEARL & .

Cig
ip igmp snooping dquerier vlan vian-id { query-interval interval |
max-response-time response-time | general-query source-ip ip-addr}
no ip igmp snooping querier vlan vian-id { query-interval | max-response-time |

general-query source-ip }

¥
vlan-id —— VLAN ID, J5[41-4094,
interval —— 118 F A AR SCRIS TR [R)R& ,  HUE VBT AL 10-300%0,  BRIAE 607D
response-time P e 25 USRI 38 A AR S R e R SN [], - U S [ 1 212580,
ERNE 108D
ip-addr —— IGMPT T 251 5% A& HE F A A OSCRITRIP,  ANREN ARl ksl
ERIMEH192.18.0.1.

B
4 JR i B A

AU R
ARSI FBAE A 2T R B AL 7T DU T Z i &

7~

FEVLAN2 {5 BEIGMPT T 25 1) &5 138 F 7 W4 SCH AOK AT RE 920080, 5 A ML 8] 24
20%%:

TL-SH6428(config)#ip igmp snooping querier vlan 2 query-interval 200

TL-SH6428(config)#ip igmp snooping querier vlan 2 max-response-time 20

31.14 ip igmp snooping max-groups

ip igmp snooping max-groups At & — M [ % % Ge % Il A\ 24 #5241 %= ; ip igmp snooping
max-groups action F T-HC & 24— AT A0 2120 85 2H 50 s 2 R e B I, XH R8T IGMP $)
IS A FESE . no ip igmp snooping max-groups FH T RS i A e K AR LR H, K
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5 HIAR LR HRA: no ip igmp snooping max-groups action A1k 5 i [ Frin A\ 3 4036 41
L E] RIS, X IGMP fSCHIBRAERAE, BN EFF#RE . Xear & X B A H IR A A X
Cig

ip igmp snooping max-groups [ maxgroup ]

ip igmp snooping max-groups action { drop | replace }

no ip igmp snooping max-groups

no ip igmp snooping max-groups action

Y
maxgroup —— BEE 0 T RE M I R AR AR, JulE 1 %) 1024, ZRIAMER
1024.
drop —— 43 [ FT AN BIZN A B 4L T 1% E 19 maxgroup, i FURE A2 N BT
W HARA
replace —— 4% [ BTN 2 Zh A #4178 € 1) maxgroup, #rhn AR ZH 40 % H
SR PR P S/ AR 5% B AT B ¥

B

O EH R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RRER
SRR A SRR P 200 R AT LURE R i 4

NG
BOE I 1 1/0/2-5 F % REINABIZhASHIEHEE Y 10 4>, HILE] 10 Na A HrIAiEH
TN, BN B4 % H S B0 4L 1P S/ N TR ZH 4% 2% B EAT B 46k

TL-SH6428(config)# interface range gigabitEthernet 1/0/2-5
TL-SH6428(config-if-range)#ip igmp snooping max-groups 10

TL-SH6428(config-if-range)#ip igmp snooping max-groups action replace

31.15 ip igmp profile

2 T8I IGMP profile S, &1 no fir4 F TMIER4E E 1 profile U1

4
ip igmp profile id
no ip igmp profile id
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¥

id & profile XI-1T ID, JulEH 1-999.
B

4 JeiC B A
RARLEER

ARSI FBAE A 2T R AL 7T DU T Z i &
~pl

B % profile 1:

TL-SH6428(config)# ip igmp profile 1
31.16 deny
Zm A M THE profile i IEFE R deny.
LilSe

deny
B

Profile fic. & 1 2

FPRLEER
RAAEH G BAE oA R SR AL AT B T % &

7~
fic & profile 1 fJit RN deny:
TL-SH6428(config)# ip igmp profile 1
TL-SH6428(config-igmp-profile)# deny
31.17 permit
Zar A THCE profile HL IR A permit.
e
permit
K

Profile fic. & 1 2

RRER
SRR BRI AR P 2R P AT B A % 4
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i
fic & profile 1 fJit R AN permit:
TL-SH6428(config)# ip igmp profile 1
TL-SH6428(config-igmp-profile)# pemit
31.18 range

a2 M THECE IGMP profile (L8 H MBI RIVER, B no & FH T ERE € A9 3k ik .

range start-ip end-ip

no range start-ip end-ip

start-ip —— JECIHALFE IP .

end-ip SERAE 1P bk

B
Profile At & i =

R SK
HWEEHG . BAE QORI g 2880 F P ol LU 2 4
T~
fic & profile 1 1 — 2k e 4L #& Hubik 103 BBl oA 225.1.1.1 31 226.3.2.1:

TL-SH6428(config)# ip igmp profile 1

TL-SH6428(config-igmp-profile)#range 225.1.1.1 226.3.2.1

31.19 ip igmp filter

Zar A T48E — profile 248 E K LLKMIR L, 'S/ no 4 F TR 4E & 1 profile-i 1145 7€ 2%
H

o

w4
ip igmp filter profile-id

no ip igmp filter

profile-id —— 75 £455€ (1) profile ID.
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B
FEORERS (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

KL R
HAEH A BAE NN R v LU %

A~

4i5€ profile 1 52 #ALHI ¥ - 1/0/2:
TL-SH6428(config)# interface gigabitEthernet 1/0/2
TL-SH6428(config-if)# ip igmp filter 1

31.20 clear ip igmp snooping statistics

Pidn 4 T RIGMP O RO Sc4e 3 .

[ile
clear ip igmp snooping statistics
B
R B A BT A e B AR K
KL SR
RAEH G BAF oA R SR AL 7T B T % &
R~

BERIGMPIR LG iHE 2 -

TL-SH6428# clear ip igmp snooping statistics

31.21 show ip igmp snooping

Zin 2 M T SRIGMPA R EE B .

[ile

show ip igmp snooping
B

R ORI BT E B X
KL SR

x
NG

EIRIGMP AR BC B A5 B -
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TL-SH6428# show ip igmp snooping

31.22 show ip igmp snooping interface

%an A T RIGMPG AL EAS B

Cig
show ip igmp snooping interface [ gigabitEthernet port-/ist | ten-gigabitEthernet
port-list] { basic-config | max-groups | packet-stat }
show ip igmp snooping interface [ port-channel [ /ag-/iist ] ] { basic-config |
max-groups }
ZH
port-list —— F 87~ it B A B I 5 513
basic-config | max-groups | packet-stat—— & BRI CALE S S .
lag-list—— ZLRIRALEE B HILAGS/LAGHIFK
K
R B A BT e B AR X
KL R
T
A~

B BT B I MILAGHIIGMP A A L & A5 S -

TL-SH6428# show ip igmp snooping interface basic-config

SR 2 IGMPIE AL B A5

TL-SH6428# show ip igmp snooping interface gigabitEthernet 1/0/2 basic-config
R 1 1-4IGMPH LA THE B

TL-SH6428# show ip igmp snooping interface gigabitEthernet 1/0/1-4 packet-stat

31.23 show ip igmp snooping vian

%A 4 T 5RIGMP VLANALE (5 K.
kg

show ip igmp snooping vlan [ vian-id ]
ZH

vlan-id — E E/RVLANS
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B

AU AT T A e B
FPRLEER

¥
R~

i 7RVLAN 2f{)IGMP Snoopingfit & 15 2.:

TL-SH6428# show ip igmp snooping vian 2

31.24 show ip igmp snooping multi-vlan

2 T RoR A AEVLANEL B 15 2

[ile
show ip igmp snooping multi-vlan
B
RS ORI BT EARC B A
KL SR
T
R~

ERAREVLANIL E S B :

TL-SH6428# show ip igmp snooping multi-vlan

31.25 show ip igmp snooping groups

2 T BoR A AR ALE B . 7T DR S R I e 2 LUR /R 45 2 VLAN B ) 2 H A A S 4 4R
MEER
e

show ip igmp snooping groups [ vlan vian-id ] [ count | dynamic | dynamic count |

static | static count ]

vian-id — FHE R HREE BHVLANS .
count — BRI A HAEALAIEH .
dynamic — EETH M ASHBAEE S
dynamic count —— RIRBIAHFFHMEH -
static — #HE T A KIFSAHREAEE
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B

RFRUEL R

R~

static count SWoNERASHREAEH .

R 2 S T B B AR 2

¥

BIRARAAE B

TL-SH6428# show ip igmp snooping groups

E7RVLAN SHIFTA AR % H -

TL-SH6428(config)# show ip igmp snooping groups vilan 5
$7RVLAN 5 2 2 2% H AN

TL-SH6428(config)# show ip igmp snooping groups vilan 5 count

S VNAEN ik NSRS

TL-SH6428(config)# show ip igmp snooping groups vian 5 dynamic
STVN i ek RIS IS

TL-SH6428(config)# show ip igmp snooping groups vlan 5 static
Z/RVLAN 5Hh 5] ARk % H A

TL-SH6428(config)# show ip igmp snooping groups vilan 5 dynamic count
ZRVLAN 5rb g A AR 4L 2% H AN

TL-SH6428(config)# show ip igmp snooping groups vlan 5 static count

31.26 show ip igmp snooping querier

Z a4 T BRVLANHIGMPi i & #] #5115

[ile

28

B

RFRUEL R

show ip igmp snooping querier [ vlan vlan-id ]

vlan-id — Z R/ A WS SKVLAN ID, HUEVEE1-4094. A ATEE, WERITA
VLAN (& i) 25 BC E

R R BT HE LA

¥
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A~
SRIGMPYT A ) 4% 15 S -

TL-SH6428(config)# show ip igmp snooping querier

31.27 show ip igmp profile

%4 T EoR profile FIlCE 5 S .

e
show ip igmp profile [ id ]
¥
id i € T E DR AL E (S B profile ID, G 1-999.
B
RS AR A T B AR 2
R R
y
il

SR profile KR EAS E.

TL-SH6428(config)# show ip igmp profile
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32% MLD il B a4

MLD Snooping (Multicast Listener Discover Snooping, MLDfiiWr) R I&477EAZ bl L HIIPve 4L+
LIRHLE], TR AR . 5 FIMLDTT D) B8 R DA 0k o 2H REECHE 7 2 T 1

32.1 ipv6 mid snooping(global)

Zin 2T AMLDBIY &R E, ERnodr &M T2 Ike .

[ile
ipv6é mid snooping
no ipv6 mid snooping
B
4 e B A X
KL SR
HAGE B GO ERAE 61 SR AL AT BLE i &
R~

JFJE MLD AT 4 Ja i & -

TL-SH6428(config)# ipv6 mld snooping

32.2 ipv6 mld snooping (interface)

24 H T AR E i L G EMLD T D e, B nofr & H T2 i DhRE .
e
ipv6é mid snooping

no ipv6 mid snooping

B
O E R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RRER

SR BRI A 5P 00 P P AT A % %
i

T i3 35 1 2 MLD A5 97 Zh e

TL-SH6428(config)# interface gigabitEthernet 1/0/2
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TL-SH6428(config-if)# ipv6 mld snooping

32.3 ipv6 mld snooping rtime

%2 T BCE MLD 5T 42 )= % 4% 3 LR IR), B R no fin & I TR EBRUME . BOARIZ AL H) 2
300 5.

[ile

ipv6é mld snooping rtime rtime

no ipv6 mid snooping rtime
2%

rtim i 7E H FIRIFbH,  HUE Y 60-600 7.
B

4 Jeyic B A
KL SR

FUA L GURNMHERAE AR IR P AT DU % i &
~pl

BCE MLD A5t 4 Jm) i i 2% i 1N 1R) 9 100 #5:

TL-SH6428(config-if-range)# ipv6 mld snooping rtime 100

32.4 ipv6 mld snooping mtime

%1 F T MLD il B i T E], B no i & F TREERIME . BRINHIZZ AL [a] 52 260 5.

ipv6 mld snooping mtime mtime

no ipv6é mid snooping mtime

28
i€ 2 A T A 4, HUE VI 60-600 .
B
R C B
FPRLEER
HAGE B GO ERAE 61 SR AT AT BLE A % &
R~

BEE MLD it 2 7 s 64 B 1B 8] 24 100 A
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TL-SH6428(config-if-range)# ipv6 mld snooping mtime 100

32.5 ipv6 mid snooping report-suppression

%4 M+ MLD Report $i 3CHlifl. AR, X FRANHEEA, RA5 > MLD R 25 kK 215
3 R, S HUC AR AR MLD SR SCR B EFF . B no dr H T4 iZ2hRE, BRIA
Kb R AR -

Cig

ipv6 mld snooping report-suppression

no ipv6é mid snooping report-suppression
B

4 JRi e B R
RRLER

FUA B GUNERAE AR TR P Al DA P 1% i &
A~

JTJ& MLD Report 324104l -

TL-SH6428(config-if-range)# ipv6 mld snooping report-suppression

32.6 ipv6 mid snooping immediate-leave

24 TG B L PO BT T RE, B inofr & H T A i IIRE .
e
ipv6é mld snooping immediate-leave

no ipv6 mid snooping immediate-leave

S
O E R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

KL R
FUA B GUNERAE AR TR P Al DA P % i &
A~
T i 1 3R RIS B T Tl
TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# ipv6 mld snooping immediate-leave
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32.7 ipv6 mid snooping drop-unknown

win 2 TR R HFERSCE T IhRE, B fnodr & M 4512 Re -

kg
ipv6 mld snooping drop-unknown
no ipv6é mid snooping drop-unknown
B
4 Jeyic B A
KL SR
HUEE B O ERAE LSRR T 7T BUE % i &
NG

TR RFNH RS EFE I RE -

TL-SH6428(config)# ipv6 mld snooping drop-unknown

32.8 ipv6 mid snooping last-listener query-inteval

i e e AR E A W CCHRIRER TR, B no ar @ HTHIKEERINME. BUARIEEZ 1
e

[ile
ipv6 mld snooping last-listener query-inteval interval
no ipv6é mid snooping mtime
2%
interval 1858 ROR P HEWARCCHI R 8, A1 2] 5.
B
4 Jeyic B A
KL SR
FUEE B R4 D3RR T AT BUE i i &
~pl

B AR E A WA SC AR R (] Bs:

TL-SH6428(config-if-range)# ipv6 mld snooping last-listener query-inteval 5

32.9 ipv6 mid snooping last-listener query-count
% fn % T8 KRR E H A WO E, B no fr S F TIREBRIME . BRIARIIREGE 2 X
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LilSe
ipv6 mld snooping last-listener query-count num
no ipv6é mid snooping mtime
2
B AR E A AR SCHIREL M1 3 5.
B
4 e B A X
RARLEER
A B Gy MR DR AL A P mr DA %
R~

BB RIL R E AW ST IR BN 5:

TL-SH6428(config-if-range)# ipv6 mld snooping last-listener query-count 5

32.10 ipv6 mld snooping vlian-config

Zan A H T e R 2 VLANFIMLD T BhEE, JHEMIIMLD S H UL Lol S Ak hhb 6 H . &1
nofir A T 2% F 45 52 VLANFIMLDAT T D5 hE . MDA T T 8 57 19 4 4% 202 34 T VLANT 3835k, A JR
FIVLANT] L EAFIFIMLDS 4L, A4 F T-ic B 8N VLANFIMLD BT 2 44

kg

ipv6 mld snooping vlan-config vian-id-list [ rtime router-time | mtime member-time |
rport interface { gigabitEthernet port-list | ten-gigabitEthernet port-list |
port-channel /agid } ]

ipv6é mid snooping vlan-config vian-id-list static ip interface { gigabitEthernet
port-list | ten-gigabitEthernet port-list | port-channel /agid }

no ipvé mid snooping vlan-config vian-id-list [ rtime router-fime | mtime
member-time | rport interface { gigabitEthernet port-list | ten-gigabitEthernet
port-list | port-channel /agid } |

no ipv6 mld snooping vlan-config vian-id-list static ip interface { gigabitEthernet

port-list | ten-gigabitEthernet port-list | port-channel /agid }
vian-id-list — TEEAEHMMLDSEIIVLAN IDFIE, HUETEE1~4094, #:N1-3, 5.

router-time —— i FH 25 ity [ (8] o 76 BT LR ] P, G SRASHM LA A Eh 2 ity 1 3220503
EIRC, A NIZE #8123, BUETEEI60~600 (Fb), ERIAE N300,
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B
FPRLEER
R~

member-time —— J b i VS ) o 72 BTN (A] Y, 20 SRAZ LA MR il B 11 ik
PR &R0, N IZ R I 2R 2. BUAE I E60~600 (10), ERIMME 4260

port-list —— % i 51 3%

lagid — LAG5 .

ip —— FRAHFRIPHILE.

4 R B AR

FUGE B O R4 D3RR T AT BUE 2 i &

JE HIVLAN 1-3FIMLDAT DhRE, K5 EATTREE H 2% i 1IN 18]35 B 930070« s ot i 11 I 1)
W E J9200%0:

TL-SH6428(config)# ipv6 mld snooping vlan-config 1-3 rtime 300
TL-SH6428(config)# ipv6 mld snooping vlan-config 1-3 mtime 200

FEVLAN 29 i I S ik ik 26 H . 2H3%IP29225.0.0.1, % K b 11 A3 F11-3:
TL-SH6428(config)# ipv6 mld snooping vlan-config 2 static 225.0.0.1 interface

gigabitEthernet 1/0/1-3

32.11 ipv6 mld snooping multi-vlan-config

Zan A T AR HREVLAN, Efinofr 4 T MIBRAR R 4 REVLAN.

kg

ipv6é mild snooping multi-vlan-config [vi/an-id] { rtime router-time | mtime
member-time | rport interface { gigabitEthernet port-list | ten-gigabitEthernet
port-list | port-channel /agid } }
no ipv6 mld snooping multi-vlan-config [vian-id] { rtime router-time | mtime
member-time | rport interface { gigabitEthernet port-list | ten-gigabitEthernet
port-list | port-channel /agid } }

vian-id — FHEEMBCE FIVLAN ID, HUHE 5 FEI2~4094.

router-time —— % M1 b [ (8] o £ T BC (8] AT, G SRAZ HA LA AT AES 2 B 1 #20 2)
IR, WA IZEE & R R BUETERI60~600 (F5), BRAME N300,
member-time —— & b33 LN [a] o £E T 18] A, S SRAZ b LA S 38 Al B 1 3%
PR SR, AR o R A TS FE60~600 (F)), BRIME 4260,

217



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

port-list —— % i 15135
lagid — LAGS .

B

4Ry e A
FPRLEER

RAE B ORI A P AT LA % &
NG

THEAFEVLANT) E, JF BB VLAN 3 i b2 i I [ 9 10048+ f 54 3 - 7] 910085,
A % R g 1 A3 11/0/3:

TL-SH6428(config)# ipv6 mld snooping multi-vlan-config 3 rtime 100
TL-SH6428(config)# ipv6 mld snooping multi-vlan-config 3 mtime 100
TL-SH6428(config)# ipv6 mld snooping multi-vlan-config 3 rport interface

gigabitEthernet 1/0/3

32.12 ipv6 mld snooping querier vian

i 2 H T E4R E VLANH fEBEMLD it W B iR 45 DI RE» ‘& finofir & HI 48 H i € VLANH i MLD it iy
i AR

[ig

ipv6é mld snooping querier vlan vian-id

no ipv6 mid snooping querier vlan vian-id
2

vian-id — VLAN ID, 3 41-4094.
B

4 e B A X
KL R

HAGE B GO ERAE 61 SR AL AT BLE % &
A~

FEVLAN1 {5 sEMLD it Wiy 25 1 25 Dy R :

TL-SH6428(config)# ipv6 mld snooping querier vian 1
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32.13 ipv6 mld snooping querier vian (general query)

% 4 T I EMLD BT A 38 (030 F A S8, B ffinofin & F TR BRAL E .
i

ipv6é mild snooping querier vlan vian-id {query-interval interval |

max-response-time response-time | general-query source-ip ip-addr}

no ipv6é mld snooping querier vlan vian-id { query-interval | max-response-time |

general-query source-ip }

Z2H
vlan-id —— VLAN ID, {&[#41-4094.,
interval —— 338 F AR SCI I [R] AV R, IR VS [l A 10-30040,  BRINE 96010
5 1A, HUETEE 512580,
ZRINME 105D
ip-addr —— MLDi W 25 11 2% Bt A& 1% B8 H B R CCUEIP,  ARe A FR e # kbt
BRINEN192.18.0.1.
R
4 Je e B AR 2
RERLE R
RS H G LA B P AT LU & 4
7~

FEVLAN2 5 5 MLD AT A5 16 5% O30 28 1) 40 ST AT AT RR 2920040, e K B2 7]y
20%%:

TL-SH6428(config)#ipv6 mld snooping querier vlan 2 query-interval 200

TL-SH6428(config)#ipv6 mld snooping querier vlan 2 max-response-time 20

32.14 ipv6 mld snooping max-groups

F R E — A R 2 e I\ B4 3% 41505 ; ipv6 mid snooping max-groups action Tt &
Ay BTN B0 20 398 20 B ik B R E (B T X EIRIHT MLD i 45 it AL #E 30 4F - no ipv6 mid
snooping max-groups H T &R TE 2 O i KA FFAR S|, EHBAFLRHPIRE; noipve
mld snooping max-groups action T o M BT In A\ BRI 2] F RIS, X7 MLD # S Bk
WHAE, RIRFEHRAE. XS R H AL

kg

ipv6 mld snooping max-groups [ maxgroup ]
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ipv6é mld snooping max-groups action { drop | replace }
no ipv6é mid snooping max-groups

no ipv6 mid snooping max-groups action

S
maxgroup —— BEE e CTRE NN I S K AL M B, YR 1 ) 1024, BRIMER
1024.
drop —— 43 [ FT I BIZN A B 4Lk T 1% 5E 19 maxgroup, i FURE A2 I N BT
W HARA
replace —— 4% [ BTN A\ 2 B A& 7 4L 1 132 ) maxgroup, HrinARHREH % H
SR PRI P S/ AR 5% B AT B ¥

B

O E R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

KL SR
HAGE B GO ERAE 61 SR AL AT BLE i &

R~
BB 1/0/2-5 % BEMA RIS HIRHEEDY 10 4>, HIEF] 10 N A H A g4
TN, HTMAN IR 2% H S S H AR A P /N IH A8 2% H BEAT B ik

TL-SH6428(config)# interface range gigabitEthernet 1/0/2-5
TL-SH6428(config-if-range)#ipv6 mld snooping max-groups 10

TL-SH6428(config-if-range)#ipv6 mld snooping max-groups action replace

32.15 ipv6 mld profile

%4 AT 68 MLD profile X, "B/ no @4 H T 48 2 /Y profile SCfF.

ipv6é mld profile id
no ipv6 mid profile id

id BiE profile SXIH 1D, YEEy 1-999,

4Ry B AR
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AR K

WA B G MR SRR P AT DA % %
7~

Bl profile 1:

TL-SH6428(config)# ipv6 mld profile 1

32.16 deny

ZAr A F THCE profile il R4 deny.

4
deny

B
Profile At & i =X

RRER
PUR R BRI 5L P P AT AR A i 4

7~
lL & profile 1 )it JERE AN deny:
TL-SH6428(config)# ipv6 mld profile 1
TL-SH6428(config-mid-profile)# deny
32.17 permit
Za A HTECE profile (i IR A A permit.
4
permit
B

Profile fic B A
AU R

WGP ORERAE D1 BL M B P AT DM i A 4
7~

BL & profile 1 )it R AN permit:

TL-SH6428(config)# ipv6 mld profile 1
TL-SH6428(config-mld-profile)# pemit
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32.18 range

%2 H T HECE MLD profile fid JEALIE AL RIVER], E /T no & MR TR € HI A fE k.

range start-ip [end-ip]

no range start-ip [end-ip]

¥
start-ip —— JECIHAFE IP Hill.
end-ip SERAE 1P bk
K
Profile fit &%
AU R
WG PR AR SL SRR Y AT DA i &
il

fid & profile 1 1 — 2k e 4L #& Hukik 3 BBl oA 225.1.1.1 31 226.3.2.1:
TL-SH6428(config)# ipv6 mld profile 1

TL-SH6428(config-mid-profile)#range 225.1.1.1 226.3.2.1

32.19 ipv6 mld filter

iz 2 T8 —A> profile 245 K LUK KSR 1, &/ no 44 H TR $E 2 [ profile-iii 145 7€ 5%
H

o

LilSe
ipv6 mid filter profile-id
no ipv6 mlid filter profile-id
¥
profile-id —— 75 £455€ (1) profile ID.
B
BORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)
KL R

FUEE B R4 D3RR T AT BUE i i &
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7~
41 5€ profile 1 FIZZHALH I 1 1/0/1:
TL-SH6428(config)# interface gigabitEthernet 1/0/1
TL-SH6428(config-if)# ipv6 mid filter 1

32.20 clear ipv6 mld snooping statistics

fir 4 TR BRMLD DT RO S Se i3 .
fir s

clear ipvé mld snooping statistics
B

R B BT e B AR X
KL SR

RAEH G BAF oA R SR AL 7T B T % &
~pl

HERMLDIR S SE S 2.

TL-SH6428# clear ipv6 mld snooping statistics

32.21 show ipv6 mld snooping

Za A AT BRMLD A R B AE B .

LilSe

show ipv6 mld snooping
B

U R BT E B X
RRLER

x
~pl

E/RMLDAE R ERE S

TL-SH6428# show ipv6 mld snooping

32.22 show ipv6 mid snooping interface

% A H T W sMLD I H AL B AE S
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kg

B

FPRLEER

R~

show ipv6 mld snooping interface [ gigabitEthernet port-list | ten-gigabitEthernet

port-list ] { basic-config | packet-stat | max-groups }

show ipv6 mld snooping interface [ port-channel [ /ag-/ist ] ] { basic-config |

max-groups }

port-list —— E R RELE A5 B TSR 51 .
basic-config | packet-stat | max-groups —— ¥ E B FIA L EE R .
lag-list— ZRRICEE B HILAGT/LAGYE .

UL ORI BT E B X

T

BN 2 MLD 3 A B 15 2. -
TL-SH6428# show ipv6 mld snooping interface gigabitEthernet 1/0/2 basic-config
R I 1-4FMLDHR S B

TL-SH6428# show ipv6 mld snooping interface gigabitEthernet 1/0/1-4 packet-stat

32.23 show ipv6 mld snooping vlan

%4 M T 5W~MLD VLANRELE A5 &

[ile

28

B

RFRUEL R

R~

show ipv6 mld snooping vlan [ vian-id ]

vlan-id — EEI/RVLANS .

R R BT E B

¥

i 7RVLAN 2ff)MLD Snoopingfit & 15 &.:

TL-SH6428# show ipv6 mid snooping vian 2
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32.24 show ipv6 mld snooping multi-vian

iz T BoRHIEVLANL B 15 B .

LilSe
show ipv6 mld snooping multi-vlan
B
RERURE A BT BARE B AR
RARLEER
p
~pl

ENHFEVLANEE B 2

TL-SH6428# show ipv6 mld snooping multi-vian

32.25 show ipv6 mld snooping groups

i M Ros A HARALE B o AT DR ST NG e S 8L R 8 58 VLAN B Bl 2 2L 1 AN 2 2 %
LEE S,

Cig
show ipv6 mld snooping groups [ vlan vian-id ] [ count | dynamic | dynamic count |
static | static count ]

¥
vian-id — FFE RS BHVLANS .
count —— BRI H HIFALAIEH .
dynamic — EHETA KIS RLAE L.
dynamic count —— ERENASHIFAHRIEH -
static — &FH A KIESAEAE R
static count —— /R HIBH KA .

B
R 3 BT E B

RRLER
p

7~
BoNHFEALE B

TL-SH6428# show ipv6 mld snooping groups
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7RVLAN SH T A AR % H
TL-SH6428(config)# show ipv6 mld snooping groups vian 5
Z7RVLAN 5H A FR A % H A4

TL-SH6428(config)# show ipv6 mld snooping groups vian 5 count

32.26 show ipv6 mild snooping querier

%2 T 2R VLAN 1 MLD it Uy 2 1) 25 45 2

[ile
show ipv6 mld snooping querier [ vlan vian-id ]
¥
vian-id — ZR/R B RS EHVLAN ID, HUATEFE1-4094.
B
UL R BT E B A X
RARLEER
I
R~

Z7RVLAN2H MLD A5 Wr 25 1 25 5 B -

TL-SH6428(config)# show ipv6 mld snooping querier vian 2

32.27 show ipv6 mld profile

%4 T Eos profile FIlCE 5 S .

e
show ipv6 mid profile [ id |
W
id i 7€ 75 2 Bon L B A B profile ID.
K
RS PR A T B AR =X
R R

¥
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NG
BIRFTA profile (L E(E .

TL-SH6428(config)# show ipv6 mid profile
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¥33% SNMPELBE &4

SNMP (Simple Network Management Protocol, {5 M2 FHML) Thae T & M 248 % %, 5K
L5 A2 7= i P TR AT ZEE,  DUE T X 25 45 B 57 0] I 8% 1 A ) MR A5 A A

33.1 snmp-server
Zan 2 AT A FHSNMPIRE, & inodir & H T4 HSNMPI)fE . SNMPIIREER A2 M AR 1«

kg

shmp-server

no snmp-server

L5

LRI B
RER

ST G P AT A 2 %
i

JFJESNMPI) g :

TL-SH6428(config)# snmp-server

33.2 snmp-server view

-

1% A T I IALEL, & RInodr 2 H T MR RALEl . FESNMPH S E #AR & (OID) Sk
R AZHAL RS, MIB (Management Information Base, & FAZEZE) & s k4 15 5 1)
EHAT RIS . PR R b B AR S AT s R o

[ile

snmp-server view name mib-oid { include | exclude }

no snmp-server view name mib-oid

name — NI E S B FIBHK, WTHA1~1640FR/F . — ML LUE 24N H 4 1
ME%H .
mib-oid —— MIBF#OID, HlZAL K% HIE#HAE (OID). AJfHiA1~61NFFF.
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include | exclude —— A, HEFE (include) FIHERE (exclude) FHANET, ik
FAFER, 1ZOIDT] AP E B B IR BEHERRET, X OIDARE R & B A8 B

e

A R B
RRER

SR B R P AT DABE A i 4
i

WAL E view, JfiEIHOID1.3.6.1.6.3.20, 1%OIDR] LA & P R 1

TL-SH6428(config)# snmp-server view view1 1.3.6.1.6.3.20 include

33.3 snmp-server group

Zir 2 H TR I E B E, & Mnodr & H T MIERXT R4 . SNMP v3i#gft TVACM (View-based
Access Control Model, J:T#LEI1; 4268 8) KUSM (User-based Security Model, %
U AR FRAENLE] . PR e, 5. @R ERIA B M H . RIS
ATVIEFA TCINEE D RS, e B AR 3R & 2 [A) (P3R5 S B 1) 22 e 1k

kg

snmp-server group name [ smode { v1 | v2c | v3 }] [ slev { noAuthNoPriv | authNoPriv

| authPriv }] [ read read-view ] [ write write-view ] [notify notify-view]

no snmp-server group name smode { v1 | v2c | v3 } slev { noAuthNoPriv |
authNoPriv | authPriv }

name — EIRMAIA S, THNI~16NFRF. 445 2 R 2 2 400" SR 4
FAZ LA IIARIR, =TS AH [F A A 2 [ —4H..

smode —— AR, AV V2cFIV3 =AML, 7371 7RSNMP v1. SNMP v2cFISNMP
v3. HAISNMP vIFISNMP v2c K H F1A 4 (7 WLy 4 snmp-server community) WAL,
SNMP v3 X FHUSMIAIE. BREES AV .

slev —— SNMP V34l %425, FnoAuthNoPriv (ASAEA N ). authNoPriv (GA
WEASINE FlauthPriv GAIE N ) =ANEDL, $-44 B AnoAuthNoPriv. SNMP v fISNMP
v2c 2 AR AN F R E LI

read-view —— SCHKI R A AR, Rl R ek & B A re bl dn i -
write-view —— KEXI A SHEI LK. R EWE R et a8 F . 20 A
BEAT B S BRAE, WS RIS R AR s n g R s il A L 50

A
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B

RFRUEL R

R~

notify-view —— SKRIKHVIE KL B A4 FK o 8 BRI AT AU B8 AL A 0 57 W A A
H

it o

4Ry B AR

RAE B ORI A P AT LA % &

INIndigroupt, FFiEE H 2 &RECNSNMP v3, 21 % 445 yauthNoPriv, 28 i [ 7
Al E viewDefaultidh 47352 5 4, B ER A vT A2 R Bl viewDefault 2 1 7 4k
BEE:

TL-SH6428(config)# snmp-server group group1 smode v3 slev authNoPriv read
viewDefault write viewDefault notify viewDefault
it B4 4H.group -

TL-SH6428(config)# no snmp-server group group1 smode v3 slev authNoPriv

33.4 snmp-server user

A T A7, e RInodr & AT MBS P o R AT LA I F P A8 5 2O 52 et ik
ITER. MPESAEH TS, SILETE KA R R 2 A O AT ] R AL R

kg

snmp-server user name { local | remote } group-name [ smode { v1 | v2c | v3 }] [ slev
{ noAuthNoPriv | authNoPriv | authPriv }] [ cmode { none | MD5 | SHA }] [ cpwd
confirm-pwd ] [ emode { none | DES }] [ epwd encrypt-pwd]

no snmp-server user name

name — ERIMKIAH 4, ATHIAN1~161F4F .

local | remote —— FH 2R, sy A (local) ALZFE (remote) Wifh. AHufH f Rz
SLAEAMB SV, R P RV S AR R S N A P

group-name —— REKIIZH 4 . IS H A", e iR e S g 0" KA e F P T E
4.

smode — ZAMN, Av1. v2cHIV3=/NEDL, SREI v, B2 e i
Hpr s ) 22 e AR A .
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B

RFRUEL R

NG

slev —— SNMP V32124285, AnoAuthNoPriv (AAIEAINE ). authNoPriv (A
UEANINEED MauthPrive GAIEINE ) =ANE, G4 I ynoAuthNoPrive 7 22 4 2
ol W 2T i S 2L 11 22 4= i il A T

cmode —— SNMP v3H P IfILIERERS, Fnone. MD5FISHA=/MiET. H nonek R
ANIE: MD5 15 B ESEE: SHARNZAMFPIETE, EMDSH 2T S . SR N

none.

confirm-pwd WIERY, FTHIAN1~16F5F, ARV S . s AE R
B HORG DA RR N2 (7 R

emode —— SNMP v3H /' [ In# 455X, 5 none MIDESH AL . HiinoneR /R AN,
DES A & brife . B4 B Jynone.

encrypt-pwd —— NNEELS, FIHIAN1~16DFRF, ARVFRIA R SRR . AR
B AR s 1 R s

4Ry ic B AR

HAGE SRR P ] A % 2

FEA A P adminds i Z4igroup2, A AR A3, Z4aghlauthPriv, JE3E R
FVAERAE R AMDS . YAEZ S 411111, a5k NDES., hiss % iy 422222:

TL-SH6428(config)# snmp-server user admin local group2 smode v3 slev authPriv

cmode MD5 cpwd 11111 emode DES epwd 22222

33.5 snmp-server community

ZAn A T i m B, e fnofy 4 B IR BR R k. SNMP v BISNMP v2¢ R H 1] 4k 44
(Community Name) AiE, HIRAEE] T AT 205 17EH

kg

snmp-server community name { read-only | read-write } [ mib-view ]

no snmp-server community name

name — ZUNIMAIBIALTR, ATHIA1~161FFF .
read-only | read-write —— 14455 AH BN AR BT RF AL EE SR, firead-only (R )
read-write (3L'5) MG
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mib-view —— MIB#LE, BIEART U5 0 AR . BRIA AviewDefault,

B

A R B
RER

SR BRI P P AT A i 4
P

A INEkpublic, 1 F 451 EviewDefault B A5 13 5 4 BUE K -

TL-SH6428(config)# snmp-server community public read-write viewDefault

33.6 snmp-server host

ZAr M TIINE R B H, ERInody & T MIBRXT Bk H o 8RN B Ih e A& A HblL T sl 1) 5 2
PR R B A, T B S B S e S AT S AR A AR B

[ile

snmp-server host ip udp-port user-name [ smode {v1 | v2c | v3 }] [ slev
{ noAuthNoPriv | authNoPriv | authPriv }] [ type { trap | inform }] [ retries retries ]

[ timeout timeout ]

no snmp-server host ip user-name

ip —— EHTHLAIPHE

udp-port —— UDP3i 115, B4 EE ML A Ak ie nad #4248 A 1) UD Py 1%, S51PHibE
SERVER . HUEYEFEN1~65535, ERAE 162,

user-name — Wit B & BRI AR 4 4

smode —— Iz, Avl. v2eFIV3=ANET. B R Avl.
slev —— SNMP v3[{1d1 %4425, FnoAuthNoPriv. (ASAIEA I ). authNoPriv (A
EAINE ) FlauthPrive GAIENE) =/ANMEDT, #44H JynoAuthNoPriv.

type —— IR AR, HtrapFinform P ANETN, 548 i Mtrap. iE&Ftraphs, LATrap
77 RIEEH; dFtinformity, Plinform7y AUk LA Inform BA S miarFEd:, JEH.
T E EAL IR (retries) FIHEEITIA] (timeout). v1%4 T R AL Trap i .

retries —— Informl SCHEALREL, BUETERI1~255. ML L InformiR S, 54
TR B TR AT A U B Inform [BI B4R ST, |22 3 K Inform$l 5. it A RS, A
K& Inform#f 3.
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B

RFRUEL R

R~

timeout RSB ], BAZ HedL 2 5 Inform Bl B4R SCHIBS 8] o FRIEIZES (8] 5, K 8T
KikInform#f 3. HUEIEFEN1~3600 (7).

4Ry B AR

RAE B ORI A P AT LA % &

WINEAEHAH, HhEHENAIPHNEN192.168.0.146, HUDPHiIH5 162, &
FRARAE I P 44 admin, B P24 ohv2e, @R S Plnform K7 k3%, Inform
T IR IS I (R 100080, EAL VR B 100K :

TL-SH6428(config)# snmp-server host 192.168.0.146 162 admin smode v2c type

inform retries 100 timeout 1000

33.7 snmp-server enginelD

i H e B AL A ALZ AR K 51 21D, B fInofr & M TR E BN AL E .

[ile

B

FPRLEER

NG

snmp-server enginelD { [local local-enginelD] [remote remote-enginelD] }

no snmp-server enginelD

local-enginelD —— A5 #EID, EJAMSNMPSZAARI 514D, Al 7 i 57 A A0 5
B2 WHIA10~640HNBER EAF,  HE RN B AU 5%
remote-enginelD —— ILfE 5| %41D, EISNMPE B 5] 481D, e Fl J i A i AL 5
BN AHA10~64NN TN A, H R i AR A

4 R B AR

RAE B ORI A P AT LA % &

B B A LSNMP A 1 5] 251D 91234567890, zFE 5] #£1D Habcdef123456:
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TL-SH6428(config)# snmp-server enginelD local 1234567890 remote

abcdef123456

33.8 snmp-server traps snmp

i A T I BT A B ks ifitraps . B fnofiy & H T M brifitraps. SNMP ) dx #Etraps 5 454

linkup, linkdown, warmstartficoldstart.

kg

B

RFRUEL R

NG

snmp-server traps snmp { linkup | linkdown | warmstart | coldstart }

no snmp-server traps snmp { linkup | linkdown | warmstart | coldstart }

linkup —— 44355 [ HH BT HFIRES B A8 R IE BRI, R iXlinkupZEBitrap. BRINJFE . 45
i 147 b I 28 T fd e 2K Bl trap

linkdown —— 2435t [ I BRIR A AW THIRE R, Ki%linkdownZAltrap. BRiATF)S .
T i 11 () I 4 T fi Uk S Bl trap

warmstart —— FRAZHHLIISNMPHE A IR,  HAZSEARIIRC B A RS . 42
4 JR SNMP I BE T 5 I 1 B 4 A 44 Jod n ok H IS UL, Je o0 A S5 8 4 )R
SNMPIjj e 7] it < 1t 2K Wtrap .

coldstart —— FKI/RFAZ ARG EHILEA 1T FESNMP LR R AVTHE . BRIATFS
L JE A AT LED AT ik 2K M trap .

4Ry B AR

HAGE B SRR P ] DA %

T 5 A e WL SNMPAR #traps i linkup D g

TL-SH6428(config)# snmp-server traps snmp linkup

33.9 snmp-server traps link-status

IJ

> v‘
2y
°

4 F T FF )5 48 52 i I SNMP R traps i i FERIR S I IIRE . & Bnofir 4 H T 5<% 3
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[ile

B

FPRLEER

R~

snmp-server traps link-status

no snmp-server traps link-status

EORCE M (interface gigabitEthernet / interface range gigabitEthernet/ interface
ten-gigabitEthernet / interface range ten-gigabitEthernet)

RAE B ORI P AT LA % &

JF )t 13 SNMP Artraps I ERRAS 15 T Be -
TL-SH6428(config)# interface gigabitEthernet 1/0/3

TL-SH6428(config-if)# snmp-server traps link-status

33.10 snmp-server traps

Zn 2 H TR S HNL Y FeétrapsDhfg. & HInofir & H T RS ALY e traps T fie .

kg

snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change | lidp |

loopback-detection | storm-control | spanning-tree | memory }

no snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change | lidp |

loopback-detection | storm-control | spanning-tree | memory }

bandwidth-control —— 7~ i 2 3 1 FR)E 20 75 I 1 10 0E PR Bi0d 8 o £ 3 [ PR 0
FEHRIDIREF R ROLT, BURT B g 13 3 s A1 120 HUROR BRI, Rgai kit
K Htrap.

cpu —— M T HAEcpuff LECIR L Zopufit I 2k B8 Y 5 e BB R G 2 A 26
Bltrap. 3 E] ST cpult FH = 55 B B 80% -

flash —— FiTlii%flashiE BHs k. UflashilfEekiy, kT RAAmCE . WEH %
B . SNBESEREN, KRGk rap.

ipaddr-change —— I T~ HALKIPR G HATHMLIIPHEME B AZ iy, sk
17 FanE Pk B DHC PR I EE I IPHLbE N, SR Gt 2K Mtrap .

lldp —— F-FLLDPREMI. AH405: 1R AR, REt2 iRk Atrap.
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loopback-detection —— F T REE MR . AL IR I BIFREE RS, BORMERBIERRES, R
SR fih k tZKtrap .

storm-control —— F T Wi 4% P 28 UGR[0 0 o =) 7 50 2L 49 110 el 308 380 JX 48 1 7 1%
SEERS, R il 2R trap.

spanning-tree —— F T W45 W R INRIL . DU JURME L & fi & 125 R trap:
a). AL AR R N RSB W RS R AR KA

b). A HehLi BB TC flagifi i CE TCNIR L.

memory —— F T AR . N I 80% 1, Rt filk 2 Hltrap.

L5

LRI B
RER

PGP B R P AT AR A i 4
i

TR S HHL I SNMPY fétraps (74 58 4% D) g -

TL-SH6428(config)# snmp-server traps bandwidth-control

33.11 snmp-server traps vian

Zan S T8 — IR LR SVLANA SS9 étrapsThRE. B finomr & T4 — ksl 5
VLANA G fEtraps IhfE . S5VLANASEtrapfvian createfiivian delete@#f, nfLALEJSTHY &
SR AR JE e rp 3 — T T e

[ig
snmp-server traps vlan [ create | delete ]
no snmp-server traps vlan [create | delete ]
2%
create —— 4T OVLANY G & i Ih I R ik 12 M trap.
delete —— 4 A VLANB I BR B DI 22 48 2 il & k2K Altrap
B
4 e B A X
KL SR

RAE B ORI A P AT LA % &
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R~

G —FF Ja ML Sviantl <Y Etraps Tt
TL-SH6428(config)# snmp-server traps vian
BT 5 A2 B L.SNMPY fiétrapsH /) vlan createjfg

TL-SH6428(config)# snmp-server traps vlan create

33.12 rmon history

A TECE D X% H, Efnom & H TR EEIAECE . RMON (Remote Monitoring, ZFE
WS e T SNMPIR RE5H), H T WAL B FE M 25 % % . [T SR 4H 2 RMON— AN,
FIFRMONI I3 SRS HI T RE, AZ L2 A HATEHLUSCER I 28 G 1145 5., AT W A0 DX 8% 4D 45 P 100 o

kg

B

RFRUEL R

R~

rmon history index interface { gigabitEthernet port | ten-gigabitEthernet port }

[ interval seconds ] [ owner owner-name | [ buckets number ]

no rmon history index

index — RFEAHWF S, BUATEEI1~12, TAZ%, %A N1-3,5,

port —— KA

seconds —— SKALERE, Rl FERAE I ) A) R, Bfr kb, HUETEHEI10~3600, #KIA
{E/41800.

owner-name — 2k HIBIEE, FHAN1~161DFFF. HAE Jymonitor.

number —— 7 2 7 S 45 ] R 0T RE 8 DR AF IR AR 2% B IR ¥ H . YA
1-130, BRIME N50.

4 R B AR

RAE B ORI A P AT LA % &

Bic B 2% H 1-30 %At um At 12, RAERIFE 1004, G# 7 owner1:
TL-SH6428(config)# rmon history 1-3 interface gigabitEthernet 1/0/2 interval 100

owner owner1
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33.13 rmon event

Zfr % THC ESNMP-RMON S 26 H, Effnofr & H T EBINECE . F/T24H2RMON—4H,
PR E SO S FLRAY, IR e SO A 2 B T B G B P A A A

[ile
rmon event index { [ user user-name ] [ description descript ] [ type {none | log |
notify | log-notify } ] [owner owner-name] }
no rmon event index

¥
index — % HF 5, BUEVER1~12, F&mdHEtMA—1N%H.
user-name — FAEFTBINAH 4, ATHIAI~16N 7. SAA R Apublic.
descript —— XTHEAMRGE R, ATHA1~167N75F, BN,
type —— FAFEM, fEnonely, AMEAETEAE: WEHEloght, THNUK FAHCRAEH
LR WEnotifylf, SZHALFE B ENURIEAREE S dibothit, SHALGFIHL
AR H BRI B EHREIREE R .
owner-name — 5% H G, AHIA1~161F4F. SIS ymonitor.

B
4 e B A X

KL SR
FA B GURAER AT LG i

~pl

WEZHT. 2. 3. 48 % user1, FfEHiiR Ndescription1, FHA4HIEA Klog, A%
# ~owner1:

TL-SH6428(config)# rmon event 1-4 user user1 description description1 type log

owner owner1

33.14 rmon alarm

62 H T B SNMP-RMONEFR A HIE &, EiInofir & H TIRE BV E . B4Rk 4 ZRMONK —
AN, EARECE RN E R E IR E AT A, — B S B W i A A, 1T SR LR
FAF IR BEAT AR L AL EE
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[ile

B

FPRLEER

R~

rmon alarm index { stats-index sindex } [ alarm-variable { revbyte | revpkt | bpkt |
mpkt | crc-lign | undersize | oversize | jabber | collision | 64 | 65-127 | 128-511 |
512-1023 | 1024-10240 }] [ s-type { absolute | delta} ] [ rising-threshold r-hold ]
[ rising-event-index r-event] [ falling-threshold f-hold] [ falling-event-index f-event]

[ a-type {rise | fall | all} ] [ owner owner-name ] [ interval interval]

no rmon alarm index

index — ZIREFLHMN TS, BUETERE1~12, " ANE %, %A N1-3,5.
EGH BRI R

it 15

sindex

port
alarm-variable — A&, HA R ldrop.

s-type —— FEGIZEAY, RONEHRAS SRR, JRGHUHE S5 RE TR 7%, A
absolute (4axff) Fidelta (B§&) PIMikIi. ikffabsolute, JIFE—ANIURE IS5 R
PR URE 45 SR B 2 5 AT s ik Fdelta, TURKE B RTELIR 25 b — REUREE 22 J5 3
B BET . BRIAIE T absolute .

r-hold —— filt R ZH i) EFH A, HUETEE1~65535, BRIMMEH100.

r-event— bF-FAE, BIflOR EABMEEIRGFATS, BUETEEI1~12.

f-hold —— il B4R 0 R P BIME, HU{HYEH1~65535, BRIA{E 100,

fevent —— FIEEMT, RIfdR T FEBE SR EMR )T 5, BUATEE1~12,

a-type —— EiRfilk MR, frise (LT, fall CRRE) Fall (4#) =/MED. %
Frise, WA EAR B THERE S Al B, s Efall, DN LR AR T R A S ik A
dedEall, Mk b AR REBE bR B4k . BRAEDTall.

owner-name — 5% HIEIEH, ATHIA1~161F4F, B4 Jymonitor.
interval —— I} [E] (][, HUEERE10~3600, FANFP, BRIME 1800,

4 R B AR

RAE B ORI A P AT LA % &

BEAH. 2. 3EHIRFH240E, €18 % Syowner, I [E][E]RE /910070

TL-SH6428(config)# rmon alarm 1-3 stats-index 2 owner owner1 interval 100

239



TL-SH6428 AR MR L= =y ok =5k [N s e W= o iy

33.15 rmon statistics

ey M T ECE SNMP-RMON it 415 2, BRI no i M TMIERTEE % H . R HIm ARG 2%
H %4 1000.

[ig
rmon statistics index interface { gigabitEthernet port | ten-gigabitEthernet port }
[ owner owner-name] [ status { underCreation | valid } ]
no rmon statistics index
¥
index — it sk HiFP S, HUETEHE 1 ¥ 65535, #%=n 1-3,5.
port —— Stk H it 15, #Xan 1/0/1.
owner-name — sk HEIE#, mEAE 16 M4 BN “monitor”.
status —— SR EDIRAS, A& “AR7 B CORAERT. AR SRR H IR E L RIARL,
CRAER” TRk BRIREASTE, HEEBBENERK.
B
4 Jeyic B A
RARLEER
FA B G R AER F P mT BAE i
~pl

Pie B 2 2% H 1-3 1 105 1/0/3, g 4 ownert, RN “HRL:
TL-SH6428(config)#rmon statistics 1-3 interface gigabitEthernet 1/0/1 owner

owner1 status valid

33.16 show snmp-server

%4 T o SNMP 42 R L B 7 .«
i

show snmp-server

B
R R BT A E B
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KL SR
R BB G RA R A Al LM i i &

NG
ERSNMP 4R L B A5 &.:

TL-SH6428# show snmp-server

33.17 show snmp-server view

%4 M T SR E s,
[iss

show snmp-server view

B

R R BT E B

KL SR
R BB G RA R L AT LA % i &

NG
BRMLEBIER

TL-SH6428# show snmp-server view

33.18 show snmp-server group

%4 A F oRasE,
[iss

show snmp-server group

B

R R BT E B

KL SR
R BB G RA R L T LA % i &

R~

BoRASIE:
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TL-SH6428# show snmp-server group

33.19 show snmp-server user

%4 M TSR P AR
[iss

show snmp-server user

B

RO R BT E LA

RRER
ST G P AT A 2 %

il
VN IRk

TL-SH6428# show snmp-server user

33.20 show snmp-server community

% & T R E .
[iss

show snmp-server community

B

UL ORI BT E B X

RRER
ST G P AT A 2 %

R~
YNEI YRS

TL-SH6428# show snmp-server community

33.21 show snmp-server host

i M Ros H i ENSIER.
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[ile

show snmp-server host

B

R ORI BT E B X

RRER
ST G P AT A 2 %

ZN)
CENIEEIRIIES

TL-SH6428# show snmp-server host

33.22 show snmp-server enginelD

Zan 4 H T R SNMPH 51 28 ID(E &
ks

show snmp-server enginelD

B

U R BT E B X

FPRLEER
RAE B ORI A P AT LA % &

i
2RSNMPIF) 5 #ID 1 B«

TL-SH6428# show snmp-server enginelD

33.23 show rmon history

4 P T G SR 2 H B ELAS
i

show rmon history [ index ]
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28
index — ERIRBCE (G B HCRFEZ H 5, BUETER1~12, WA 2 5%, #% 8 1-3,5.
SR I 7R T D SR AR H I BCELS S

B

R ORI BT E B A X

FPRLEER
HAGE T SRR P ] A % 2

i
ST D SRS B B E S S

TL-SH6428# show rmon history

33.24 show rmon event

Z%ir 4 T 5~ SNMP-RMON 4 it B 15 2.

e
show snmp-rmon event [index]

¥
index — ZR/RFHMREFENZHF S, BUEER1~12, TTHRAZ%, %X 1-3,
5. BRENRIRITA % HE S ERS S

B

RO R BT E LA

RRER
SR B R P AT AR A i 4

\]

ZN)
o sk B -4R IR B

TL-SH6428# show rmon event 1-4

33.25 show rmon alarm

w2 AT RoRE R EHAHBCERER .
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[ile
show rmon alarm [index]

2%
index — ZORRCES B ERERXH TS, BUETEE1~12, ATMAZ%, #HE0
1-3, 5. BRI EoRPTAERE K H R ESE.

B

AU R BT I B X

FPRLEER
R B E G RA Al LA % i &

A~
BN ERE K H 210 E S B

TL-SH6428# show rmon alarm 1-2

33.26 show rmon statistics

Zin T RoR g HA H R EE R

LilSe
show rmon statistics [index]

¥
index — ER/REERENGIHHAXHFS, BUETEE1~65535, WHIAZ %, i
N1-3, 5. SRR ITE G H K H RIBCEE S

B

R R BT HE B

RRER
ST G P AT A 2 %

ZN)
RGBT E RS R

TL-SH6428# show rmon alarm 1-2
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#5343 LLDPEC B @74

g 2R LMY LLDP (Link Layer Discovery Protocol) R4 2% 15 4% J& W1 ) 1 Ab T 6] — s
(48 JE B A B SRS B o AR &I ENE B 5 F H LR #EIMIB (Management Information
Base, EHHFEEE) HALRIERDR, M3 H R4 0 LLUELEHMUSNMP (Simple Network
Management Protocol, i B 25 & B B0 3R ELEX 2fE 8

34.1 lidp

% 4 T4 R FILLDPIRE, & fnod 4 T8 FILLDP ) i

4
lidp
no lldp
B
2 JR e B AR
AR K
RAEERGL . AE RS 20 P 2R - m] DA i i &
7~

i RELLDP I fE

TL-SH6428(config)# lidp

34.2 lldp hold-multiplier

i T ETTLRE. TTLSRBUH LIS A e AL FILLDPDU R TTL B i, TTLRIAA
5

M BAEARJE B EIAAE I ] . TTL=TTLIRE KILMARG. Einofr & H TR E BN E .
kg

lldp hold-multiplier multiplier

no lidp hold-multiplier
2

multiplier —— TTL3fe%L, JulEh2~10. BRIAE 4.
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B

RFRUEL R

R~

R C B
RAAEH O BfE SR P R P T LU Y iZ a4

BEETTLIRAUE N5:

TL-SH6428(config)# lldp hold-multiplier 5

34.3 lldp timer

i A H T B AR RO S T A2 4. ERInodr & TR E BN RE -

[ile

B

Idp timer { tx-interval tx-interval | tx-delay tx-delay | reinit-delay reinit-delay |

notify-interval notify-interval | fast-count fast-count }

no lldp timer { tx-interval | tx-delay | reinit-delay | notify-interval | fast-count }

tx-interval—7A 115 4% [ 4T J& 15 4% &% 1% LLDPDU I 1] ) Rg ,  BXU{E 3 FEl /95-32768, Bk
IME N30

tx-delay —— A5 & ) 4T 5 15 4% % 1% LLDPDU R SE R I 7] 24 A i Jic B % A2 AR 1Lt
K SEAR Fi5 5 I 1] P 536 LLDPD USRI SR i 504 AT AT LA 3BE i by A M i B2 A9 35 A2 4 T
SHLLDPDURSME ik . BUETEE1-8192, BRINME N2FD.

reinit-delay ——HJHG AL TER N 1] o 243 1 LLDP TAERE R A8 I, 4 4E 38 — Bt i) gk 47
WG4, LARE G 3 1 LLDP LA AR 2 %8 o403 3 80 HA Wik AT W 4a 44 - BUE G v 1-10,
BRNE N3

notify-interval ——7< 15 £ 7] 4 4% 7 B R Gt K IR Trap {3 2 B I [A) AT RG o i i 1 B I [A]
IR, AT DA 40 B {5 B A E AT 5 B TrapfE B AN E R i% . UG 5-3600,
NNV T

fast-count 3 LLDP TAREREAMEE A (BRSO Uiy kil (BUR ki%)
I, AT iR R A R %, K0 P A IENLE], B LLDPHR ST K JH A
G 1RD, FESE RIS E SR MLLDPDU S Wk & 1E 5 1 3% A . BUA Y Bl
1-10, BRIME N3

4Ry B AR
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RRER
SRR BRI AR 2 P AT B % 4
P

Y2 B LLDPDU K% 6 ABRD 1794 55 3 R G5 K Btrap (3 S0 2 3% I 1] 1] /9120
2

TL-SH6428(config)# lidp timer tx-interval 45

TL-SH6428(config)# lldp timer notify-interval 120

34.4 lidp receive
Zdn 2 T A $8 2 b 1 I LLDPDURR Dy RE. & HInofin 2 H T4 1z hfe .

[ile

lldp receive

no lldp receive

B
O EH R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /
interface range port-channel)

KL R
ARSI #AE A R B AL 7T B T Z i &

~pl

FF )i 3t 111 I LLDPDU Y T it -
TL-SH6428(config)# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)# lidp receive

34.5 lldp transmit
Z%an A T I A 48 € i H LLDPDU KX DiRE. “Bfinodr 4 H T2 % ke .

[ile

lidp transmit

no lldp transmit
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K
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)
KL R

HAEH A BAE RGN P R v LU % 2
A~

J¥JE o 11 ILLDPDU K I& Dl e :

TL-SH6428(config)# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)# lidp transmit

34.6 lldp snmp-trap

a2 M TR M E O SNMPIERI DI RE 5 FH UL ThRERS , Wk A trapHAt, A iR 2 il K1SNMP
g5 48 . EInodr4 M T45 M i H iR SNMPIE I Zh Rt -

[ile

lidp snmp-trap
no lldp snmp-trap

K
EORER (interface gigabitEthernet / interface range gigabitEthernet / interface

ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

TERLE R

RAAEE G BAE GRS R P B P T LA % A 4
Nl

Ja FH it 11 ¥ SNMP#E A1 5 e -

TL-SH6428(config)# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)# lldp snmp-trap
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34.7

lidp tlv-select

Zdin 2 T HCE AGEHILLDPDU R & HITLVE A . LLDPDUAZUIFF & =N ZUTLY, R85 2
HEETLY, a2 L AUEND TLV. R] DLAE I U % # H  i2 LLDPDUR (& (1 Al i TLVEAL .
Enodir & T MIERLLDPDU L5 AR SR TLVIE A . BUAFE LT , LLDPDU L5 T I TLV R AL

kg

lidp tlv-select { [port-description] [system-capability] [system-description]
[system-name] [management-address] [port-vlan-id] [protocol-vlan-id] [vlan-name]
[link-aggregation] [mac-phy] [max-frame-size] [power] [all] }

no lidp tiv-select { [port-description] [system-capability] [system-description] [system-name]
[management-address] [port-vlan-id] [protocol-vlan-id] [vlan-name] [link-aggregation] [mac-phy]

[max-frame-size] [power] [all] }

port-description —— {fLLDPDU &% IR TLY,  PAIR) 46 f& & A7 A< i 1 1) IEEE. 802
JRy sk X AR Sl R 1 B A

system-capability —— f#LLDPDUSL& RGREITLV,  LAIMIAR & A A A Hi i 2% SCHE I T
EMIX LT RESE 7T SBVF IR B

system-description —— f#LLDPDUL & RERRTLY, LA 4B & A A Hh i3 26 B
RGHEN . AT SE R GE BRI

system-name —— ffLLDPDUGL R4 FRTLY, LA AEE KA A % 1 R A AR
management-address —— {#LLDPDUS, &8 FHHINETLVY, LR AR & K A A Hh 15 £ ) 5 3
Mk, P2 BE B AT DB 12 il X AN b 15 £ i AT B

port-vian-id —— {#LLDPDU & 3% [IVLAN ID TLV, PAIAARJE & Af A3 AT 46802.1Q
VLANFID.

protocol-vlan-id —— f#LLDPDUL & B VLAN ID TLV, LAIAIAR & % A A 11 Ak il
VLANID.

vlan-name —— f#LLDPDURL & VLANZFRTLV,  LLIAIAE & & AT AR 1A AbVLANE $8 IR
2R

link-aggregation —— fiILLDPDUGL & #EHE R ATLY,  LAIA)<J JE A AT A S 11 24 A (155 6 58

HEE, BfEARLNDRERARKESRS. RELTRERE LA T HER R A RS
I (435 11D

mac-phy —— f#LLDPDUL 4 MAC/PHY TLV, LARI4EE & A A ut (o @ M, s
Uiy 1 SCRFAARZE T 2w A (033 238 00T DA R T Tl B 2 [ 3l W i 1 73 21 22
AT
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max-frame-size —— {ELLDPDUA, & f KT BETLV,  BLIA] &% J& & A A% 3 1 I MAC A
PHY SRR R

power —— {fLLDPDUM & L AE /I TLV,  LAIRIAR R A A 1 S A s 2
all— fHLLDPDUR % LA E A TLVE AL,

B
O E R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /
interface range port-channel)

AR K
WAEHRA . BAE RGP SRR P vl DU i &

7~

M3y 11 3% I LLDPDU A A0 3 () TLV S 2w i o 7 B b ik TLV A 35 FTVLAN 1D TLV:
TL-SH6428(config)# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)# no lldp tlv-select management-address port-vian-id

34.8 Illdp med-fast-count

%4 T E LLDP-MED s A& %ML & 3% i) LLDP-MED Miff) %k H . 24 LLDP-MED [Pt &
ENLUE R B, SEaRiERs BN 4 LLDP-MED 13 E./# LLDPDU, HERIMEN 4. 1 no
A TR RN E .

e
lidp med-fast-count count
no lldp med-fast-count
S
count —— PUERER A, BUETEE N 1~10, EIMEN 4.
B
4 R Tie B AR
ILER
WA R AR DR F P AT U a2
7~

BEE PREIE RS HEON 5:
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TL-SH6428(config)# lldp med-fast-count 5

34.9 lldp med-status

% F 5 F o ) LLDP-MED RZs. 8 Al 11 # LLDP-MED ZjRg), i 1 H) LLDP RS2
BENRIERN . € no dr T4 M 1 i) LLDP-MED ZJE.

e
lidp med-status
no lldp med-status

B
O EH R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /
interface range port-channel)

FRBUE SR
WAEHRA . BE ORGP R P mT DU i

7~

Ja A% 1 2 (1) LLDP-MED Ijjfé:
TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# lldp med-status

34.10 lidp med-tlv-select

A i £ 1% LLDPDU H 4 ¥ LLDP-MED (1) TLV 2824, BRAtEHL T, LLDPDU A&
PR TLV K8, €1 no #ir & A T MIERIE P TLV KA,

w4
lildp med-tlv-select { [inventory-management] [location] [network-policy]
[power-management] [all]}
no lldp med-tlv-select { [inventory-management] [location] [network-policy]
[power-management] [all]}

S

inventory-management —— {# LLDPDU &% %75 & TLV, %775 B A& -LRiEA
M P=E R TLV, 23R EAR TLV. BEPERRA TLV. BAERRAS TLV. 7415 TLV.
H3&E ) FAAR TLV. B PR TLV FI5E 7 BRER ID TLV.
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B
FPRLEER
R~

location —— {#i LLDPDU L& 45 bk TLV, g Hhhl TLV 324t 7 AR5 4% & A A
P A& Y RS B e

network-policy ——fiff LLDPDU & W 2% 5K BE TLV, 2% 508 TLV oV W2 e H 150 £ il
KU WA AT A ) VLAN i B 5 — E =2 E M.

power-management ——f§ LLDPDU &4 @t fgE /1 TLV, ¥ EftdEes) TLV i
LLDP-MED &4z 15 £ Fl & 1 £ 2 (A28 ELVEARI BE S 2, flinpt /e gy, fEaiRaEs

faray
=Fo

all — f# LLDPDU t.& DL EFTA ) TLV KA,

O E MR (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

RAAEH O BRfE SR P R P T LU Y iZ a4

7

M 1 A& LLDPDU A5 1 TLV S8R A il X 25 S TLV A ik TLV:
TL-SH6428(config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)# no lldp med-tlv-select network-policy inventory- management

34.11 lidp med-location

%A TR B i R % ) LLDPDU A & i i s itk TLV IS B

[ile

lildp med-location {emergency-number identifier | civic-address [language
language | province-state province-state | county county | city city | street street |
house-number house-number | name name | postal-zipcode postal-zipcode |
room-number room-number | post-office-box post-office-box | additional additional |

country-code country-code | what { dhcp-server | endpoint | switch } ]}

emergency-number —— S5 B ARFIY IR S 58S, FHRARERY CAMA Bl
PSAP, FRHKEENT 10 3 25 Z [A],

civic-address —— B b H IETF € (bt {5 B A% .
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B

RFRUEL R

NG

EORER (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)

RAEH G BAF oA R SR AL 7T B T % &

BB 2 K%K LLDPDU mR gttt TLV SRA R i@ thhl, wEBIE S RIS, IR
IPSLE €
TL-SH6428 (config)# interface gigabitEthernet 1/0/2

TL-SH6428(config-if)j# Illdp med-location civic-address language English city

London

34.12 show lldp

%4 M T 5oRLLDPH 4 RBC B AE B

[ile
B
FPRLEER
R~

show lidp

AU ORI BT E B A X

T

ERLLDPH) 4R Be EA5 B -

TL-SH6428# show lldp

34.13 show lldp interface

24 AT R H I LLDPRC B S & .

kg

show lldp interface [ gigabitEthernet port | ten-gigabitEthernet port ]
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4
port —— Z & R LLDPREL B {5 B 15
B
AU AT T E B
RFRUEL R
x
i

7 1 LLDPREC B A5 & -

TL-SH6428# show lldp interface gigabitEthernet 1/0/1

34.14 show lldp local-information interface

iz H T 2o H HILLDPAE B .

4
show lldp local-information interface [ gigabitEthernet port | ten-gigabitEthernet
port ]
ZH
port —— ZLERLLDPAE B i 5, k4 o FrA i H LLDP{E 2.
S
FERUSE R A i 2 AR 2
ILER
pn
7~
2 7Ru 1 FILLDPE .

TL-SH6428# show lldp local-information interface gigabitEthernet 1/0/1

34.15 show lldp neighbor-information interface

A T BRI %0 1 AAT S R .

255



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

[ig
show Illdp neighbor-information interface [ gigabitEthernet port |
ten-gigabitEthernet port ]
¥
port —— ERIRARSEAF SR A G 1T, SR BRI I AR EAE R .
B
R AT A i & A
RRLER
I
7~

R RIERE R S RSB R AE

TL-SH6428# show lldp neighbor-information interface gigabitEthernet 1/0/1

34.16 show lldp traffic interface

22 F T SRR TR 3% 0 1 A4S M 1 4 F1 AT & B & ILLDP S THE B

e
show lldp traffic interface [ gigabitEthernet port | ten-gigabitEthernet port |
Z2H
port —— ELIRAH B &AL JE B A& FILLDP A T B 1 15, BUs Ros s i ity
HZgiHE B
B
BB AN I A i 15 2K
AU R
i
il

BRIER ] H1HLLDPSTHE &

TL-SH6428# show lldp traffic interface gigabitEthernet 1/0/1
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353 ARP LB 44

ARP (Address Resolution Protocol, #ilif@E#Hh) &4F 1P sk AEHT N LAK I MAC Hitik i Hpis .
SHHLYEST—A 1P 3] MAC JC R B, 1B R A T 7% 1P i Gt~ —Bkihk 1@ b . ARP
Wbt RS PR SE AL ARP K0 : ShAFIHA ARP £, 354 ARP £t ARP 32 [ 3h4: il
Yedpr, #AS ARP RIUES F TR E Mgt

35.1 arp

% T InER S ARP 2R3, No fiv% H TR ARP £ 1.

4
arp ip mac type
no arp ip type
ZH
ip —— A& ARP RIUHY ip Hubik.
mac — #i7s ARP £ 5] mac Hudil.
type —— ARP {251, WE N “arpa” .
K
2 JR e B AR
ILER
RAEHE G e BB PR T DS % 4
7~

B — 2 H A ARP R I, FH IP Hihikh 192.168.0.1, MAC HilikJy 00:11:22:33:44:55:

TL-SH6428(config)# arp 192.168.0.1 00:11:22:33:44:55 arpa

35.2 clear arp-cache

i MR 20 ARP 2RI
kg

clear arp-cache
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B

R R BT E B
KL SR

RAAEH G Bfb GO P R P T LU Y iZ a4
R~

MIER T BBh A ARP 2K :

TL-SH6428(config)# clear arp-cache

35.3 arp timeout

e M T E =E% ) ARP ZAL T

[ile
arp timeout timeout
no arp timeout
2
timeout i e ZACIS ], a1 03] 3000 7. BRINE N 600 5.
B
P e B
KL SR
ARSI FAE A 2R R B AL 7T DU T Z i &
R~

BB 0 1 1) ARP Z ALK (8] 60 75
TL-SH6428(config}# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)# arp timeout 60

35.4 show arp

2 H s ARP 2RI, WEREATTRESE, R LmHra 1 ARP &I,
[ile

show arp [ip ][ mac]

showiparp[ip][ mac]
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28
TR ARP R IUH 1P Hihk
5E i 2 R ) ARP R I MAC #idik.
B
R AU AT T AT BC B AR 2
RFRUEL R
e
i

Eon IP Hilik Ay 192.168.0.2 (1) ARP It

TL-SH6428(config)# show ip arp 192.168.0.2

35.5 show ip arp(interface)

i M RoR e =R O H) ARP £,

e
show ip arp { gigabitEthernet port | ten-gigabitEthernet port | port-channel /agid |
vlan id}
¥
port FE e
lagid fe % LAG ID.
f&E VLAN ID.
K
e A BT TS B AR X
FRBUE SR
i
il

wn$E 1 VLAN 2 (1] ARP 21 :

TL-SH6428(config)# show ip arp vian 2
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35.6 show ip arp summary

Zan 4 T Ros ARP R I 5% H AL

4

show ip arp summary
B

RS R A T B AR =X
AR K

I
7~

B ARP I 4% H k-

TL-SH6428(config)# show ip arp summary
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FI6E HAKHELENS

FEALHNL L, AT ERAS A H . Al By, v LEE HoE A i B Ak £k
AR VA BRAT, ARJE DR B 0 R BN — 2% 74 o R AN PR I e X 2% 48 B T3 e
ANBEE W28 AN R T B 33l 2RISR, ShAhai [ E M2 b . 2 2 1 3 4
2R BB RS RS R A AR, A8 B DA 7 B P sl B i R AR SR I S Bt A5

36.1 ip address

e F TG B AR E 4 R 1P AN R RS o 122 DR G4 B ehidim 11, PAIR3% 1A VLAN #2101,
LilSe

ip address { ip-addr} { mask } [ secondary ]

no ip address { ip-addr} { mask}

¥
ip-addr —— ZJZ#17 IP bk
mask — = JEFE T RIS .
secondary —— W E Ui IS AN IP Huhl. SRR, BECEM IP Ml yse O bk
B
2 1 g B A
AU R
ARSI FAE A 2T R R AL 7T DU T Z i &
7~

BoE VLAN £:10 2 1) IP Hutik o 192.168.1.1, 4R A 255.255.255.0, 55— IP Hihi:
9192.168.2.1, Mk 255.255.255.0:

TL-SH6428 (config)# interface vian 2

TL-SH6428(config-if)# ip address 192.168.1.1 255.255.255.0

TL-SH6428(config-if) # ip address 192.168.2.1 255.255.255.0 secondary

36.2 ip address-alloc

ity 4 Fl T 6 DHCP % 7 i Dh R Bl & {8 B BOOTP Wl - RE b Th B8 Ji5 , #6 %€ 42 11 AT LM DHCP
JIk 5% s miE BOOTP k55 as k43 IP uhik. 5 /& BAEFR € H LoRMAILThRE, 156/ no ip address
4o Ao 3d I % g A VLAN #2100
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kg

B

RFRUEL R

R~

36.3

ip address-alloc { dhcp | bootp }

no ip address

dhep R =BT LN DHCP IR 223KEL IP Hutl .
bootp FEM =200 L BOOTP RS 283K EL IP Hbhik .
2 O B AR

RAAEH G FAE A G P SRR AL AT DU 2%

fSEfe s Hom - 1/0/1 _Ef) DHCP % /' i L fie «
TL-SH6428 (config)# interface gigabitEthernet 1/0/1

TL-SH6428(config-if)# no switchport

TL-SH6428(config-if)# ip address-alloc dhcp
KM VLAN #2110 2 ERELIP Huhik (D fe -
TL-SH6428 (config)# interface vian 2

TL-SH6428(config-if)# no ip address

interface vlan

i 4 T OUEVLANEE T, 2 finod 4 FI T-MIRVLANEE .

[ile

B

FPRLEER

interface vlan { vid }

no interface vlan { vid }

vid — VLAN ID.

4Ry ic B AR

RAAEH G e AE A G P SRR AL AT DU 2%
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i
BIEEVLANEE 12

TL-SH6428(config)# interface vlan 2

36.4 interface loopback

Zan 2 T EIEI RN, B8 no fir & H T BRI A .

LilSe
Interface loopback {id}
no interface loopback {id}
2
Vid — 3[40 1D, HBUETEH: 1-64.
B
4 A ic B A X
RARLEER
ARSI FBAE A 2T R AL 7T DU T Z i &
R~

BIEIAEHE L 1.

TL-SH6428(config)# interface loopback 1

36.5 switchport

tedr & TN =ZE R e 2] — Zim D, B8 no a4 T TR i )6 ) = J2 % e o
Ho

4
switchport

no switchport

K
O E R (interface gigabitEthernet / interface range gigabitEthernet / interface
ten-gigabitEthernet / interface range ten-gigabitEthernet / interface port-channel /

interface range port-channel)
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AU R
RAERLG . AE R 20 P 28 F - m] DA i i &
il
HEN R 1 1/0/79 1 #% i A5 X
TL-SH6428(config)# interface gigabitEthernet 1/0/9
TL-SH6428(config-if)# no switchport

36.6 interface range port-channel

i H T 2 i LS TE R

[ig
interface range port-channel port-channel-list
¥
port-channel-list iy FEIER: 53R, BUETERA 114, #%:Xk8 1-3, 5.
B
4 R B
RRLER
RGP, HAE A G P O IR 74 RE VT 1R IX iy 2.
7~

Bt FO@EIE R 1,3,4 A1 5.

TL-SH6428(config)# interface port-channel 1,3-5

36.7 description

e T4 4R H B e DA, RN EARRR thim 1, AR TN VLAN #2100, B/ no
A F T BRA5 2 % B2 R iE .

kg

description string

no description

string —— KN 1-16 ALHR 745 5 .
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B

2 L B AR
KL SR

RAAEBGL, HfF SN o i 7 A RE VT 11X L5 65
NG

SNt 1 1/0/9 IR K system-if:
TL-SH6428(config)# interface gigabitEthernet 1/0/9
TL-SH6428(config-if)# no switchport
TL-SH6428(config-if)# description system-if

36.8 shutdown

e 4 o0 IR E M iR 1, SRR B v 1, AR A0 VLAN #2100, B no #ard T

FE IR (0 e
i

shutdown
no shutdown

B

2 L B AR
KL SR

RAAEH G, BAE A GRS R A RE VT X 6 2
R~

o A % H i 1 1/0/9:

TL-SH6428(config)# interface gigabitEthernet 1/0/9
TL-SH6428(config-if)# no switchport
TL-SH6428(config-if)# shutdown

36.9 interface port-channel

i F T QU A o EEMIBR AR E 1o LEIE R, 3B no A

kg

interface port-channel { port-channel-id }

no interface port-channel { port-channel-id }
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ZH

port-channel-id i @ IE R ) ID, BUETEREA 1-14.
B

4R B AR
FRBUE SR

WGP, #HAE RS P GO0 R R 4 R Vs X ey .
il

Bl gt sy 1 G E B 1

TL-SH6428(config)# interface port-channel 1

36.10 ip route

win M TSI & H, nofr & H TR S &SRS 2 H

4
ip route { dest-address } { mask } { next-hop-address } [ distance ]
no ip route { dest-address } { mask } { next-hop-address }
S
dest-address —— LB % HH 2% H REE 2L 1) B AR 25 bl
mask —— TiC & 2%t 2% H RERS 25E 1) H AR 28 1)1 XD
next-hop-address —— J8E: H br N 2% 1 2% B EE AR B TF — /NP2 s 1 IPHIAE o
distance —— IS HIERAE, EEERDN, g
B
2 JR e B AR
ILER
RAEEG, e AMEmBH P Zo P A eV X ey 4.
7~

G H 1IPHkE9192.168.2.0, T P65 °9255.255.255.0, T — Bk 4192.168.0.2
s

TL-SH6428(config)# ip route 192.168.2.0 255.255.255.0 192.168.0.2

266



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

36.11 ipv6 routing

4 T2 R IF R IPV6 B i, 210 no #ir4 T3k IPv6 B

[ile
ipv6 routing
no ipv6 routing
B
4 JeyiC B A
KL SR
WAEHR, AE AR Z P R B 4 5E Vs Rl X L &
~pl

A JRITE IPv6 B i

TL-SH6428(config)# ipv6 routing

36.12 ipv6 route

P FITCE IPV6 W&, 200 no fr4 I THI IPV6 Ak .

[ig
ipv6 route { ipv6-dest-address/mask length } { next-hop-address } [ distance ]
no ipv6 route { ipv6-dest-address/mask length } { next-hop-address }
¥
ipv6-dest-address/mask length —— Tt & % 2% H 8698 2IA 1 H bx IPv6 Motk
next-hop-address —— "~ — Bk IPv6 Hutik .
distance —— JLEEHHEE B FE R, YR 1 3 255 BE )N, ek .
B
4 JRi e B R
KL R
WAEHR, HE AR Z P 0 B 4 RE Vs Rl X L &
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A~
QI H R RIZ 0 IP 3l >y 3200 /64, T —BkihiikJy 3100 :: 1234 Fh A -

TL-SH6428(config)# ipv6 route 3200::/64 3100::1234

36.13 show interface vian

24 H T B oR i B VLANSL LIS .

kg

show interface vlan vid
2%

vid —VLAN ID
B

AU AT T E B
RFRUEL R

x
ZNl|

EIRVLANEE L2015 B -

TL-SH6428(config)# show interface vian 2

36.14 show ip interface

et 4 T R = R D A 5
e

show ip interface [ gigabitEthernet port | ten-gigabitEthernet port | port-channel

port-channel-id | loopback id | vlan vian-id ]

port Ut 115,

port-channel-id Uity 1@ PR 1D Whb iy 1 3@ 30 HH P 8 02 i 11 08 2 4% b i 11

id — ¥ EE 0 1D,
vlian-id —— VLAN #11 ID.
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B

AU AN T BE B
FPRLEER

T
Nl

B7R VLAN #2100 2 FIVEGNE 2 -
TL-SH6428(config)# show ip interface vlan 2

36.15 show ip interface brief

% 4 T R = R O I

4

show ip interface brief
B

RS R A T B AR 2
RERUE R

pn
il

E%EE'}‘% l:l E‘]?E/E’\’fg A%\i
TL-SH6428(config)# show ip interface brief

36.16 show ip route

% T RoR s AR E R ER AR H

show ip route [ static | connected | rip ]

TRE SRR ARARIEE, KSR A R A H .
static: ‘R ERIESEHEL.

connected: Bonikg FRIEIZEMZ K HE S,

static | connected | rip
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rip: RS EHIRIPEHE E.

B

R AN T BE B
KL SR

¥
R~

BRFSEHER

TL-SH6428(config)# show ip route static

36.17 show ip route specify

Zan A T RoR BT 1P ks B A s A .

e

show ip route specify { io } [ mask ] [ longer-prefixes |
¥

ip G52 HAx 1P Hdlk

mask a5 Hr IP sl FIZ% ip.

longer-prefixes ——15 5 H1 ip Al mask 2 $f 5& i VT FE X B H bR F 19
B

AU A T A C B
RRLER

T
7~

A E] 192.168.0.100 (1) 5 %15 :

TL-SH6428(config)# show ip route specify 192.168.0.100

R E H BN 192.168.0.0/24 1135 H1 4% H & B A71E

TL-SH6428(config)# show ip route specify 192.168.0.0 255.255.255.0

A H BB 192.168.0.0/16 Fr 6 & BT+ M 1% 15 5 -

TL-SH6428(config)# show ip route specify 192.168.0.0 255.255.0.0

longer-prefixes
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36.18 show ip route summary

w2 RoRi i gitE .

4

show ip route summary
B

RS R A T B AR =X
RERUE R

pn
il

BRAHHL BRI RS THE R

TL-SH6428(config)# show ip route summary

36.19 show ipv6 interface

Zan 2 T RoRE R ORCE R IPv6 (58, G35 ipve MIIREIRE, SRR A hEA 4 Ribil, 1Pve
HIEHE

w4
show ipv6 interface
B
RERUSE AR A T AR =X
KA EE R
pn
Nl

LR R IPV6 55 :

TL-SH6428(config)# show ipv6 interface

36.20 show ipv6 route

wn M Ron e LR SR IPve Bk H o
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fir s
show ipv6 route { static | connected }
¥
static | connected femg R, RS E, BERIARMMMSEEH .
static: FHAEEH
connected: {7~ L& I A ELE 4% 1% B S
s
AU DA K Pl A T A X
FRAUE R
o
i

EoR IPV6 F A

TL-SH6428# show ipv6 route static

36.21 show ipv6 route summary

w2 M Ron s LR SRR IPve Bk H o

w4

show ipv6 route summary
B

BB DL A A T B AR
LR

y
Nl

TL-SH6428# show ipv6 route summary
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BITE BEBNRIEEwS

I PR R S — R R P R, T DA 7 A e D I T SR 1 B A

37.1 route-map

ZAr M T O WU R, Efnodr & F T MIER.

4
route-map description [ deny | permit] [ rule-id ]
no route-map description [ deny | permit ] [ rule-id ]
ZH
description —— & HIRGF R PIHIR, 5230 F4F.
deny | permit —— W B M ML EEE, deny: ZSEHEAL; permit: VLECEHE..
Bk Npermit.
rule-id T 7 B HH AR R ) 2 8 5, BRE 910,
R
2 JR e B AR
ILER
RGO 5AE RS P 2R H - T DA i &
Nl

B 42 N drop % H 5 26 -

TL-SH6428(config)# route-map drop

37.2 match ip address
A T B L R UTRCARHEAT & ACL, "B no 4 T HUHILIC .

kg

match ip address acl-id

no match ip address [acl-id]
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28

acl-id bRAE e ACL 9w, HUHETEH]: 500-2499.

B
route-map At B 2

FPRLEER
RAAEH G BAE oA R SR AL AT B T % A &

7~
P H route-map ULHCARHE ACL 500:

TL-SH6428(config-route-map)# match ip address 500

37.3 match length

1% 4 F -0 L pH U VAR S = R K, &0 no i 4 I BRI UL
[iss

match length min max

no match length

min —R L =2 MR, R T46T 68.

max—ARSC = ZER RO, N5 T 12270,
B

route-map At B A X

FPRLEER
RAAEH G BAE oA R SR AL 7T B T % A &

15
BE route-map VLHECHR SC=Z 50K E A 100 2 200:

TL-SH6428(config-route-map)# match length 100 200

37.4 set ip default next-hop
% fr % F T B U R A SR N IC B CSCH BE F —Bkibhlk, &R no A T BGH BE .
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[ig
set ip default next-hop { next-hop-address }
no set ip default next-hop
¥
next-hop-address —— 44 T~ —Bk IP Huhil,
B
route-map At B2
KL SR
ARSI FBAE A 2R R AL 7T DU T Z i &
A~

WH route-map FIzNE, BdRCHIEE T~ —Bkhihk A 192.168.0.2:

TL-SH6428(config-route-map)# set ip default next-hop 192.168.0.2

37.5 set ip next-hop
24 T BB B HH LS R A S VA C B AR R — Bk, B no A4 H T EUH BE .

kg

set ip next-hop { next-hop-address }

no set ip next-hop

next-hop-address —— F—#k IP Hitik.

B

route-map it B A% X

FPRLEER
RAAEH G BAE oA R SR AL AT B T % A &

i
& route-map HIZH1E, AL E RSO T — ikt )y 192.168.0.3:

TL-SH6428(config-route-map)# set ip next-hop 192.168.0.3
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37.6 setip precedence

1% 4 P -0 B b R A L BB CC ) P PRGBS, B no i 4 H TR B
Lile

set ip precedence precedence

no set precedence
S

precedence —— [ IP 564k, JuR A 0~7,
S

route-map At B

RRER
SRR BRI AR SR P 2R P AT B % 4

15
W H route-map HIsME, ECER K IP RSN 1:

TL-SH6428(config-route-map)# set ip precedence 1

37.7 set interface null0
Zan S TR E R HSE R SMEAES, B no S HTEUHIRE.

kg

set interface null0

no set interface null0
B
route-map it B A% X

FPRLEER
RAAEH G BfE GO 7 8 Pl LU Y iZ a4

7~
W H route-map KIshENZEF:

TL-SH6428(config-route-map)# set set interface null0
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37.8 show route-map

i T Ros TR E RS U R .

[ile

show route-map [description]
28

description —— i FH WL R A
B

R B BT A e B AR K
FPRLEER

x
R~

7R A drop [ RS RANOGE B -

TL-SH6428# show route-map drop
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BI8E RESEHALE a4

SRR Y, A2 B AR 22T e o S0 SR 1) 00 C it e e L I ol i J0 3o i e
5 2 RSB BT ) 5 LR T S A HEAT AR, B RS R OE T AN R R Bk A 2.

38.1 ip policy route-map

AT TR E R DB HBLATER, ERnofr & T HBUH I E.

[ig
Ip policy route-map description
no Ip policy route-map description
ZH
description —— & HIRGFR PIHIR, 5230 F4F.
B
2 1 e B AL
RRLER
HAEH A BAE NPT R mT LU %
7~

BB vian 14 ) % i L R vdrop:

TL-SH6428(config-if)# ip policy route-map drop

38.2 show ip policy

% TR G E A SRS

e

show ip policy
K

RS R A T B AR 2
RERUE R

T
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il
SN NPT S R

TL-SH6428# show ip policy
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$539% SDM Btz ér4

A T A UG B AL PR B (SDMD A5, DA S AL O AN 1R F g A 5 U

39.1 sdm prefer

a2 M T HCE SDM #iH. SDM BT He R vi i,  DUR i s S35 B RS P P A (1 Zh g
LR [P FHERARAR , 15 1] sdm prefer default fiv 4o HRAR B 250k £ 58T A 35 £ 2

sdm prefer { default | enterpriseV4 | enterpriseV6 }

S
default —— KA L1 ) SDM #itidia & “BRL 7.
enterpriseV4 —— ¥ A2 AL H 4 FH (1) SDM AR FE 2N “enterpriseV4”.
enterpriseV6 —— ¥ A2 AL 4 FH (1) SDM AR FE 2N “enterpriseVe”.
B
2 R B AR
ILER
WA E B AR R A REVS Hl X et &
7~

B AZ WAL 1) SDM A 45 €N “enterpriseVe”:

TL-SH6428(config)# sdm prefer enterpriseV6

39.2 show sdm prefer

%4 I Ros IEAE A T 24 T SDM AR BRT DAAE P F) SDM AR ) 53 570 i o

show sdm prefer { used | default | enterpriseV4 | enterpriseV6 }

ST A A R A AR ) SR R B
BRI .

used

TR .
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enterpriseV6 R enterpriseV6 BEAR (1) 55 I8 43 ic o

B
R R BT E B

RRER
SR B I P A e 1) i B
i

ST 2R K R S AR AR ) B ) I -

TL-SH6428(config)#show sdm prefer used
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$40Z AAATLE G4

AAA SEINIE. BT 9% (Authentication. Authorization. Accounting) =AM Ha T AR.
B T B U5 1) 52 LB IR A5 U5 ) R BB SR I R P AT OAUE, & BB U5 I AL AT DASRAR
WRLEHR S5, T ferxd TEAEAE FH W9 2% BRI P kA7 1t 2% . RAAR DI RER I A

1. iAiE(Authentication): AIUEH] & 75 T EAERAGS IRFAL 5K 5

2. FRU(Authorization): AU F* AT LAY FHMBLE R4

3. %% (Accounting): 1.5 FH 8 FH I 28 B YR ) 1 L

40.1 aaa enable

Zin 2 HT AAA 2RECE, B no frd T4 IIRE .

LilSe
aaa enable
no aaa enable
B
4 Ry i B A
KL R
WA E AR A REVS H X i &
~pl

JHIE AAA 4 JRIC B DI fE :

TL-SH6428(config)# aaa enable

40.2 tacacas-server host

Zan S H T RCE — ) TACACS+R S5 4%, B no air & H TMIER4r € TACACS+ik 55 4=

[ile

tacacs-server host jp-address [ port port-id ] [ timeout time] [ key { [0 ] string | 7
encryped-string } |

no tacacs-server host jp-address
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B

RFRUEL R

L

R~

5 & TACACS+)IR 5524511 IP k.

T85E AAA RS & 1030 H 5. BRIAEL T /2 49.

T 5 RIS Y B P S5 AR IR 45 e S AR B T o (RIS LA 1 31 9 72, BRI 5 7).
[ 0] string | 7 encrypted-string ——0 1 7 ;& #3180 RomiBIE— N AEINE %, 7
FOREAE— e KBRS PRI 8 BRAEOLS, &R 0. “F A e 7 A8t
BURI S DGIE RS 2 3L 2% 8, B2 v IS 31 DRGSR iS5 E k2
ARVFH) e “CINEFRFER” 22— B KR RFRIN S E S, nTLN 5 — DAL
Mo B S RS R . R B BN A R LU T R . T AR 2RI B
N2 iR G — Tl

[p-address

port-id

time

4Ry fic B AR

RAE IO 7 A REV R IX 2 &

fic & i) TACACS+/R 55 23 ¥ BR AN N2 “tacacs” k4522 .

B & TACACS+RZ5#51 IP Hikiky 1.1.1.1, TCP iyl 1500, &K A 6 #, KRin#%H
BHE Y 12345,

TL-SH6428 (config)# tacacs-server host 1.1.1.1 port 1500 timeout 6 key 12345

40.3 show tacacs-server

Zin 2 T s TACACSHIR % #5 B B A5

kg

B

RFRUEL R

show tacacs-server

R ORI BT E B X

RAAEHE RGO 7 A RETT I L5 a5 2
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R~

BRATE TACACS+HR %5 45 5

TL-SH6428 (config)# show tacacs-server

40.4 radius-server host

A M T ECEFT T RADIUS iRks5 4, MiIERKrE RADIUS k55, #HMEHER no drd.

[ile

B

FPRLEER

iR

radius-server host jp-address [ auth-port port-id] [ acct-port port-id] [ timeout time]

[ retransmit number] [ key {[ 0] string | 7 encrypted-string} ]

no radius-server host jp-address

&2 RADIUS IR 45251 IP Hihk .

auth-port port-id — RV EE R 4552 UDP H 1k . BRIAEHLT 2 1812,

acct-port port-id —— R+ E R FG 2 UDP H K5 1. BRAAENLT 2 1813,

Fi 0 AR Y ] P9 S R R 45 e S PR ) TR RN 1 3 9 AP, BRIACA 5 D

number——UNF R 55 85 5 H KR, $5 52 RADIUS &R I0KE BRIME DL R A2 2 1K,
[ 0] string | 7 encrypted-string —0 1 7 2% KA. 0 Kl —MENEEH. 7
FRIENE— A B KBRS 5. BRAESL T, IR 0. “F 4/ H 7 a0
BT S GE RS 2 3L 28, ER 2 ] I HE S 31 M FRINE R WSSk 2
ARV I FRFH 7 & — AN HA e KRS %5, a7 LS — NS
e B SO R S R BB RS AU PG U # T R . TR L I B HE
Nz A 1B fE —

[p-address

time

4Ry ic B AR

RAE IO 7 A REV R IX 2 &

fic & i) RADIUS R 55 28 B BN N R “radius” ik 5525 2 .
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R~

Fic & RADIUS JIr45 2= 1P Hihik oy 1.1.1.1, tAiiEsm 24 1200, HiN 6 7, SAERECN 3,
RINEF =P Ry 12345,

TL-SH6428(config)# radius-server host 1.1.1.1 auth-port 1200 timeout 6

retransmit 3 key 12345

40.5 show radius-server

Z%an A H T i~ RADIUS Ik %523 IR E 1 .
LilSe
show radius-server
B
R BB 2O i A T B A 2
KL R
HAEEH AR A REVH H X Ly 2.
~pl
EoRFTH RADIUS k%4815 B

TL-SH6428(config)# show radius-server

40.6 aaa group

AT RS A, KT IAER TACACS+RADIUS M4 #s &3, i Zar 2 AR
F AR BRI, MBRAER. AAA RS20, 1EEH B no frds

e

aaa group { radius | tacacs } group-name

no aaa group { radius | tacacs } group-name

i € IR 55 45 L2574 5 RADIUS 5 TACACS+.
i E 55 A AL A PR

radius | tacacs
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B

R C B
FPRLEER

RAEE RGO 7 A RET 11X L5 2
Nl

B —~ 44 Radius1 f¥] RADIUS JIR %5 #4541 :

TL-SH6428(config)# aaa group radius radius1

40.7 server

i A AR O SUIRSS A AL P IS (IR 55 48, AR 55 e 4L BRAH B 55 4%, TR E /T no

LilSe

server ip-address

no server ip-address
¥

ip-address e R 5545 1 1P Hidik
B

1k 55 %5 4H e B A X
KL SR

HAEEHE AR A REVH H X Ly 2.
~pl

] RADIUS Jili45 %% 1.1.1.1 | RADIUS Jilk% #3841 “Radius1” H:
TL-SH6428(config)# aaa group radius radius1

TL-SH6428(aaa-group)# server 1.1.1.1

40.8 show aaa group

ZAr M T Es AAA IRSFAANIER, AHREd A, A AR T IR A A 451
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[ig

show aaa group [ group-name ]
2

group-name —— & IRk 55 &% 41 ) 45K
B

RERUBE AR A T B AR =X
RERUE R
WA GGG P A BE VS ) 1X iy 4
il
BT IR S5 A 1 B
TL-SH6428(config)# show aaa group

40.9 aaa authentication login

Za A T RCE — DB S NIE T ESNZR T IEFIRFR 7% P 34T SRR 758 7 51,
MBRFE B NE 7 1E512%, 1EHEHEM no 4.

e
aaa authentication login { method-list } { method1 } [ method2 ] [ method3 ]
[ method4 ]
no authentication login method-list
ZH
B T 155 R B4R
method1, method2, method3, method4d —— & SGAIE T E TS o QISR AT TH 77754
W, ST — N B AIE T, AR R, AT
TRBEHI 5245 radius. tacacs. local Al none.
B
4 R Tie B AR
FRBUE SR

FAEE R RO B 7 A BE Vs R X L i 4
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7~
BB —MILJe 77k 1 N radius, 487775 2 24 local (18 SIMIE T V5513

TL-SH6428(config)# aaa authenticaiton login list1 radius local

40.10 aaa authentication enable

i H T E R BCESRYAE TR, S5 3R IR 1T+ H P R BCESR 9 B A VAIE 75 32 At
Fo MHERAEE B VAETTESIZR, TEMEHER no .

fré
aaa authentication enable { method-list } { method1 } [ method2 ] [ method3 ]
[ method4 ]
no authentication enable method-list
22
TE T IESNR I Z TR
method1, method2, method3, method4 —— & SAE 5055 o 40 SR I 0 5 V2 AN )
N, 2T — NS E vk, SRR, WAET.
T ) 77 A0 4 radius. tacacs. local 1 none.
B
4 R lic B
RPRLEL R
HAHEER RGP ARV AIX ey 4 o
7~

Fo B — MY T7i% 1 Ny radius, 567575 2 79 local FURFRUESRIMIETTVES IR :

TL-SH6428 (config)# aaa authenticaiton enable list2 radius local

40.11 aaa authentication dot1x default

Za A HTHCE 802.1x MIE AR . 1ZHIEVIRMIAR T 802.1x H P &S IMET 7%, MIBRERIA S
T NIETES R, EFEHTR no .

kg

aaa authentication dot1x default { method }
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no aaa authentication dot1x default

¥
method —— $&E /LA FR. Sk RADIUS MR&-AN, BATERIR S 44
B
A R B
RRER
PGP B I P A T I e
P

fic B 2N 802.1x AIE T AN “radiust”:

TL-SH6428 (config)# aaa authentication dot1x default radius1

40.12 aaa accounting dot1x default

it 4 FIFICE 802X i B A, MR BO7 5%, USRI no .
Lile

aaa accounting dot1x default { method }

no aaa accounting dot1x default

¥
method —— $RE /LA FR. Sk RADIUS MR&-4ALN, BATERIR S 44
B
A R B
RRER
PG B P A T I i
i

W B BRI 802.1x 113 77 0 “radius1”:

TL-SH6428 (config)# aaa accounting dot1x default radius1

40.13 show aaa authentication

wan 2 M RoR S NIEE X R, FH dotix JiiksEK.
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e

show aaa authentication [ login | enable | dot1x ]
ZH

login | enable | dot1x BT HIESIR A,
B

R ORI BT E B X
RARLEER

WA E AR R A REVS H) X iy &
R~

BN VWIETT AR E R

TL-SH6428 (config)# show aaa authentication

40.14 show aaa accounting

i T BRI R B EE R .

LilSe

show aaa accounting [ dot1x ]
2

dot1x HE TR AR R
B

UL ORI BT E B X
KL SR

RAEH RGO 7 A RETT 171X L5 a5 2
NG

ZRERIN 802.1X T2 T AI R HE B

TL-SH6428(config)# show aaa accounting
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40.15 line telnet

4 T ARG B, AL E R T telnet 52k B I J 45112
[iss

line telnet
B

4 R B A
RFRUEL R

RAE RGO 7 A REVI X 2 &
NG

HEN telnet 2% b 28 B Aic B AR 2 .

TL-SH6428(config)#line telnet

40.16 login authentication(telnet)

A ﬁﬁ?ﬁ Telnet £ i 2k N IS SETNESIR, 5 2R FOVBONE RITEPIR, EHE

1] no
Cig
login authentication { method-list}
no login authentication
¥
method-list A€ telnet A4k FIEFITESIR . BOIAMHOL T Z “BULN”, &
% “local”.
K
AR E A
AU R
AR ZO B A BV ) 1X iy 4
7~

lLE telnet ik b E SANUE T VEFIR N “list1”:

TL-SH6428(config)#line telnet
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TL-SH6428(config-line)# login authentication list1

40.17 line ssh

%4 H THERIRACE R, ACE R T ssh Z60iLkBE 1 INIE B A1 .
[iss

line ssh
B

4 R B A
RARLEER

FAEE R RO B 7 A BE Vs R X £ i 4
R~

HEN ssh 22k e B AR
TL-SH6428(config)#line ssh

40.18 login authentication(ssh)

%A M T/E ssh Zimek g BN S FVAETNESIZR, #HEIRFONBRNE RITESIE, EHERER

no nn/&\u

Cig
login authentication { method-list}
no login authentication
¥
method-list fRE ssh Zimsk LIS FINESIR . BOAMEL TR “Bol”, B&T7ik
“local”,
B
WS
RRLER

RAE RGO 7 A REVi X £ &
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7~
Me & ssh 2l FHERVETT SR A “list1”:
TL-SH6428(config)# line ssh

TL-SH6428 (config-line)# login authentication list1

40.19 enable authentication(telnet)

%2 THE Telnet Zimkitt b N IR BUNIETVESIZR, 5 L FONBRINE XI55, HHHE

] no i %,

Cig
enable authentication { method-list}
no enable authentication
¥
method-list i€ telnet Ak g FIJE T ESIR . BUAEOL T2 “Bhl”, aF
J5i% “none”.
K
AR E AR
AU R
HAEH AR A REVI H X Ly 2.
il

AL E telnet &umzk ik 115 FIAIE T iE5R A “list2”:
TL-SH6428(config)#line telnet

TL-SH6428(config-line)# enable authentication list2

40.20 enable authentication(ssh)

Zan A 15 ssh &2kl b N FRFBOAE 15 503R, #5 Bl 5UNERIN G S8R, EEHER
no %o
iy

enable authentication { method-list}

no enable authentication
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2
HE s B A T o BRATEIL T “BRN7,
“none”.
B
2 g e B A
KL SR
WA EH AR I A REV ) 1X 2 iy &
~pl

e ssh Ll B EHITIESIR N “list2”:
TL-SH6428 (config)# line ssh

TL-SH6428(config-line)# enable authentication list2

40.21 ip http login authentication

(ACWIRFS

i M TR Bl HTTP #4705 i B9 P 2B AT VAR T I RAE T VESIER, 3 SR BN sk T7 1%

2%, 1EEHER no s .

[ig
ip http login authentication { method-list}
no ip http login authentication
ZH
FE HTTP Uil G iriksizk, BOAELLTA “BLN7,
“local”,
B
4 JRi e B R
RRLER
WA E AR A REVS H X i &
7~

FCE HTTP Ujinl B EFIETESIZR N “list1”:

TL-SH6428(config)# ip http login authentication list1
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40.22 ip http enable authentication

A TECE @ HTTP #4715 18 (I P a3t AT A UE T F A 7681036, I8 R BRI S %71k
5%, HHERHEM no 4.

e
ip http enable authentication { method-list}
no ip http enable authentication
ZH
method-list f6E HTTP Pyl ER R AT %53, BOAEOLT v “B0N7, a8
“none”,
B
LI B
KL R
WA EH AR R A REV ) 1X iy &
7~

RLE HTTP Uil IE /5513 “list2”:

TL-SH6428(config)# ip http enable authentication list2

40.23 show aaa global

ZAn 4 AT 5o~ AAA THEER) 4 Rl B ALEE A R Loz (console. telnet. SSH Fl HTTP) #4T
Vi W RAEAZ BT 1513

[ile

show aaa global

A
REBUE AN BT L B

FPRLEER

RAEH RGO 7 A RETT 171X L5 a5 2
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Nl
7R AAA TRE )4 JRl E AL ANEEAN L I T R 81 36
TL-SH6428 (config)# show aaa global
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415 DHCPR & HEEE M4

A HHLTT LAC B ADHCP RS 2%, M4 b (2 NVLANTR s fib i, SCBIAS FIVLANF % % 3545
ANTE] R B T IP A
41.1 service dhcp server

Zan 4 H T4 R DHCP 55 Thit, E4EDHCP S #3 FIDHCPH 4k TR . ‘B finodr & H K M
DHCPJR %5 Zh fE .«

[ile
service dhcp server
no service dhcp server
B
4 e B A X
KL SR
RAAEH G BAF oA R SR AL AT B T % &
~pl

4= )5 3 FHDHCPJIR %5 i fie -

TL-SH6428(config)# service dhcp server

41.2 ip dhcp server extend-option capwap-ac-ip

% T BB IZFEDHCP IR S5 &2 HIIPHukE, & HInodr & ] T MR 45 2 Iz FEDHCP ik 55 2% kit .

ip dhcp server extend-option capwap-ac-ip ip-address

no ip dhcp server extend-option capwap-ac-ip

2

ip-address —— W B FEDHCPR 55 25 (1] IPHbE
B

4 JR e B AR
KL R

RAAEH O BRfE SR P R P T LU Y iZ a4
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A~
W B FEDHCPIR 45 25 (1P # i /192.168.3.1:

TL-SH6428(config)# ip dhcp server extend-option capwap-ac-ip 192.168.3.1

41.3 ip dhcp server extend-option vendor-class-id

24 T BB R E AR W B IDHCP IR 55 4% fU 8 (0. 281D, & Knodir & F TR iz 5 & .
e
ip dhcp server extend-option vendor-class-id class-id

no ip dhcp server extend-option vendor-class-id

ZH
class-id — WE K HHE M B HDHCPEWE .KID.
B
2R E R
AU R
ARSI FBAE A 2R B AL 7T B T Z i &
7~

WE Ok B H e B DHCP %4 131D 4y 34

TL-SH6428(config)#ip dhcp server extend-option vendor-class-id 34

41.4 ip dhcp server excluded-address

i TN P BAR B R E IPHUAEAME P BE,  dnk ottt . BB Fiht . iRk 55 2 ithk 234
i AT E R . nofir & T HOH R B IR B k.

7

Cig
ip dhcp server excluded-address start-ip-address end-ip-address
no ip dhcp server excluded-address start-ip-address end-ip-address
¥
start-ip-address —— & B T B IPHu ik B ) EE 4h il
end-ip-address —— VLB A IPHuIEBL R 45 R il o 2445 sRIPHUhE RS 45 1P H bt — 2k
I, Fom AT — NPl
B

4Ry ic B AR
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KL SR
RAEH G BAF oA R SR AL 7T B T % &
R~
Mic #192.168.10.10 /9 f B Hu bk A 73 i -
TL-SH6428(config)# ip dhcp server excluded-address 192.168.10.10

192.168.10.10

41.5 ip dhcp server pool

24 T A b I F 3 ADHCPRC B, & fnodr & H 1M B8 € bkt
4
ip dhcp server pool name

no ip dhcp server pool name

¥
name — BEEMBLLATR, 1-8 TR, HsiF . FECFRE, AT R TR
B
A R B
RER
SRR BRI AR GR P 2R P AT B % 4
i

B “product” 3 ADHCPH B A =

TL-SH6428(config)# ip dhcp server pool product

41.6 ip dhcp ping timeout

&M T8 ping BT TE], B no fir & M TR ERINE . DHCP {1 ping #AF RKifiA{EE
(1P bt & A7 1E

kg

ip dhcp server ping timeout value

no ip dhcp server ping timeout

value —— & E ping#i vt ], JEH]Z100-10000ms, #RiA{E4100ms.
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B

ESE1W RS
FPRLEER

RAOAEHG . BlE GG R -l U i 4
R~

1% B pingi it 15 ] }9200ms:

TL-SH6428(config)# ip dhcp server ping timeout 200

41.7 ip dhcp ping packets

thar A M TR E K H ping B AKANEL R REERN 0, WALT ping #:1E.
4
ip dhcp server ping packets hum

no ip dhcp server ping packets

Z2H
num — BB KiZping@ s, JEREZ03/10.
K
4 JR i A
FRBUE SR
ARSI #AE A T B AL 7T B T Z i &
il

BLE ping W AIEHE 2:

TL-SH6428(config)# ip dhcp server ping packets 2

41.8 network

24 T T B bk P X 2 bl

network network-address subnet-mask

network-address —— it & b i g & ik, [R]— R B A i stk B T RS Al ik DL &
KRR M hE A5 0T DR T 4 B st

subnet-mask —— W B BLHIHEM T RS . 25725 7 i At s VB SR APk I,
PIHERS AL S RO HE .
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B
DHCPPL B 1=
RRLER
HAEH A BAE RGN P R mT LU %
il
SRtk “product” B W44 kit K T X AT -
TL-SH6428(config)# ip dhcp server pool product
TL-SH6428(dhcp-config)#network 192.168.10.0 255.255.255.0
41.9 lease

% H T B Ak R IP U RT (3 23 P A AL .

[ig
lease lease-time
¥
lease-time —— ¢ B it bkt r (1) 1P 1k 7 (it 23 e AR ARSI TG, d5e1 92880 734+
BB N1205 1
B
DHCPHC B 5
KL R
HAEH A BAE NN P R v LU % 2
A~

F b “product” FFLI I & N205 51
TL-SH6428(config)# ip dhcp server pool product

TL-SH6428(dhcp-config)# lease 20

41.10 address hardware-address

%2 945 E MACHBIE )50 % T B ik it 45 € A IPHLIE, & WInodir & F IR T (90 52 5%
Fp

kg

address ip-address hardware-address hardware-address hardware-type { ethernet |
ieee802 }

no address jp-address
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¥
ip-address —— it & 75 2270 B AP btk o
hardware-address —— i N5 B & (IIMACHENE .
ethernet | ieee802 —— it N FFE WA AR, fU4EEthernetall 35 IEEE8022K 4L,
B
DHCPF & 15 X
AU R
ARSI FAE A R R AL 7T B T Z i &
7~

B iuhki “product” HHihE192.168.10.50 K14 %00:19:66:20:d4:1aTii fd, %4
fif {151 A Ethernet:

TL-SH6428(config)# ip dhcp server pool product
TL-SH6428(dhcp-config)# address 192.168.10.50 hardware-address

00:19:66:20:d4:1a hardware-type ethernet

41.11 address client-identifier

i 2 O 2 i | D v TR bkl b i 52 I IP S, & inodi & F I BR IR 09052 R &

address ip-address client-identifier client-id [ ascii ]
no address jp-address

Z2¥
ip-address —— it & 5 B 7R A btk o
client-id — L& % /i 1D, #3016 il
ascii —— % /i ID g~ ASCII 5,
K
DHCP it B 51X
ILER
WAEHRA . BE ARG P SRR P v DU i
7~

N ASCII 154 abe 1972 F i 1D 47 B bkt product H i IP ikt 192.168.0.10:
TL-SH6428(config)# ip dhcp pool product

TL-SH6428(dhcp-config)# address 192.168.0.10 client-identifier abc ascii
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41.12 default-gateway

% fir 2 F 0 B 1k R R Y G

Cig
default-gateway gateway-list
ZH
gateway-list—— FCE AL ERIA R SC, B2 W] DO bbb ic & 8N M58, AHH.2Z [H)
PUE S (B R . BRIAEOL T, AT BLAVLANSE CIPHiMEE BRI 56
B
DHCPPL & 1=
RRLER
ARSI FAE A 2R B AL 7T B T Z i &
A~

Syt “product” BCEANMIE, 438192.168.10.141192.168.10.2:
TL-SH6428(config)# ip dhcp server pool product

TL-SH6428(dhcp-config)# default-gateway 192.168.10.1,192.168.10.2

41.13 dns-server

a2 T B A DNS I 25, & fInofir & F T IIERDNSHR 5545 -

LilSe
dns-server dns-server-list
no dns-server
¥
dns-server-list —— FCEILIHHEIBIDNS IR S5 %%, i 2 7] LAk AC B 8 NDNSHR 55
aedidil, AHEZ IR PUIZ 5 A ke .
B
DHCPF & 15 X
KL SR

RAEH G BAF o3 R SR AL 7T B T % A &
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7~
¥ DNSHE %5 25192.170.10. 1000 & Al “product” FIDNSHR 4525

TL-SH6428(config)# ip dhcp server pool product

TL-SH6428(dhcp-config)# dns-server 192.170.10.10

41.14 netbios-name-server

%A F 1% B Netbios IR %5 23 () IPHEAE, " BInofir 2 H T Netbios Ik 55 25

netbios-name-server NBNS-list

no netbios-name-server

ZH
NBNS-list —— 15 E Netbios/Ik 55 % ki 715, 55 % 7T LA Netbios Ik 55 45 52 B 84~
dik, AR H. 2 (8] LLIE 5 AT B
B
DHCPPL B #x{
FRBUE SR
ARSI FBAE A 2R B AL 7T B T Z i &
7~

W B Netbios/li 55 #& 1 IPHL1E9192.168.0.141192.168.1.1:
TL-SH6428(config)# ip dhcp server pool product

TL-SH6428(config-dhcp)# netbios-name-server 192.168.0.1,192.168.1.1

41.15 netbios-node-type

i 4 111 1 B Netbios ik 5585 717 i M, & finodin & H TR 1Z 8 E .

Cig
netbios-node-type type
no netbios-node-type
¥
type —— W B Netbiosfik 55 %5 115 iKY, WL : b-node, h-node, m-nodefll
p-node.
B
DHCPHC B 1 5
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AR K

RAERG . AE R 20 P 28 F - m] DA i i &
7~

& Netbios/lk 55 #1717 1287 yb-node:

TL-SH6428(config)# ip dhcp server pool product

TL-SH6428(config-dhcp)# netbios-node-type b-node

41.16 next-server

Zar S T E S RN T MRS S, Efnodr &M T MIERIZBE

next-server ip-address

next-server
¥
ip-address —— W E T — k& asHhht.
B
DHCPiC B 55X
KL SR
HAEH A BAE RGN R v LU %
A~

WHE T — kA 8192.168.2.1:
TL-SH6428(config)# ip dhcp server pool product

TL-SH6428(config-dhcp)# next-server 192.168.2.1

41.17 domain-name

Zm TR EZ kA, e fnomr S H TR IZ %R E .

e

domain-name domainname

no domain-name
Z2¥

domainname —— VB & g4 -
K

DHCPFit & £ 28
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KL R

HAEH A BAE NPT P R mT LU % 2
A~

E R A4 Jyedu:

TL-SH6428(config)# ip dhcp server pool product

TL-SH6428(config-dhcp)# domain-name edu

41.18 bootfile

Zar S M T E S SR AR GE 4, Efnodr & T MIERIZBLE
[ile

booffile file-name

no bootfile
¥
file-name —— W & 5334 .
B
DHCPiC B 55X
KL SR
HAEH A BAE RGN R v LU %
A~

WE A 8 34 yboot 1 :
TL-SH6428(config)# ip dhcp server pool product

TL-SH6428(config-dhcp)# bootfile boot1

41.19 show ip dhcp server status

iz H T AFDHCPIRS & R EE R .

[ile

show ip dhcp server status
B

R B A BT A S B AR X
KL SR

¥
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i
HHDHCPR S A MR E 5 .

TL-SH6428(config)# show ip dhcp server status

41.20 show ip dhcp server statistics

%4 M+ & HDHCP Serverfi Sk SCRUA BRI THE R

LilSe

show ip dhcp server statistics
B

AU ORI BT E B X
RARLEER

p
~pl

HA 2HT DHCP Server #H IR SCNUAIE IR LI SETHE B«

TL-SH6428(config)# show ip dhcp server statistics

41.21 show ip dhcp server extend-option

izl T AFIZIEDHCP S5 4l & -

Cig
show ip dhcp server extend-option
B
R B A BT A S B AR X
RRLER
T
A~
A ILFEDHCPR %5 28 B & -

TL-SH6428(config)# show ip dhcp server extend-option

41.22 show ip dhcp server pool

Zan S T EFE MBI E S S
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Cig

show ip dhcp server pool
B

RO BT TiE B AR X
RRLER

p
7~

fu R bR WER S

TL-SH6428(config)# show ip dhcp server pool

41.23 show ip dhcp server excluded-address

% H T B E R b OR B AR BT IP I

LilSe
show ip dhcp server excluded-address
B
R B BT A e B AR K
RARLEER
I
R~

B R U OR B AN BE A IP ML A5 2 -

TL-SH6428(config)# show ip dhcp server excluded-address

41.24 show ip dhcp server manual-binding

Zr T EEHATHSIE NIPHULE S .
[ile

show ip dhcp server manual-binding

B
R AN T BE B

RFRUEL R
x
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NG
BHEMATH S E MIPHIERE B -

TL-SH6428(config)# show ip dhcp server manual-binding

41.25 show ip dhcp server binding

i T EF TR E IPEE I A IPHULE I GRE % H -

LilSe

show ip dhcp server binding [ ip ip-address ]
2

ip-address e EIPLLE B ZIPHIAE R E % H .
B

R BN BT A S B AR X
KL SR

p
~pl

BE A IPHBE S8 e 2% H -

TL-SH6428(config)# show ip dhcp server binding

41.26 clear ip dhcp server statistics

M4 T4 B DHCP iS4t 3 .
i

clear ip dhcp server statistics

B

FEBURE R BT E B
KL SR

RAEH G BAF o3 R SR AL 7T B T % A &
R~

JHER DHCP i geiH 5 -

TL-SH6428(config)# clear ip dhcp server statistics
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41.27 clear ip dhcp server binding

B M TiEERIER .

LilSe
clear ip dhcp server binding [ ip-address ]
¥
ip-address —— I NHATHRE T P Kbtk
B
R ORI BT E B X
RARLEER
ARSI FAE A 2R B AL 7T B T Z i &
~pl

MBS BT BE4T 1P HLhESR e 4% B -
TL-SH6428(config)# clear ip dhcp server binding
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%425 DHCPH 4R E <

DHCP 4k 75 % 1 3 R 55 3 2 171 )R DHCPJE 61 19 = R ¥4 o 478 /S RIS 88 e ) — B
FI_LR, DHCP 4k % it KA .

42.1 service dhcp relay
Zan 2 T4 )5 A H DHCP 4k Thfe.  #45H] DHCP 4k Djfe, EMHEM no .

[ile

service dhcp relay
no service dhcp relay

B

LRI B
RRER

WU, B BRI GUH P GO A e % B
P

4= J5 Ji Fil DHCP R4k ThRg:
TL-SH6428(config)# service dhcp relay

42.2 ip helper-address

Za AT =2 0N DHCP k%S stk . ZEMI R RS 2k, 56 H €0 no 4.

ip helper-address ip-address
no ip helper-address [ ip-address ]

2

ip-address ——DHCP IR 55 # ik«
B

M E A
FPRLEER

RAAEHGL, Bfb GG o i 7 A RE VT 11X L5 65
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R~
+4 DHCP Jik %5 #s itk 192.168.2.1 s INEHZ 1 VLAN 1:

TL-SH6428(config)# interface vian 1

TL-SH6428(config-if)# ip helper-address 192.168.2.1

42.3 ip dhcp relay information

%4 i F7EDHCPh 4k # 3 [l Option 82112 fig, nodir 4 F-45 M Option 82Tt -

[ile

ip dhcp relay information

no ip dhcp relay information

B

4R C B
FPRLEER

RAAEHGL, Bfb GG GO i 7 A RE VT 11X L5 a5
NG

J& FlOption 82i& 1 1) RE -

TL-SH6428(config)# ip dhcp relay information

42.4 ip dhcp relay information policy

ZAn 4 F T8 K H EHLFDHCPIE Rk 3C 1 Option 827 B A . AR BIBRIEDL, 5 H &

FINofi 4. .

kg

ip dhcp relay information policy { drop | keep | replace }

no ip dhcp relay information policy

drop | keep | replace ——3K [ 1 H1f) DHCP &Kk 3.4 Option 82 FELf#1E. BRI
EAE A keepo

drop — ZEF+ 4 Option 82 FE I IE ..

keep —— PR B £ 4 1 Option B 5 &

replace — E i A M OptionFBE B, B AL E & I RGUE AN Z .
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B

4R C B
FPRLEER

RAAEHG, BAE A GR P GOa R A RE VT X 6 2
R~

Iic B A2 W LAE YR 24 4 Option 827 EX [IDHCPi# sk ST, 4+ Option 827 B 1 P 25 £ 4t
NAMSHE K -

TL-SH6428(config)# ip dhcp relay information policy replace

42.5 ip dhcp relay information custom

%4 T Hic & Option 82i& 11 H 2 X DIfig, nofir& Tk M H E X fg.

e
ip dhcp relay information custom
no ip dhcp relay information custom
K
2 R B AR
AR K
WAEHGY, 5AE RS P B - A Re V) iR iX L dr 4.
7~

Ja HOption 82i& 1l H & X Wik

TL-SH6428(config)# ip dhcp relay information custom

42.6 ip dhcp relay information circuit-id

Zfin4 Fl £ /5 ] Option 82 H 5E X DI REM 1 3€ H & HLERID.  ZHRERILEID, M Efinodm 4.

[ile

ip dhcp relay information circuit-id circuit/D

no ip dhcp relay information circuit-id
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28
circuit-id fREHERID, BUETEEDN1 6410747
B
4 R B AR
FPRLEER
RAAEHG, BAE A GRS R A RE V5 X 6 2
R~

fic & Option 827 B 1 FLERIDFIE A 29 “TP-LINK”:

TL-SH6428(config)# ip dhcp relay information circuit-id TP-LINK

42.7 ip dhcp relay information remote-id

i 4 H 72 J5 Fl Option 82 H & L THREMT 4R E H 72 SUZFEID. EERRZFEID, 1 H EHInofr 2

kg

ip dhcp relay information remote-id remotelD

no ip dhcp relay information remote-id

¥
remotelD —— Specify the remote ID, ranging from 1 to 64 characters.
B
2 R B AR
RRLER
HAEEHRA, BAE ARG P O B 7 REVT R X £y 4.
A~

fic & Option 827 Bt i A ID-FE TN &5y “TP-LINK”:

TL-SH6428(config)# ip dhcp relay information remote-id TP-LINK

42.8 show ip dhcp relay

A4 1T BoRDHCP 4k 1) 42 5 lk 45 A Option 821K & .
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[ile

show ip dhcp relay
B

R ORI BT E B X
RPALELR

x
R~

A FHDHCPH 2k D) RE L B 2 4L

TL-SH6428(config)# show ip dhcp relay
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$43%= ABARPHE B 14

ARELARPAEARPYM ) —FR o 38 % B T MR IE R A R 28 I, AR 2% i) o SR it
ARPAELARSS o WSCHC IR T SEL I H AR R 26 tH LA IARPIE SKIN, H B CAIMACHNE 5 H
PR SEALAIPHUAE XTI SENLREATARPRLIE 1S AN R R 2% (1 T SHLRENS 1E 538 15 10 A 2 5200
2k o ASZHNLHARELARP I RE AT LAY AL ELE M 2% SR A ARPAR 55

43.1 ip proxy-arp

ZAn 2 TR 3 D ARBARPR S, notin & T JC A BRI F AR EEARP R 55
w4
ip proxy-arp

no ip proxy-arp

B

2 L B AR
FPRLEER

RAAEH O BfE GO 7 M P T LU Y iZ a4
NG

T REVLANTE M2 R ELARPHR 55«
TL-SH6428(config)# interface vlan 2

TL-SH6428(config-if)# ip proxy-arp

43.2 ip local-proxy-arp

2 A T A AT ARP THAELETE £ /) VLAN 2 8% i . no iy 4 F T-2% 4 D i A AR
P ARP IhfE.

4

ip local-proxy-arp

no ip local-proxy-arp
K

O E AR
AR K

RAAEH G BAF oA R SR AL AT B T % &

316



TL-SH6428 AR MM:S: iR e =t ok =gV 3 [N s e W =1y

7~
EREVLANSE 2 A A EEARP IR 55 -
TL-SH6428(config)}# interface vian 2
TL-SH6428(config-if)}# ip local-proxy-arp
fdr e 2%t i 11 1/0/2 ) A M AR ARP R 55«
TL-SH6428(config)}# interface gigabitEthernet 1/0/2

TL-SH6428(config-if # no switchport
TL-SH6428(config-if}# ip local-proxy-arp

43.3 show ip proxy-arp

2 M os e LR AAEARPIIRERLE (S 2.

LilSe

show ip proxy-arp
B

R BN BT A S B AR X
RARLEER

T
R~

A HTAVLANF R ELARP I BEAE AE (5 5«

TL-SH6428(config)# show ip proxy-arp

43.4 show ip local-proxy-arp

e T Ros s B ABACEEARP I RERC B A5 S .

[ile

show ip local-proxy-arp
B

R BN BT A S B AR X
KL SR

p
~pl

A HTAVLANF A ELARP I BEAE AE (5 5«

TL-SH6428(config)# show ip local-proxy-arp
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¥44%= RIPECE 14

RIP (Routing Information Protocol, % H {5 2 & &5 AHMCHL (Interior Gateway
Protocol) 2 —, FEZLFHTHUBHE/INFIMZSH, L anss el i DL B 25 A6 35 187 B R b X PR 4% . RIP & —
b B8 ) S R, (% UDP 4ROSCRASH H1E B RIP 4 FT/ELE RIPV1 Al RIPV2 BNl
PN

441 router rip

Zfr % H TlRE RIP JfaE N B% HiC B . &) no #r 4 FH Tk M1 RIP L.
w4
router rip

no router rip

A

ERREBR
RERUEER

x
N

ffE RIP, JFREA RIP % b AC B A
TL-SH6428(config)# router rip

TL-SH6428(config) (config-router)#

44.2 network

% T RE S E W BURIHE T RIP DhRE, BRI no & T 58 M Bk 11 #) RIP Zh e

network network_ip

no network network _ip

network_ip —— ZZHHLEIEM B IP Mk, #%3X4n 192.168.0.0.

& T B AR
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KL R
p
A~
EREATH BT B 192.168.0.0 HACHebLE: 11 RIP Thfg:
TL-SH6428(config)# router rip
TL-SH6428 (config-router)# network 192.168.0.0

44.3 version

ZmAH TR E RIP B, R no A TWERAGE . BREN T, il k1% RIPv1
e, AN RIPVT AT RIPV2 #7052,

[ig
version { 1|2}
no version
¥
1 —— STHARIEAE RIPV 43,
2 —— STHNURKIEFEL RIPV2 3L,
B
% e B A
RARLEER
T
~pl
ML & RIP i FIAA RIPV2:

TL-SH6428(config)# router rip
TL-SH6428 (config-router)# version 2
44.4 timer basic

Zan A TR E RIP R TH 3.
[ile

timer basic { update update-value | timeout timeout-value | garbage-collect

garbage-collect-value }

update-value —— ¥ B F I 2%, HUEVEREIY 1 2100 #0, ERIAER 30 7.
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timeout-value —— & HIEALTII 2%, HUEEHE Y 1 £ 300 72, BRIMEN 180 #.
garbage-collect-value —— %73 [T 2%, B 2% H REEARC AT, 2HE
B BRI TS It ). BB TGy 1 2 500 5, ERIMEN 120 #.

L5

B ph LA
RER

x
i

FC & RIP 1 83t a8y 80 -
TL-SH6428 (config)# router rip
TL-SH6428 (config-router)# timer basic update 80

44.5 distance

ZAr A TR E RIP 26 A B &

LilSe
distance distance-value
2
distance-value — RIP fIE HEE B, HBUETEEDy 1 3] 255, BRMERZ 120.
B
I T B AR
KL SR
T
~pl

BLE RIP FEHERE A4 20:
TL-SH6428 (config)# router rip
TL-SH6428 (config-router)# distance 20

44.6 auto-summary
I 4 H T HCE RIPV2 7E/ 2634 5t b H R T W 2% H 9 WS H, DA D st i 2% H 8 R .

FOATEOL T, RIPv2 B3 RIIEERM . B/ no drd H kM BshLERIIEE. Ji5h, RIPVI B3]
IR DR ST R
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LilSe

auto-summary

no auto-summary
B

% e B A
KL SR

T
~pl

K RIP $hUiRAS 2 () H BhIC R TR
TL-SH6428 (config)# router rip
TL-SH6428 (config-router)# version 2

TL-SH6428 (config-router)# no auto-summary

44.7 default-metric

a4 HTECE RIP UG NEE S EE, ©M no i AT IR EERIME.
fré
default-metric metric

no default-metric

2%
metric —— SAE TR, HUEVER 1 2115, BRMEN 1.
B
& C B AR
FPRLEER
e
NG

FCE RIP 5\ H H) e B B 5 5:
TL-SH6428 (config)# router rip
TL-SH6428 (config-router)# default-metric 5

44.8 redistribute

e &M FEE RIP E AN, ER no dr & TIREBARE . BOAELT, RIP kA
AR S H (T RE L 5 I o
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LilSe
redistribute static metric metric-value
no redistribute static metric
2
static —— SIASMBEAHE B 2% H 2 RIP H1.
metric-value —— Bt & 51 N HJAM i i 0 EE
B
I T B AR
KL SR
I
A~

FLE RIP PRl GI NSNS ER SR 1ok H, [EEAEN 5:
TL-SH6428 (config)# router rip
TL-SH6428 (config-router)# redistribute static metric 5

44.9 passive-interface

s 4 HC BB O TARERHIRGS, AKIEH R R B no ar & M TIREEALE, RiE
RE% I AE % B HTR C

[ig
passive-interface interface { interface-type } { interface-number}
no passive-interface interface { interface-type } { interface-number}
¥
interface-type —— 113574, {U#E ten-gigabitEthernet, loopback 1 VLAN 11,
interface-number — 115,
B
P B A
RRLER
p
7~

Pl B VLAN £ 10 1 TAELEIHPRE
TL-SH6428 (config)# router rip

TL-SH6428 (config-router)# passive-interface interface vian 1
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44.10 ip rip receive version

b4 F e B A E 12 D] DURIRE) RIP ROCHRAS, B no fr @M TIKEEVARLE . & AN E#
FH RIP 30RcA, RIP KA 4 mBCEMIRA (I version i),

LilSe
ip rip receive version [1|2]
no ip rip receive version
¥
12— BLE RIP B SCHRAS . &AL E 250, W [E BallchiAs 1 FihiiAs 2
I HE .
B
P2 G B A
KL SR
p
R~

Fo B VLAN $211 2 R0 RIP A 1 L.
TL-SH6428 (config)# interface vian 2

TL-SH6428 (config-if)# ip rip receive version 1

44.11 ip rip send version

e T B R E 4% 1 A% RIP SR OCHIRAE, B no an I T IKEBARCE . A ARCEZ IR
RIP %k, RIP K{EH] 4R ERIRA (W version fir2-).

[ile
ip rip send version {1 | 2}
no ip rip send version
¥
1]2 — EHRIEBIRAR RIP A . BUAEOLT, #: 0 K% RIP A 1 585
(R
B
P2 G B AR
KL SR

T
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~pl
BeE VLAN #% 11 2 HKIE RIP A 2 FEE
TL-SH6428 (config)# interface vian 2
TL-SH6428 (config-if)# ip rip send version 2

4412 ip rip v2-broadcast

Zn 2 T E R O RIP PR 2 R AIERSON 1288, no ar @ FI T IR BN E . BRIAT
OUR, RIP WA 2 RGBS ARREAL, Aty 224.0.0.9.

[ile

ip rip v2-broadcast

no ip rip v2-broadcast
B

P G B A
RARLEER

p
R~

B & VLAN #2112 K% RIP iliAs 2 (I SCRBy) T Fikoc:
TL-SH6428 (config)# interface vian 2
TL-SH6428 (config-if)# ip rip v2-broadcast

44.13 ip rip authentication-mode

Zar TR E RIP MGMERER . VAT, RIP P CAME AR,

Cig
ip rip authentication-mode { simple | md5 key-id } {[ 0 ] password | 7
encrypted-password }
ip rip authentication-mode none

¥

simple | md5 key-id — ¥ & RIP [FIAIEELR . simple FRARINUEAEH SCAZ TS ; md5
TN SCAC B RS A MD5 5% . #5#F md5 In%id i 21 & key ID fH, HUH
WM 1 3] 255,

0 —— In#KAY, 0 FoRiE FRMARZEINE N HL . BINFINEIESA 0,
password —— 1~16 (7%, 7R, B MR SHB. FUX KNS, TEet
E kg A S o BRIAE I T & AA7.
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B

RFRUEL R

L

NG

7 —— IR, FOREET R E N A E K G BRI 1 .
encrypted-password —— [ 5& £ FE i S RIS (2305, AT DL AR AL i &
AP ERIER, BCE TINEREZE, SRR, 7SR A R AR 2N
LR TR

none —— A INE .

M E A

¥

SR I B F DA A IS Y, {H 2T service password-encryption iy 4 )5
T &R e hae, 3438 Bl LEC B S0 A B3 00K 2 o N FRIN 2 # 2K.

BCE VLAN £:10 2 1) RIP AERE A simple, #6534 123:
TL-SH6428 (config)# interface vian 2
TL-SH6428 (config-if)# ip rip authentication-mode simple 123

44.14 ip rip poison-reverse

el THESRE RIP &0 EERERFIEEFEThRE, 1) no a4 TR R VEIS AL T RE

kg

B

FPRLEER

R~

ip rip poison-reverse

no ip rip poison-reverse

R E A

T

f£ VLAN #2112 EJF)H RIP #PEH Dhfg:

TL-SH6428 (config)# interface vian 2

TL-SH6428 (config-if)# ip rip poison-reverse
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44.15 ip rip split-horizon

Zan A I TAEARE RIP #:H LI R FIThEE, B/ no fir & F T % HK-F 70 EI DI fE .
w4
ip rip split-horizon

no ip rip split-horizon

B

5 DG B AR
RERE R

x
il

#£ VLAN #:11 2 EAfiaeK-F7r &0 6e:
TL-SH6428 (config)# interface vian 2
TL-SH6428 (config-if)# ip rip split-horizon

44.16 show ip rip

2 R 2R RIP BCEAE B

4
show ip rip [ interface | database [ specify ip-address mask ] ]
Z2¥
interface —— R RIP B0 3EAE .
database —— Zx RIP B HHEE S .
specify ip-address mask —— 7R455E IP Hihik ) RIP #% H115 .. ip-address N4E E M)
H IR IP, mask AHHER .
K
BB G LA P A G B R G
AR K
i
7~

o HIMEA 192.168.1.0/24 1) RIP B HAE S
TL-SH6428 (config)# show ip rip database specify 192.168.1.0 255.255.255.0
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